g GLOBAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY: E
Global Journals Inc.

NETWORK, WEB & SECURITY

Volume 16 Issue 1 Version 1.0 Year 2016

Type: Double Blind Peer Reviewed International Research Journal
Publisher: Global Journals Inc. (USA)

Online ISSN: 0975-4172 & Print ISSN: 0975-4350

The Encryption Algorithms GOST-IDEA16-2 and GOST-RFWKIDEA16-2
By Gulom Tuychiev

National University of Uzbekistan, Uzbekistan

Abstracl- In the paper created a block encryption algorithms GOST28147-89-IDEA16-2 and
GOST28147-89-RFWKIDEA16- 2 based on networks IDEA16-2 and RFWKIDEA16-2, with the use the
round function of the encryption algorithm GOST 28147-89. The block length of created block
encryption algorithm is 128 bits, the number of rounds is 8, 12 and 16.

Keywords: GOST 28147-89, Lai-Massey scheme, round function, round keys, outout transformation.
GJCST-E Classification . G.4, E.3

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Strictly as per the compliance and regulations of:

A 74

© 2016. Gulom Tuychiev. This is a research/review paper, distributed under the terms of the Creative Commons Attribution-
Noncommercial 3.0 Unported License http://creativecommons.org/licenses/by-nc/3.0/), permitting all non-commercial use, distribution,
and reproduction inany medium, provided the original work is properly cited.



The Encryption Algorithms GOST-IDEA16-2 and
GOST-RFWKIDEA16-2

Gulom Tuychiev

Abstract- In the paper created a block encryption algorithms
GOST28147-89-IDEA16-2 and GOST28147-89-RFWKIDEA16-
2 based on networks IDEA16-2 and RFWKIDEA16-2, with the
use the round function of the encryption algorithm GOST
28147-89. The block length of created block encryption
algorithm is 128 bits, the number of rounds is 8, 12 and 16
Keywords.: GOST 28147-89, Lai-Massey scheme, round
function, round keys, output transformation.

[. [NTRODUCTION

he encryption algorithm GOST 28147-89 is a
standard encryption algorithm of the Russian

Federation. It is based on a Feistel network. This
encryption algorithm is suitable for hardware and
software  implementation, meets the necessary
cryptographic  requirements  for resistance and,
therefore, does not impose restrictions on the degree of
secrecy of the information being protected. The
algorithm implements the encryption of 64-bit blocks of
data using the 256 bit key. In round functions used eight
S-box of size 4x4 and operation of the cyclic shift by 11
bits. To date GOST 28147-89 is resistant to
cryptographic attacks.

On the basis of encryption algorithm IDEA and
scheme Lai-Massey developed the networks IDEA16-2
and RFWKIDEA16-2, consisting from two round
function. In the networks IDEA16-2 and RFWKIDEA16-2,
similarly as in the Feistel network, when it encryption and
decryption using the same algorithm. In the networks
used two round function having four input and output
blocks and as the round function can use any
transformation.

As the round function networks IDEA4-2 [1],
RFWKIDEA4-2 [5], PES4-2 [6], RFWKPES4-2 [7], PESS-
4 [2], RFWKPES8-4 [8] using the round function of the
encryption algorithm GOST 28147-89 [4] created the
encryption algorithm  GOST28147-89-IDEA4-2  [9],
GOST28147-89-RFWKIDEA4-2  [10], GOST28147-89-
PES4-2 [11], GOST28147-89-RFWKPES4-2  [12],
GOST28147-89-PES8-4  [13] and GOST28147-89-
RFWKPESS8-4 [13].
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In this paper, applying the round function of the
encryption algorithm GOST 28147-89 as round functions
of the networks IDEA16-2 [14] and RFWKIDEA16-2 [15],
developed new encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2.

In the encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2 block
length is 256 bits, the key length is changed from 256
bits to 1024 bits in increments of 128 bits and a number
of rounds equal to 8, 12, 16, allowing the user
depending on the degree of secrecy of information and
speed of encryption to choose the number of rounds
and key length. Below is the structure of the proposed
encryption algorithm.

[I.  THE STRUCTURE OF THE
ENCRYPTION ALGORITHM
GOST28147-89-1DEA16-2

In the encryption algorithm GOST28147-89-
IDEA16-2 the length of subblocks X°, X*, X?, ., ) &

, length of round keys K, ., K,ipa Kugaer o
K18(|—1)+15 , 1= 1.n +1’ K24(|—1)+16 ) K24(|71)+17 ) K24(|71)+1a rot
K i=1l.n, K K K , K are

24(i-1)+23 24n+16 24n+17 24n+18 0 "t 24n+47
equal to 8-bits. The length of the input and output
blocks of round functions is 32 bits. This encryption
algorithm round function GOST 28147-89 is applied
twice and in each round function employed eight S-
boxes, i.e. the total number of S-boxes is 16. The
structure of the encryption algorithm GOST28147-89-
PES16-2 is shown in Figure 1 and the S-boxes shown in

Table 1.

Consider the round function block encryption
algorithm GOST28147-89-IDEA16-2. First the 8-bit

subblocks T°, T', .., T’ combined from 32-bit
subblocks,  i.e. T, =TT IT*|IT?, T, =
TIT°IT®|IT". Subblocks T,, T, are summed
round keys Koo 1Ko 1Koy | Kogiayas s
K asrayizo 1K gz 1K gy 1K gy 1€

S =T, + (Ko pas 1Ko yar 1Ky 1K i 00)

S' =T+ (Ko 1Ky 1K gz 1K gy.2) -
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Figure 7. The scheme n-rounded encryption algorithm GOST28147-89-IDEA16-2

Table 1. The S-boxes of encryption algorithm GOST28147-89-RFWKPES4-2

0x0 | Ox1 | Ox2 | Ox3 | Ox4 | Ox5 [ Ox6 | 0x7 | Ox8 | 0x9 | OxA | OxB | 0xC | OxD | OXE | OxF
SO [Ox4 | 0x5 |OxB|0x9 | OXE | 0x8 | 0xD | 0x0 | 0x6 | OXxC | OxF [ 0x7 | Ox2 |Ox1 | Ox3 | OXA
S1 | 0x5 | Ox4 | OxA | 0x8 | OxF [ 0x9 | OxC | Ox1 | 0x7 | OxD | OXE | Ox6 | 0x3 | OxO | Ox2 | OxB
S2 |OxE | OxB | Ox4 | 0x2 | OxF | 0x7 | OXC | Ox0 | Ox8 | 0x9 | OxA | OXD | Ox6 | 0x5 | 0x3 | Ox1
S3 | OxF | OxA | Ox5 | Ox3 | OXE | Ox6 | OxD | Ox1 [ 0x9 | 0x8 | OxB | OxC | 0x7 |0x4 | 0x2 | 0x0
S4 | 0xD | 0xC | OxB | 0x1 | Ox4 | Ox0 | OxF | Ox3 | 0x7 | OXE | Ox5 | Ox6 | 0x9 | 0x2 | Ox8 | OXA
S5 |OxA | 0x3 | Ox4 | 0x6 | OxB | OxF | OxO | OxC | 0x8 | 0x9 |0x2 | Ox1 | OXE | Ox5 | 0x7 | OxD
S6 | 0xB | 0x2 | Ox5 | 0x7 | OXA | OXE | Ox1 | OxD | 0x9 | 0x8 | 0x3 | 0XO | OXF | Ox4 | 0x6 | OxC
S7 [OxC|0x5 |0x2 | 0x0 | OxD | 0x9 | Ox6 | OXA | OXE | OxF | Ox4 | Ox7 | O0x8 | 0x3 | Ox1 | OxB
S8 |0xD | 0x4 | 0x3 | 0x1 | OxC | 0x8 | Ox7 | OxB | OxF | OXE | Ox5 | Ox6 | 0x9 | 0x2 | OxO | OXA
S9 | OxE | Ox7 | OxO | Ox2 | OxF | OxB | 0x4 | 0x8 | OxC | OxD | 0x6 | 0x5 | OXA | Ox1 | 0x3 | 0x9
S10 | OxF | 0x6 |Ox1 | Ox3 | OXE | OXA | Ox5 | 0x9 [ OxD | OxC | Ox7 | Ox4 | OxB | Ox0 | Ox2 | 0x8
S11]0x1 | 0x0 | Ox7 | Ox5|0x8 | 0x4 | OxB | OxF | 0x3 | OxA | 0x9 | 0x2 | OxD | OXE | OxC | Ox6
S12|0x2 | 0x3 | Ox4 | Ox6 | OxB | 0x7 | 0x8 | OxC | 0x0 | 0x9 | OxA | Ox1 | OXE | OxD | OxF | Ox5
. S13|0x3 | 0x2 | 0x5 | 0x7 | OXA [ 0x6 | 0x9 |O0xD | 0x1 | 0x8 | 0xB | 0O | OxF | OxC | OXE | Ox4
S14[0x4 | 0x5 |0x2 | 0x0 | OxD | Ox1 | OXE | OxA [ Ox6 | OxF | OxC | Ox7 | Ox8 | OxB | 0x9 | 0x3
S15]|0x5 | 0x4 | 0x3 | 0x1 | OxC [ 0x0 | OxF | OxB | 0x7 | OXE | OxD | Ox6 | 0x9 | OXA | 0x8 | Ox2

Global Journal of Computer Science and Technology ( E) Volume XVI Issue III Version I E Year 2016

© 2016 Global Journals Inc. (US)



32-bit subblocks S°, S' divided into eight four bit
subblocks S =s! I [IS? 1?11?11 1.
S'=s,Is/ s, lIs;lIs. lIs; lIs; II's;- Four  bit

1

subblocks s’, S

i =0...7 transformed into the S-

boxes: R’ =S,($) IS.() IS,() IS,(s) 1S, ()
SEDNS()NS(s). R =S(s) 1S (s) 1S, ()l
S.(8) 1S () 1S () 1S () Il Si(s)) - The

resulting 32-bit subblocks R°, R' cyclically shifted left
by 11 bits and we obtain subblocks Y, Y,:
Y, =R’ <<11, Y,=R'<<1l. Thereafter = 32-bit
subblocks Y,, Y, divided into four 8-bit subblocks Y°,
Yioo YT e, Y, =Y IYHIYEYR Y, =
YUY IY qY”.

Consider the encryption process of encryption
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit

plaintext X partitioned into subblocks of 8-bits X, X,,

XZ, .., X7, and performs the following steps:

1. subblocks X;, X;, XZ, .., X;° summed by XOR
respectively with round key K, .., K, Ko
B K24n+31 XJ Xc: ®K24n+16+1’ J =0..15.

2. subblocks X, X,, X7, .., X,° multiplied and

summed respectively with the round keys K

24(i-1)
K Kagyzr o Kogpas, 1=1.n+1 and
calculated 8-bit subblocks T°, T*, T°, ..., T". This
step can be represented as  follows:
T, =(X’, + Koin) @ (X7, - K aainis) -

T =(X},- 24(IN)G-)(XE’ + Koiaee)
T, = (X7, + K oinea) @ (X" -K pai1010)
T, =(X,- K ouies) @ (X" + K i)
T, =(X', + K ouinea) @ (X2 -K s aye1z)
T =(X’,-K aaiinys) @ (X2 + K o)
T, = (X7 + Km ae) @ (X Ko yae) |
T7 :(Xiil' .1+7)®(X15 +K24(| +15),
3. to 8-bit subblocks T°, T', T? .., T’ applied

round functions and get 8-bit subblocks Y°, Y*,
Y2 .., Y7,

4. subblocks Y°, Y*, Y? ..., Y’ are summed to XOR
with subblocks X?° , X', X?, .., X%, &

X, =X, @Y, XP=X @Y j=0.7,
i=1

5. at the end of the round subblocks swappe@,,i.
XI=X® j=1.14, i=1

6. repeating steps 2-5 n times, i.e.,
subblocks X?, X!, X?, .., ans.

7. in output transformation round keys K
K

—2..n obtain

K
K are multiplied and summed into

24n+15

24n? 24n+1’

24n420 )

subblocks, ie. o _ yo

Xl X14'K Xn+1 Xn+K24n
il n 24n+1 x2 :X13+K

X:l_X;Z'KZAH 30 4 nll o

X5 XlO-K ><n+1 Xn +K24n+4’
n+l n 24n+5 6 _ 9

X7 =X®.K X _Xn+K24n+6'
n+l n 24n+7 ) 8 7,

X9 X6+K Xn+1 Xn K24n+8‘
n+l n 24n+9 ? X 101 X 5, |~<24 .

Xll :X:+K24n+11’ X12 X3K

X 13 X 2 + K n+1l 24n+12
n+l n 24n+13 7 X 14 — X 1 K

X 5 _ X 5 LK n+l 24n+14 1

24n+15
8. subblocks X0, X, X2, .., X7 are summed
to XOR with the round K,, ., K, .. K, ..
K24n+47 xnj+1 = an+1 ® K24n+32+1 J J =0..7.
As ciphertext plaintext X receives the combined
8 blt SUbblookS X:+1 ” Xn+1 ” Xn+1 ” ” X:il

I1I.  Key GENERATION OF THE ENCRYPTION
ALGORITHM GOST28147-89-1DEA16-2

In rrround encryption algorithm GOST28147-
89-IDEA16-2 in each round used twenty four round keys
of the 8-bit and output transformation sixteen round keys
of the 8-bit. In addition, before the first round and after
the output transformation we used sixteen round keys of
8-bits. Total number of 8-bit round keys is equal to
24n+48. In Figure 4 encryption used encryption round
keys K7 instead of K/, while decryption used
decryption round keys K. If n=8 then need 240 to

generate round keys, if n7=12, you need to generate
336 round keys and if 7=16 need 432 to generate round
keys.

The key encryption algorithm A of length | (

256 <1 £1024) bits is divided into 8-bit round keys K,
Ky Ko Lenght=1/8, here K ={k,,k,....k }
Ks ={ko Ky K} K ={k;.k ,kls} .....

K fres =LK oo Kooy .1} and
K=K, [[KS .. ||KLenghtl Then we
K =K; &K/ ®..0K; K, =0 then K, is
KL—OxCS. Round keys K¢,

Lenght-1 *
i = Lenght...24n+ 47 are computed as follows

87 9"

calculate

chosen as 0OxC5, i.e.
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K¢ = Shox0(K ¢

i—Lenght

) @ Sboxd(RotWord (K, ...))

i—Lenght+1
@ K, . After each round key generation the value K, is

cyclic shift to the left by 1 bit. Here, RotWord8()-cyclic
shift to the left of 1 bit of the 11-bit subblock, Sbox-
transformation a 8-bit subblock in the S-boxes,

Soox0(S) = S,(t°) I S,(t"),  Sboxl(S) = S,(t°) | S,(t)
and t°, t'-four bit subblock, T =t"||t"-eight bit
subblock.

Decryption round keys K® are computed on
the basis of encryption round keys K® and decryption

round keys of the output transformation associate with
of encryption round keys as follows:

d d d d d d d d
(K24n 1 K24n+1 ' K24n+2 1 K24n+3 ' K24n+4 1 K24n+5 ' K24n+6 ' K24n+7 '
d d d d d d d
K 24n+8 K 24n+9 ! K 24n+10 7 K 24n+117 K 24n+12 7 K24n+l3 ' K24n+l4 '

Kanas) = (CKg, (K™ —=KG (K ™=K (K =K,
(K7C)711(KBC)71!_K96’(cho)ilv_chli(chz)ill_chy(chzt)il!
-K3).

Decryption round keys of the first
associate with of encryption round keys as follows:

round

de

107 11

KerKz) =

(KS KKK KK KE KK KE K
K KS KKK K? KE K KE K

127 137 147 157 16! 17! 187 197 207 211

(_ K 2C4n ' (K;4n+1)71 [ K2c4n+2 ’ (K 2C4n+3 ) N [ K2C4n+4 J (K zc4n+5 ) B '
-K 2CAn+G ’ ( K 2CAn+7 ) N ) ( K 2C4n+s ) N [ K 204n+9 ’ ( K 2C4n+10 ) B [ K 2C4n+11 ’
( K ZCAn+12 ) N [ K ZCAn+13 ' ( K zc4n+14 ) N v K ZCAn+15 ' K ZCA(n—1)+16 ’

K ;4(n—1)+17 K ;4(n—1)+18 K 264(n71)+19 ) K;4(n—1)+20 K 264(n71)+21 ) K2c4(n71)+22 ’
K;A(n71)+23)'

Decryption round keys of the second, third and
n-round associates with the encryption round keys as
follows:

(K2d4(i71)'Kd Kd

24(i-1)+17 ' N 24(i-1)+2
K d

d d
24(i-1)+6 1 K K

24(i-1)+7 7 ' N 24(i-1)+8 7
K d

d d
24(i-1)+12 K K

24(i-1)+13 7 ' ¥ 24(i-1)+14
K d

d d
24(i-1)+18 1 K K

24(i-1)+19 7 ' ¥ 24(i-1)+20 7
(=K

Z4(n—i+1)’(KC )711_KC

24(n-i+1)+14 24(n-i+1)+13 7
— K¢

24(n-i+1)+11? (K , )71 1_K .
(K.

24(n-i+1)+10 24(n-i+1)+9 !
-1 c c -1 c
24(n-i+1)+7 ) v K 24(n-i+1)+6 ! ( K 24(n-i+1)+5 ) v K
(K

24(n-i+1)+4 7
-1 [ [
24(n—i+1)+3) ’_K (K
K c

-1 c
24(n-i+1)+2 1 24(n—i+1)+1) ’_K
Cc
24(n-i)+16 7 K

24(n-i+1)+15 7
c c c
24(n-i)+17 K K K
K c

24(n-i)+18 7 1 N 24(n-i)+19 ? ' ¥ 24(n-i)+20 ?
c c H
24(n-i)+21? Kz4(n4)+22’ K24(n7i)+23)’| =2.n

Decryption round keys applied to the first round
and after the output transformation associated with the

K :4(i71)+5 '
K 2d4(i71)+11 '
K2d4(i—1)+17 ’

K: )

24(i-1)+23

d
K24(i—1)+4 '
K d

24(i-1)+10 7
K d

24(i-1)+16

d
K24(i—1)+22 ’

(K

-1
24(n7i+1)+12) 7

(K

-1
24(n7i+1)+8) '

Kd

24(i-1)+3?

d
K24(i71)+9 '
d
K 24(i-1)+15 7

Kd

24(i-1)+21

© 2016 Global Journals Inc. (US)

encryption round keys as follows: Kj, . =K
Kd

24n+32+j

=K j=0.7.

24n+16+j !’

IV.  THE STRUCTURE OF THE ENCRYPTION
ALGORITHM GOST28147-89-RFWKIDEA16-2

In the encryption algorithm GOST28147-89-
RFWKIDEA16-2 the length of subblocks X°, X', X?

..., X® length of round keys K K K

16(i-1) 16(i-1)+1

, K i=1l.n+1, K K K

16(i-1)+15 "’ 16n+16 ’ 16n+17 16n+18 !

K are equal to 8-bits. The length of the input and

16n+47

output blocks of round functions is 32 bits. This
encryption algorithm round function GOST 28147-89 is
applied twice and in each round function employed
eight S-boxes, i.e. the total number of S-boxes is 16. The
structure of the encryption algorithm GOST28147-89-
PES16-2 is shown in Figure 2 and the S-boxes shown in
Table 1.

Consider the round function block encryption
algorithm GOST28147-89-RFWKIDEA16-2. First the 8-bit

subblocks T°, T, T’ combined from 32-bit
subblocks, ie. T, =TT T |IT°, T =

1

TNT°|IT*|IT". 32-bit subblocks T, , T, divided into

16(i-1)+2 !

eight four bit subblocks
To=to It e It N e litg ity To=to it e It
t; It )It; [It;. Four bit subblocks t’, t', i=0..7
transformed into the S-boxes:

RO =S,)ISE)NISE)NISE) IS )

SIS E)IS ), R =SE)ISE)IS()I
S, () 1S, (t) 1 Su () 11 S (te) 11 S (t7) -

The resulting 32-bit subblocks R’, R' cyclically shifted

left by 11 bits and we obtain subblocks Y, V,:
Y,=R"<<11, VY,=R'<<11. Thereafter 32-bit
subblocks Y,, Y, divided into four 8-bit subblocks Y?,
Yoo YT e, Y, =Y IYRIYAYE, Y, =
YA Yo QY.

Consider the encryption process of encryption
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit

plaintext $X$ partitioned into subblocks of 8-bits X, ,
Xo, X2, .., X7°, and performs the following steps:



subblocks X,

XDU x’” i er-' X‘u xlg” i X"n
G:KI'&'! fEE;Klf;! t i K.‘(m-zj KF& 24 saKF&-?%T §K|6D‘ sré‘
VK, LK | K Koy K | oo 4~
(hr e LR s N
= I :
| [ T i
: l == .__}%f._.| ............ _I _________________ 1
i ] | ] B I I S
! | skl o . = :
{ L J S rITI T : !
| ‘ | Ta} f.[ I '
! I I
i | S o o i s ) e U e s e s e e E
: U |alalalalaorla) | ool ! g
| W rrrrrrT rTrrrrrrTil -
i | i i 1 B
! I [ <1700 ] [ << 1101 ] =
1 | I
i 1 le le 1
i Lad ol wlioel, Ll vl
¢ ! ] [ T
by Y 1 = |
&5
i v |
i p- ‘ 9
i H
| | i
*, | e
| i i 2-n rounds : :
R - !
x‘_}" : : xr&n _\_\
E <
o Eel
@
5
7]
=
= g
3
Kll’.n +15 1. -S'
sl
iKlam‘?g' ___//
i 1
x‘sﬂ 1

Xo, X2, .., X summed by XOR

respeotively With FOUI’](.j key K16n+16 ’ K16n+17 J K16n+18 ! 7 = ()(F1 16(i71)+7) ® ()(is1 +K
e Xg =X &Ky 1=0..7 3. 1o 8-bit subblocks T°, T*, T?, ..., T’
subblocks X;, X;, XZ, .., X;° multiplied and functions and get 8-bit subblocks Y*°, Y*, Y?,
summed respectively with the round keys K, Y’
K and caloulated 8-bit 4 subblocks Y®, Y* Y#, YT are summed to XOR
bbl ) fle_(il;l“ir’l“.,-rz 18(i—1)+15:r7 " b with SUbb|OCkS Xlol, .
subblocks T°, T, T*, ..., T". This step can be 5 P 7 o X1 28
represented as follows: X5 ie _XH =XLev™, X'f =X ®Y
T =(X’, + K16(| YD (X', - wo1s8) j=0.7,1=1
Koo ya) ® (X°, + Km(i_mg)y 5 at Fhe ensd. of.thelroizd subblocks swapped, i.e.,
X =X= =1 I =
T, = <><i1  Kig0) @ (X Ko ) =R '
—1>+3) ® (Xn i Kle(i—1)+11) ’ 0. reiielltins s;?[;)s )2(15 ;Eimes,)i(.les.
subblocks D SED GUD G
T4 = (Xi‘il + Klﬁ(i—l)+4) ® (Xi—l 16(i—1)+12) ) !
16(i—1)+5) @ (Xil—sl + K16(i—1)+13) )

Figure 2 The scheme n-rounded encryption algorithm GOST28147-89-RFWKIDEA16-2

= (X6 + K16(I l)+6) (-B (X14

applied round

2 .N obtain
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7. in output transformation round keys K, , K, .,
Ko o Ky are multiplied and summed into
subblocks X7, X!, X% ., X7, e
X:+1 X: + Klen ) Xr1|+1 X:l : K16n+1’
Xn2+1 X;S + K16n+2 ) Xn3+1 = Xiz : K16n+3’
X:+1 erl + K16n+4’ X:+1 ero : K16n+5’
X6 = X: + K16n+6’ X:u = X: ' K16n+7’
Xfﬂ = X7 ' K16n+8’ X:+1 = X: + K16n+9 )
X:ﬁl = X . K16n+10’ X::l X: + K16n+11’
erl - X - K16n+12’ Xrﬁl er + K16n+13 )
X::l = X . K16n+14’ Xiil X z + K16n+15 "

8. subblocks X?° , X! , XZ,, .., X are summed
to XOR with the round key K, ..., Kisss Kigniaas -
K16n+47 an+1 = Xr:+1 @ K16H+32+j ! j = 0"'7 "

As ciphertext plaintext X receives the combined
8-bit subblocks X || X2 | X2, -l X2

n+l n+l n+l ”

V.  Key GENERATION OF THE ENCRYPTION
ALGORITHM GOsT28147-89-RFWKIDEAT16-2

In n-round encryption algorithm GOST28147-
89-IDEA16-2 in each round used sixteen round keys of
the 8-bit and output transformation sixteen round keys of
the 8-bit. In addition, before the first round and after the
output transformation we used sixteen round keys of 8-
bits. Total number of 8-bit round keys is equal to
16n+48. In Figure 4 encryption used encryption round

keys K/ instead of K, , while decryption used
decryption round keys K.

The key encryption algorithm K of length | (

256 <1 <1024 ) bits is divided into 8-bit round keys K.,

Ko Ko Lenght=1/8, here K ={k,k,...K_}

K = tkokakd, K (ko o

ngm—{klg, e K} and
K=K [[KS - IIKLmW

Then we calculate K, =K; @ K; @ ...® K|

Lenght-1 *
If K. =0 then K_ is chosen as OxC5, i.e. K =0xC5.
Round keys K,

i= Lenght.. 16n+ 47 are computed
as follows

3)OXO(}<| Lenght) @
Shox1(RotWord (K )@ KL. After each round key
generation the value K

is cyclic shift to the left by 1 bit.
Here, RotWord8()-cyclic shift to the left of 1 bit of the 11-
bit subblock, Sbox-transformation a 8-bit subblock in the
S-boxes, Sbox0(T) = S,(t°) || S,(t"),
Sox(T) = S, (t°) | S, (1), T=t*|It" and t°,
bit subblock, T -eight bit subblock.

R

i—Lenght+1

t*-four
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Decryption round keys K? are computed on

the basis of encryption round keys K‘ and decryption

round keys of the output transformation associate with
of encryption round keys as follows:

d d
K16n+6 4 K16n+7 4
K d

16n+14 !

d
K16n+5 '
K d

16n+13?

d
K16n+4 ’
K d

16n+12 7

d
K16n+3 4
K d

16n+11"7

d
K16n+2 '
K d

16n+10 !

(Klﬁn’
Kd

16n+8 !

16n+1’?

d ) _
K16n+9 4 16n+15

(_Ko '(Kl )711_K2 7(K3) ’_K4’(K5)711_K6’(K7) I(Ks)&!

— K5 (KE) =KL (KE) 7 =KL (KE) =K.
Decryption round keys of the first

associate with of encryption round keys as follows:

(K KK KK K K K K K K K

round

o Kt

Ko K Ko K) = (K (K)o K (K0
Kionear (Kinis) K en (K ) 70 (K o) 7K

(Kioniao) ™ Kgnnns (K0) =K (K )™

= Kionss)-

Decryption round keys of the second, third and
n-round associates with the encryption round keys as
follows:

(K16(| B 1s(| 1)1 Kli(. )42 Kl?s(. 1)431 K]i(l )44 ché(l 1)451
Kldﬁ(l 1)+67 Klds(l )7 Kldﬁ(l 1)487 Klde(l 1)491 Klds(l 1)+10 KldG(l 1)a10
Klttjs(\ 14120 Kfﬁ(l 1)+13 7 K::S(I 1)+14 7 16(| 1)+15) (- K16(n i+1) 1
(Klﬁ(n |+1)+14) KICG(n |+1)+137(K16(n |+1)+12) K1C6(n i+1)+11 7
(Kle(n |+1)+1o) K1C6(n |+1)+9’(K16(n \+1)+3) (Kls(n |+1)+7)71!
- chii(n |+1)+6’(K16(n |+1)+5)71 _KICG(n |+1)+47(K16(n |+1)+3) °
che(n |+1)+2’(K16(n |+1)+1) che(n |+1)+15) i= 2n

Decryption round keys applied to the first round
and after the output transformation associated with the

encryptlon round keys as fO”OWS KldGn+16+| = K1C6n+32+1u
d . —
K16n+32+1 = K16n+16+1 ) J =0..7
VI.  REsuLTsS

As a result of this study built a new block
encryption algorithms called GOST28147-89-IDEA16-2
and GOST28147-89-RFWKIDEA16-2. This algorithm is
based on a networks IDEA16-2 and RFWKIDEA16-2
using the round function of GOST 28147-89. Length of
block encryption algorithm is 128 bits, the number of
rounds and key lengths is variable. Wherein the user
depending on the degree of secrecy of the information
and speed of encryption can select the number of
rounds and key length.

It is known, that the S-box encryption algorithm
GOST 28147-89 are secret and used as a long-term key.



following Table 2 summarizes options openly declared
S-box such as: deg-degree of algebraic nonlinearity;

NL -nonlinearity; A -resistance to linear cryptanalysis; o
-resistance to differential cryptanalysis; SAC-strict
avalanche criterion; BIC-bit independence criterion.To S-
box was resistant to cryptanalysis it is necessary that the
values deg and NL were large, and the values 4, 9,

SAC and BIC small. In block cipher algorithms
GOST28147-89-IDEA16-2 and GOST28147-89-
RFWKIDEA16-2 for all S-boxes, the following equation:
deg=3, NL=4, 1=05 0=3/8, SAC<2, BIC<4,
i.e. resistance is not lower than the algorithm GOST
28147-89. These S-boxes are created based on Nyberg
construction [3].

Table 2 . Parameters of the S-boxes encryption
algorithm GOST 28147-89

No| Parameters |S1 |S2 |S3 |S4 (S5 |S6 |S7 |S8
1 deg 2133|233 |2]2
2 NL 4 l2|l2]2]2|2|2]2
3 A 0.5|3/4|3/4|3/4|3/4|3/4|3/4|3/4
4 o 3/8(3/8(3/8(3/8(1/4|3/8/05]05
5 SAC 2|22 |4|2|4|2]|2
6 BIC 4|21 4|ala|al2]as
IV.  CONCLUSIONS
In this way, built a new block encryption
algorithms  called GOST28147-89-IDEA16-2  and

GOST28147-89-RFWKIDEA16-2 based on networks
IDEA16-2 and RFWKIDEA16-2 using the round function
of GOST 28147-89. Installed that the resistance offered
by the author block cipher algorithm not lower than the
resistance of the algorithm GOST 28147-89.
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