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Abstract- The main objective of the paper is to supply security and to expand the network lifetime. 
The energy management domain is selected to reinforce the security system in wireless sensor 
networks. A typical wireless sensor network consists of many trivial and low-power sensors that 
sense radio frequencies to perform disseminate sensing tasks. These nodes typically have really 
restri \cted and non-replenish prepared energy resources, that produces energy and an important 
vogue issue for these networks. Routing is another really troublesome vogue issue for WSNs. 
Properly designed routing protocol not absolutely guarantees high message delivery relation and low 
energy consumption for message delivery, but in addition it should balance the full sensor network 
energy consumption, and thereby extend the sensor network fundamental measure. Throughout this 
paper, the tendency to confer Secure and Economical value Aware Secure Routing protocol for 
WSNs to balance the energy consumption and enhance the network fundamental measure. 
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Abstract-

 

The main objective of the paper is to supply security 
and to expand the

 

network lifetime. The energy management 
domain is selected to reinforce the security system in wireless 
sensor networks. A typical wireless sensor network consists of 
many trivial and low-power sensors that sense radio 
frequencies to perform disseminate sensing tasks. These 
nodes typically have really restri \cted and non-replenish 
prepared energy resources, that produces energy and an 
important vogue issue for these networks. Routing is another 
really troublesome vogue issue for WSNs. Properly designed 
routing protocol not absolutely guarantees high message 
delivery relation and low energy consumption for message 
delivery, but in addition it should balance the full sensor 
network energy consumption, and thereby extend the sensor 
network fundamental measure. Throughout this paper, the 
tendency to confer Secure and Economical value Aware 
Secure Routing protocol for WSNs to balance the energy 
consumption and enhance the network fundamental measure. 
Further the tendency to reinforce very cheap work to avoid the

 

fake energy indicator nodes by victimizing the house 
parameters.

 

Keywords:

 

wireless sensor network, security, energy 
efficiency, geo routing.

 

I.

 

Introduction

 

uture sensor networks area unit is composed of 
Associate in nursing oversize category of closely 
packed sensor nodes. Each node inside the 

sensor network may embody one or further sensors, 
occasionally radio power, movable power gives 
presumptively localization hardware, sort of GPS (Global 
Positioning System) unit or a travel device. A key feature 
of such networks is that their nodes area unit 
unattended. Consequently, they have restricted and 
non-replicable energy resources. Therefore, energy 
efficiency could be a crucial vogue thought for these 
networks. Throughout this paper the tendency to review 
energy economical geographic packet forwarding 
techniques. Distributive knowledge in an area would be 
a really useful antique in many location aware systems, 
and notably detector networks.  The region could also 
be expressed, as an example, by a tetragon in 2-space, 
therefore it satisfies the on prime of communication task, 
this question should be disseminated to the sensors 
inside the region, cost-effective because of publicize the 
geographic question to such a region is to leverage the 

position info inside the question and to route the 
question on to the region instead of flooding it 
everywhere. Previous survey had done to route a packet 
geographically to a target area in Associate in assist ad-
hoc networks. Detector networks believe wireless 
communication, that's naturally a medium and is further 
vulnerable to security attacks than its wired counterpart 
due to lack of a physical boundary. Inside the wireless 
detector domain, anyone with a suitable wireless 
receiver can oversee and interrupt the detector network 
communications. The adversaries may use valuable 
radio transceivers, powerful workstations, and move with 
the network from a distance since they don't seem to be 
restricted to exploitation detector network hardware, it's 
accomplishable for the adversaries confirm to spot, the 
message provide or maybe determine the availability 
location, though durable secret writing is employed. 
Source-location Privacy (SLP) could be a crucial security 
issue. Lack of SLP can reveal very important perception 
concerning the queue carried on the network and 
additionally the physical world entities. Whereas 
confidentiality of the message could also be ensured 
through content secret writing but  it miles a lot of 
difficult to adequately address the SLP and  protecting 
the SLP is toughest job in WSNs since the detector 
nodes embody exclusively cheap and low-power radio 
devices, and area unit designed to regulate unattended 
for long periods of some time. Battery recharging or 
replacement is additionally unfeasible or unacceptable. 
Computationally intensive crypto graphical algorithms, 
like public-key cryptosystems, and large scale 
broadcasting based protocols, are not acceptable for

 

WSNs. To optimize the detector nodes, restrict the node 
capabilities and additionally applying specific nature of 
the WSNs. Traditionally, security desires for the foremost 
half overlooked, this leads to WSNs vulnerable from 
network security attacks. Considering the worst case, 
opponents are able to undiscovered and lead some 
wireless detector nodes, compromise the 
cryptographically keys, and reprogram the wireless 
detector nodes. Throughout this paper, the tendency to 
initial proposes some criteria to quantitatively live 
source-location knowledge discharge for routing-based 
SLP schemes. Through the projected live criteria, the 
tendency to area unit able to establish security 
vulnerabilities of some exiting SLP schemes. We tend to 
propose a subject matter which is able to provide every 

F 
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content confidentiality and SLP through a two-phase 
routing. Inside the initial routing section, the messages 
provide randomly selects Associate in nursing 
intermediate node inside the detector domain therefore 
transmits the message to the Randomly Selected 
Intermediate Node (RSIN), this section provides SLP 
with a high native degree. Inside the second routing 
section, the messages area unit routed to a hoop node 
where the messages area unit homogenized through a 
Network Mixing Ring (NMR). By integration of the 
nuclear magnetic resonance, we tend to area unit able 
to dramatically decrease the native degree and increase 
the SLP. Our simulation results demonstrate that the 
projected theme is improbably economical and may 
return through a high message delivery relation. We 
believe it is going to be used in many smart 
applications. 

II. Related Work 

The main idea of [1] authors approach was to 
eliminate the unidirectional link at the network layer and 
magnificence novel shake and channel reservation 
mechanisms at the medium-access management layer 
using topological knowledge collected inside the 
network layer. This paper absolute to get the 
unidirectional links and to avoid the transmissions 
supported unlike links but they have not considered 
dynamic nodes benefits. In [2] paper, author designed a 
cross layer framework that constructively improves the 
performance of the raincoat layer in power 
heterogeneous extempore networks. In addition, our 
approach seamlessly supports the identification and 
usage of unidirectional links at the routing layer. In [3] 
paper author thought of the periodic salutation sharing 
is to hunt out the unidirectional link. But this periodic 
sharing may even causes to overhead inside the 
network. In [4] paper, author planned to distribute the 
answer supported reducing the density of the network 
exploitation with a pair of mechanisms: bunch and 
adjustable transmission vary. By exploitation adjustable 
transmission varies; author in addition achieved another 
objective, energy economical vogue, as a by-product. In 
[5] paper, author’s thought is bunch mechanism. The 
result of tightly coupled technique may increase the 
delay in information transmission and author presents 
ad-hoc on demand distance vector routing (AODV), a 
totally distinctive rule for the operation of such ad-hoc 
networks. Each mobile host operates as a specialized 
router, and routes unit obtained professional re natal 
(i.e., on-demand) with little or no reliance on periodic 
advertisements. AODV is on demand routing protocol 
that routes unit established on demand and destination 
sequence numbers unit accustomed notice the latest 
route to the destination. The affiliation setup delay could 
be a smaller quantity. The salutation messages 
supporting the routes maintenance and unit range-

limited, so those causes superfluous overhead inside 
the network but the intermediate nodes can lead to 
inconsistent routes if the availability sequence selection 
is very precious and additionally the intermediate nodes 
are stronger but not the latest destination sequence 
selection, thereby having stale entries. In [6] paper, 
authors present a mathematical framework for 
quantifying the overhead of proactive routing protocols 
in mobile ad hoc networks. They specialize in things 
where the nodes unit indiscriminately but the wireless 
transmissions could also be decoded faithfully and 
communication among nodes unit vary completely 
different. In [7] paper, authors present a general preview 
on different sources of energy consumption in wireless 
sensor networks, not on the routing. In [8] paper, 
authors concentrated on distance between nodes only 
not on security. 

a) Overview of Existing System  
Several geographical routing protocols were 

planned in recent years for wireless detector networks. 
In geographical routing each node forwards messages 
to its neighboring nodes by supported computable 
value and learning value. The computable value 
considers every house to the destination and 
additionally remaining energy of the detector nodes. 
Location privacy is provided through broadcasting that 
mixes the valid messages with dummy messages, but 
exclusively consumes the detector energy but in 
addition can increase the network collisions and scale 
back the packet delivery relation. 

b) Proposed System 
The energy consumption is severely 

disproportionate to the uniform energy preparation for 
the given configuration that greatly reduces the period of 
time of the detector networks. To resolve this drawback, 
we have an inclination to propose a secure and 
economical Cost-Aware Routing protocol which is able 
to address the energy balance and routing security at 
constant time in WSNs. In the proposed protocol each 
detector node needs to maintain the energy levels of its 
adjacent neighboring grids in addition to their relative 
locations, throughout this paper we'll specialize in a pair 
of routing strategies for message forwarding: shortest 
path message forwarding, and secure message 
forwarding through random walking to create routing 
path unpredictability for provide privacy and jam 
hindrance. 

  
Initially all nodes assortment contains data 

regarding neighbor nodes, the network monitors having 
the detailed data of neighbor nodes like routing table, It 
provides the nodes data to the route manager. 

  
The mobile devices periodically share their 

unused energy to all the nodes per unit area 
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i. Route Discovery

ii. Energy Updating



  

participating inside the network, this energy nodes will 
select the route i.e., reliable. 

  
When supply node sends a request, nodes can 

check the energy of all its one hop neighbor nodes. 
Then the node chooses succeeding node that one has 
high energy price. All the nodes do constant method.  

  
This module is split into 2 sub modules named as  

1. Poll method and information method 
2. Poll method–By exploitation this module the node 

will verify the neighbors. 

c) Data Process  
In this sub module, the node ought to cross 

check the knowledge.  A node must verify the other 
node, and then the champion checks the knowledge 
(which is collected from the neighbor). Throughout the 
checking methodology verifiers compares the house 
b/w each neighbor and the other. The distance is 
calculated in a pair of ways, i.e. during which  

• Location based comparison 

• Data transmitted speed comparison 
 

 
 

 

 

 

 

  

 

 

 

 

 

     

  
    

  

Fig.1:  Activity of proposed model
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iii. Calculating Hop-By-Hop Energy

iv. Neighbor Node Processing



  

III. Results 

Fig. 2 shows the network placement. The nodes are randomly deployed in the network with initial energy of 
100 Joules. 

 
Fig. 2: Network placement 

Fig.3 shows the results of route discovery through the broadcasting of route request and unicasting of route 
reply packets. 

Fig. 3: Route discovery 

Fig.4 shows the result of node failure. The node failure occurs when the energy of the particular node is 
drained out. 

 

Fig.4: Node failure 
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Fig.5 a and Fig.5b shows the attacker which is trying to track the source location. 

 
Fig. 5 a: Attacker movement 

 

Fig.5 b:  Attacker movement 

Fig.6 shows the attacker fails to find the source location due to random selection of nodes in the network 

 

Fig. 6.:  Attacker fails to find the source 
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Fig.7 shows the comparison of energy efficiency in terms of the failure occurred at the particular time for 
existing, and proposed technique. 
 

  
Fig.7: Energy efficiency graph 

Packet delivery rate is defined as the rate at which the numbers of packets are delivered successfully. 

 
Fig. 8:  Packet Delivery Rate 

 

Fig. 9: Comparison of Protocols Life Time 

IV. Conclusion 
In this paper, the proposed routing protocol 

provides the security in message forwarding and also 
enhances the packet delivery rate and network lifetime. 

The non uniform energy deployment scheme is 
implemented to extend the network lifetime and the fake 
energy sharing tracing technique is also introduced to 
find the malicious node present in the sensor network. 
The simulation results show that the lifetime of the 
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network and packet delivery rate is enhanced while 
increasing the secure routing. 
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