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Performance Evaluation of Encrypted Text
Message Transmission in 5G Compatible
Orthogonal Multi-level Chaos Shift Keying
Modulation Scheme Aided MIMO Wireless
Communication System

Md. Omor Faruk® & Shaikh Enayet Ullah®

Absiracl- In this paper, a comprehensive performance
evaluative study has been made on encrypted text message
transmission in 5G compatible orthogonal multi-level chaos
shift keying modulation scheme aided MIMO wireless
communication system. The 4 X 4 multi-antenna supported
simulated system incorporates four channel coding (1/2-rated
Convolutional, (3, 2) SPC, LDP Cand Repeat and Accumulate
(RA)), different signal detection (MMSE, ZF, Cholesky
decomposition and Group Detection (GD) approach aided
Efficient Zero-Forcing (ZF)), and Chaotic Walsh-Hadamard
encoding schemes. In the scenario of AWGN and Rayleigh
fading channels, implementation of (3, 2) SPC channel coding
and MMSE signal detection techniques is found to have a
significant impact for creating proper identification of retrieved
text message in an understandable format.

Keywords: OM-DCSK modulation, scambing, hilbert
transform and walsh-hadamard codes, signal to noise
ratio (SNR), MIMO channel, channel coding, bit error rate
(BER), MMSE, cholesky decomposition and ZF.

[. INTRODUCTION

ifferential chaos shift keying (DCSK) has low
complexity receiver and shows excellent

performance for time-varying multi-path fading
channels among all chaos shift keying (CSK)
modulations. The differential chaos-shift-keying (DCSK)
scheme together with a non-coherent detector offers
reasonably acceptable error performance over multipath
channels. In perspective of low cost property, DCSK
scheme is considered in multiple input multiple output
(MIMO) system, wireless personal area networks
(WPANSs), power line communication systems and
cooperative communication system [1, 2].

In 2017, Yang and et al. the authors proposed
and designed a multi-carrier chaos shift  keying
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(MC-CSK) modulation system based on multi-carrier
transmission and multi-level chaos shift keying
modulation. In their works, both analytical and
simulation results confirmed that the MC-CSK system
outperformed differential CSK (DCSK) and MC-DCSK
systems in BER performance [3]. At[4] in 2017,
Kaddoum and et al. proposed an SR-DCSK system that
performed simultaneous wireless information and power
transfer (SWIPT) with an exploitation of the saved time
gained from the fact that reference signal duration of
SR-DCSK scheme occupied less than half of the bit
duration to transmit a signal. The authors demanded
that with their simplified designed system, the results
showed that the proposed solution saved energy
without sacrificing the non-coherent fashion of the
system or reducing the rate as compared to
conventional DCSK. In 2018, Dai and et al. proposed a
novel carrier index DCSK modulation system for
increased energy and spectral efficiencies based on
splitting all data bits into two groups carried by the
chaotic signals and their Hilbert transforms. With their
derived analytical bit error rate expressions over additive
white Gaussian noise and multipath Rayleigh fading
channels, the advantages of their proposed system
were verified [5]. At [6] in 2018, Narang and et al.
emphasized the improvement of security in Free Space
Optical (FSO) communication system with the utilization
of the Gamma-Gamma turbulence model and DCSK
scheme. In their work, the performance of the proposed
chaotic FSO system was studied with consideration of
different turbulence conditions and derived an analytical
expression of the probability of error.

In this present study, we have implemented a
novel non-coherent multi-level DCSK  modulation
technique on secured text message transmission. Such
scheme is based on both the transmitted-reference
technique and multi-level orthogonal modulation, where
each data-bearing signal is chosen from a set of
orthogonal chaotic wavelets which is constructed by a
reference signal [7].
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[I. SIGNAL PROCESSING TECHNIQUES

In this section, an overview of different
implemented signal detection and channel coding
schemes is given.

a) MMSE and ZF Signal Detection
InNg x Ny MIMO system, the signal model can
be represented by
y=Hx+n M

Where, H is a channel matrix with its (j,i)™ entry
h;; for the channel gain between the i transmit antenna

and the ™ receive antenna, j=12,....... NR and
i=12,......NT, X =Xy Xppreerrenrenne. Xy ]" and
Y=[Y1 Yo yNR]T are the transmitted and
received signals and  N=[NN,,.ccovvunneee. nNR]T is the

white Gaussian noise with a variance of &2n. Following
the signal model presented in equation 1, the minimum
mean square error (MMSE) weight matrix can be
described as:

2\
Winse = (H"H+0,71) *H" @)
And the transmitted signal is given by

mmseY 3)

In the ZF scheme, the ZF weight matrix has
been given by

Xumse =

W, = (H*H)*H" @

And the transmitted signal is given by [8]

Xze = Wy (5)

b) Cholesky Decomposition (CD) based ZF detection
In Cholesky Decomposition (CD) based ZF

detection scheme, the matched filtering (MF) based

detected signals using equation (1), can be written as:

Xye =H'y = H"Hx+H"n (6)

Where, H" is the Hermitian conjugate of the
estimated channel. In interference constraint scenarios,
the more forwarded ZF detector has been required
which operates on the MF data by,

Xoe = (HHH)_l)A(MF ()

Equation (7) has been written in modified form as:
)’ZZF = (HHH)_l)A(MF = (LLH)_ls\(MF (8)
With onward and backward substitution, the

identified signal in CD-based ZF detection could be [9]:
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Rpe = LMK, )

c) Group Detection (GD) approach aided Efficient
Zero-Forcing (ZF)
In Group Detection (GD) approach aided
Efficient Zero-Forcing (ZF) signal detection scheme,
Equation(1) can be reworded as:

y:[ﬁlﬁz]{sl}+n:ﬁlsl+ﬁzsz+n (10)
82
Where, ﬁleCNRXL and ﬁz e CNrx(N-L) 50

composed of first L and the remaining (N-L) columns of
H respectively, N is the total number of columns of H.

Similarly, s, eC"** and s, eC™™Y are the two sub-

symbol vectors that are created by taking the first L rows
and the remaining rows of x. Defining a weight matrix,

W, = (H," H,)™H,", where (s) H denotes Hermitian
transpose operation. Multiplying each sides of the
equation (10) by W,, we obtain

Wy =s,+ W,H,s, + W,n (11)

Or equivalently, we can write

s, =W,y — W,H,s,—W,n (12)

Substituting equation (12) into equation (11)
and after some small manipulation, we get

y,=H,S, +n, (13)

Y, eCNrrt H, e CN(NH) ang

n, eC"** They,, H,and n, can be reworded as:
Y, =(1-HW,)y
H, =l _lel)HZ

Where,

(14)
(15)

n, = (I _lel)n (16)
Where | is the identity matrix. On the basis of
estimated H,, another weight matrix W,can be

defined as W, = (H," H,)™H," (17)

The sub-symbol vector s, is estimated using
S, =Q(W,y,), where the symbol Q is indicative of
quantization. The effect of s, is canceled out from y to
get y, = y—ﬁ2§2. The sub-symbol vector s, s
estimated using S, = Q(W,y,) . The transmitted signal

vector x has been approximated as [10]:



x= ézT]T (18)
d) Convolutional Channel Coding

Convolutional codes have been commonly
specified by three parameters (n,p, q), where, n =
number of output bits; p = number of input bits; g =
number of memory registers. The quantity p/n is called
the code rate, and it is a measure of the efficiency of the
code. In this present study, 2 rated convolutional
encoders are designed so that the decoding can be
functioned in some structured and simplified way based
on Viterbi decoding algorithm. The constraint length,
L= (p(g-1)) represents the number of bits in the encoder
memory that affect the generation of the n output bits.
The currently deliberated convolutional channel encoder
is specified with "2 coding rate, a constraint length of
7and code generator polynomials of 171 and 133 in the
octal numbering system. The code generator
polynomials G1 and G2 can be expressed as [11]

G1=x0+x2+x3+x5+x6=1 0 1 1 0 1 1=133
G2= x0+x1+ x2+x3+ x6=1111001 =171

e) LDPC Channel Coding

The low-density parity-check (LDPC) code was
discovered by Gallager as early as 1962. An LDPC code
is linear block code, and the parity-check matrix H of it
contains only a few 1’s in comparison to 0’s (i.e., sparse
matrix).Such LDPC codes have been graphically
depicted by the bilateral Tanner graph. Its nodes have
been combined into one set of n bit nodes (or variable
nodes) and the other set of m check nodes (or parity
nodes). Check node i has been connected to bit node j
in the event of any elemental value of the parity matrix
unity. The decoding operates alternatively on the bit
nodes and the check nodes to find the most likely
codeword c¢ that satisfies the condition cHT = 0. In
iterative Log Domain Sum-Product LDPC decoding
under discretion of AWGN noise channel of variance ¢2
and received signal vector r, log-likelihood ratios (LLRS)
instead of probability have been defined as:

L(c )éln[P(Ci = O|ri)/P(Ci = 1|I‘|)]
L(R)AIN[R’/P)
L(Q)AIN[Q,"/Q,") L(P)AIN[F’/F}")

Wherein (.) represents the natural logarithm
operation. The bit node | is initially set with an edge to
check node i: L(R;) =L(c) =2x, /6% (22) In message

passing from check nodes to bit nodes for each check
node i with an edge tobit node |; L(Q ij) has been
updated as:

(1)

L(Qij) = H,-faij' d)[Zj'd)(B”')_] (23)

Where’aijéggn[L(Pij)] and Bijé[L(Pij
ofunction is expressed as:

o(x) = —In[tanh(x/2)] = In[(e" + D) /(e" —1)] (24)

- The

L (Pj) is updated from bit nodes to check nodes
for every bit node j with an edge to check node ias:

L(Pij) =L(c)+D., L(Qi)
(=12 m andi’ #i )

Decoding and soft outturns: for j=1, 2, 3...,n; L
(P)) has been updated as:

L(F)) =L(c)+ > L(Fij)

[ 1if L(R) <0
| 0 dse

(25)

(i=12..... m) (26)

If cH™=0 or the number of iterations reaches the
maximum limit [12]

). (3, 2) SPC Channel Coding

In SPC channel coding, the transmitted binary
bits have been rearranged into very short code words
consisting of merely two consecutive bits. In such
coding, (3, 2) SPC code has been used with addition of
a single parity bit to the message u = [u0, ul] so that
the elements of the resulting codeword x = [x0, x1, x2]
are given by x0 = u0, x1 = u1 and x2 = u0 ®u1
Where the symbol ®has been considered here to
denote the sum over GF (2)

g). Repeat and Accumulate (RA) Channel Coding

The RA is a powerful modern error-correcting
channel coding scheme. In such channel coding
technique, all the extracted binary bits from the audio is
arranged into a single block, and the binary bits of such
block is repeated two times and rearranged into a single
block containing binary data which is double of the
number of input binary data [13].

I1I. SYSTEM AND SIGNAL MODELS

The block diagram of the 5G compatible
orthogonal multi-level chaos shift keying modulation
scheme aided simulated MIMO wireless communication
system has been depicted in Figure 1. In such a
simulated technique, a text message has been
converted into binary bit form and the extracted binary
signal vector me(0,1) afterward it is channel encoded,
interleaved and
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Fig.1: Block diagram of Encrypted text message transmission in 5G compatible Orthogonal Multi-level Chaos Shift
Keying Modulation Scheme Aided MIMO Wireless Communication System

Subsequently
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processed
mapping using two consecutive binary bits in two-time
slots (N=2). In every case, one of the coefficient values

for

coefficient

is one (1) and the remaining other values are zero. In
first time slot (duration of a single bit), a repeated
chaotic signal generator outputs straightly a chaotic



sequence{xi}ﬂz g+3_1with the length of the series is of B.

Till the end of two consecutive bit duration, this
sequence is then delayed and repeatedly outputted for
one more time.

The originated chaotic sequence undergoes
pulse shaping and can be described under
consideration of chip time T, and for a length of time
B-1 slot Ts = BT..

B-1

X(t) = _zoanB+ihT(t—iTC) (28)
|_

In case of considering hr(t) as the impulse
response of a pulse shaping filter with time duration of
T., the reference signals in the n-th symbol duration can
then be described as

(n+)N-1

yr(t): ZX(t - kTs)

k=nN

(29)

And the data-bearing signal in the n™ symbol
duration is computed by

N-1(n+1)N-1

yd,t = Z Za"n.mwm,kx(t - kTs)
m=0 k=nN

(30)
W, X(t—KT)

Where

B-1
X(t) =D x,NB+ih  (t—iT,) (31)
i=0

And Rpng+i IS the Hilbert transform of  X,ng4i
and wp,x are the four orthogonal Walsh Hadamard
codes used for proper identification of individual signal.
The reference signal in (29) and the data-bearing signal
in (30) have been modulated onto a cosine and a sine
carrier, respectively, so that they could be delivered via
the in-phase and quadrature channels.

Finally, the transmitted signal in the n symbol
duration has been obtained as:

$,(t) =y, (1) cos(2nf o) — 4 (t) Sn(2nf ),
NNT, <t <(n+2)NT,

Where f, is the frequency of the sinusoidal
carriers, such that f,is a multiple of 1/T¢. Satisfying
fo > 1/T¢

In an AWGN and Rayleigh fading channel H, the
obtained signal has been corrupted by stationary
Gaussian noise with zero mean and power spectral
density of No/2.

The received signal can be described by

r,(t) = H x s, (t) + n(t) (33)

The obtained signal has been passed through a
signal detection technique and fed into a spatial
multiplexing decoder and for producing a signal channel
data vector,

£, (1) =5, (0 +n(b) (34)

This 1, (t) signal is multiplied with both in-phase
and quadrature components of RF signal and filtered
with properly designed matched filters. The outputs of
the matched filters can be defined as;

Yii = Xypai T Expsi

NNB <kB+i < (N+1)NP) (35)

N-1
Yai = ZWm,k(ar1,ka[3+i + 3, N Xigsi)

m=0 (36)
+ Migai NNB <kB+i < (n+2)NP

Where &gy and mygqq are two independent
Gaussian random variables and both with zero mean
and variance N, .

From the format of the signal in OM-DCSK, it
can be simply inferred that in (35) and (36) as follow;

Xipri = Xis O<i<pP
NN <k<(n+1)N (37)
),ZkB+i =X, 0<i<B
NN<k<((n+1N (38)

The output of the m"™ correlator (presented
figure number 2 of [14]) has been obtained then as:

(n+1)N-1 B

-1
Z Wm,kZYr,in,i 0<m<2
Z k=nN i=0
™ e b1 (39)
> Winenk 2 YriYai 2<m<4
k=nN i=0

By comparing all the correlator outputs, the
coefficient a,, , associated with the greatest correlator
outturns will be laid to one, while the remaining are zero.

Finally, the data bits can be recaptured based
on the reversed version of the mapping rule (Table 1 of
[14]). The estimated coefficient values have been
converted into binary form, de-interleaved, channel
decoded, binary to integer converted and the text
message has been retrieved after decryption.
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IV. RESULT AND DISCUSSION

Hereafter, a series of simulation results have
been depicted in terms of BER to illustrate the impact of
the system performance in Orthogonal Multi-level Chaos
Shift Keying Modulation Scheme aided MIMO Wireless
Communication System.

The performance of the system is illustrated by
using MATLAB Ra2017a based on the simulation
parameters are demonstrated in the following Table-1.

Table 1: Summarization of the Simulated Model
Parameters

Text message with number
of binary bits
Signal detection techniques

1400

MMSE, ZF, Cholesky
Decomposition and Group
Detection (GD) approach
aided Efficient Zero-
Forcing (ZF)

Half rated Convolutional,
(8,2) SPC, LDPC, and
Repeat and accumulate
(RA)

64

Channel coding

Length of orthogonal Walsh
Hadamard code
Pulse shaping filter with
Rolloff factor

Raised cosine with 0.25

Bit rate 1Gbps
No of samples generated in 64
Chaotic signal, B value
No. of transmitting/
o 4/4
Receiving antennas
Channel MIMO fading channel
Signal to noise ratio (SNR) -5to 5 dB

It is critically noticed that the result of the
system provides comparatively better performance
under the implementation of MMSE signal detection
technique from the graphical illustration presented in
Figure 2 to Figure 5.

In Figure 2, the performance of the system is
highly well defined under various implemented signal
detection and Ys-rated convolutional channel coding
techniques. For a typically presumed SNR value of -4
dB, in the aspect of ZF, MMSE and Cholesky
Decomposition and Group Detection (GD) approach
aided Efficient ZF signal detection techniques, the
approximated BER values are found to have values of
0.1880, 0.0315, 0.1412 and 0.1458 respectively which
effectively ratifies system performance improvement of
7.76 dB, 6.52 dB and 6.65 dB in the aspect of MMSE in
comparison with to ZF, Cholesky decomposition and
Group Detection (GD) approach aided Efficient Zero-
Forcing (ZF) signal detection techniques respectively. At
5% BER, SNR gain of 2.10 dB has been achieved in
MMSE as compared to the GD approach aided Efficient
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ZF and 1.90 dB in MMSE as compared to Cholesky
decomposition.

Under the identical consideration of SNR value
(-4 dB), it is noticeable from the Figure-3 that the
estimated BER values are 0.1613, 0.2014, 0.2027 and
0.2246 in case of MMSE, Cholesky decomposition, ZF
and GD approach aided Efficient ZF signal detection
technique respectively. In such cases, the system
performance improvement of 0.96 dB and 0.99 dB have
been achieved in MMSE as compared to Cholesky
decomposition and ZF signal detection techniques. At
10% BER, SNR gain of 0.65 dB and 0.72 dB have been
obtained in MMSE as compared to Cholesky
Decomposition and GD approach aided Efficient ZF
signal detection.

In Figure 4, it has been observed that the
system performance is well segregated in the different
scenario at low SNR region (-5dB to -2dB). For a
typically presumed SNR value of -4 dB, the
approximated BER values are 0.0407 and 0.0754
respectively in case of MMSE and ZF signal detection
techniques which ratifies a system performance
improvement of 2.68 dB. At 2% BER, SNR gain of 1.45
dB obtains in MMSE as compared to ZF.

It is keenly noticeable from Figure 5 that the
system performance is not well segregated in all signal
detection techniques excepting MMSE. For a typically
considered SNR value of -4 dB, the approximated BERs
are found to have values of 0.0801 and 0.0861 in case
of MMSE and ZF which is indicative a system
performance of 4.56dB. At 2% BER, a low SNR (-3dB)
is required for MMSE. On the other hand, comparatively,
a high SNR (-1.5dB) is required for the GD approach
aided Efficient ZF signal detection technique.
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Fig. 2: BER performance of encrypted text message transmission through Ys-rated convolutional channel encoded
multi-level CSK modulation scheme aided wireless communication system under implementation of MMSE, ZF,
Cholesky decomposition and Group Detection (GD) approach aided Efficient Zero-Forcing (ZF) signal detection
techniques.
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F1g.3: BER performance of encrypted text message transmission through LDPC channel encoded multi-level CSK
modulation scheme aided wireless communication system under implementation of MMSE, ZF, Cholesky
decomposition and Group Detection (GD) approach aided Efficient Zero-Forcing (ZF) signal detection techniques.

© 2018 Global Journals

Year 2018

[N
(o]

Global Journal of Computer Science and Technology (E) Volume XVIII Issue IV Version I



Global Journal of Computer Science and Technology ( E) Volume XVIII Issue IV Version I E Year 2018

0.12

0.1

0.08

0.06

BER

0.04

0.02

T T T T T T T T

With MIMO+RA+MNMSE Signal Detection
With MIMO-+RA+ZF Signal Detection
With MIMO+RA+CHOLESKY DECOM Signal Detection —
With MIMO+ERA+Group Detection (GD) approach aided Efficient Zero-Forcing (ZF)

-1 0 1 2
Signal to Noise ratio(dB)

Fig. 4. BER performance of encrypted text message transmission through Repeat and Accumulate channel
encoded multi-level CSK modulation scheme aided wireless communication system under implementation of
MMSE, ZF, Cholesky decomposition and Group Detection (GD) approach aided Efficient Zero-Forcing (ZF) signal

detection techniques.
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Fig. 5: BER performance of encrypted text message transmission through (3,2) SPC channel encoded multi-level
CSK modulation scheme aided wireless communication system under implementation of MMSE, ZF, Cholesky
decomposition and Group Detection (GD) approach aided Efficient Zero-Forcing (ZF) signal detection techniques.

In Figure 6, Transmitted and retrieved encrypted
text messages in 5G compatible orthogonal multi-level

CSK  modulation

scheme aided MIMO wireless

communication system are presented.
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. Original transmitted text message:
The large available bandwidth and high spectrum efficiency certainly
makes mmWave massive MIMO a promising choice to significantly
improve overall system throughput for future 5G cellular networks.

(@) Retrieved text message at -1dB:

The large available bandwidth and high spectrum enfmciency$certainly

makes mmWave massive M

MO a promising choiceOvo significantly

imprnve overall syst%mthroughput for future 5G cellular network{.

(b) Retrieved text message at 1dB:

TheOlarge available bandwidth and high spectrum efficiency certalnly
makes mmWavemarsive MIMO a promising"choice to significantly
kmprove overall system throughput for future 5G cellular networks.

(c) Retrieved text message at 2dB:

The large available bandwidth and high spectrum efficiency certainly
makes mmWave-assiveMIMO a promising choice to significantly
improvu overall system throughpwt for future 5G cellular networks™*

(d) Retrieved text message at 3dB:

The large available bandwidth and high spectrum efficiency certainly
makes mmWave massive MIMG a prolisingchoice to significantly
improve overall system throughput for future 5G cEllularnetworks.

(e) Retrieved text message at 4dB:

The large available bandwidth and high spectrum efficiency certainly
makes mmWave massive MIMO a promising choice to significantly
improve overall system throughput for future 5G cellular networks.

Fig. 6: Transmitted and retrieved encrypted text messages in 5G compatible orthogonal multi-level CSK modulation
scheme aided MIMO wireless communication system

V. (CONCLUSIONS

In this present work, we have tried to
accomplish various signal detection and channel coding
techniques for making a fruitful investigation on the
performance of orthogonal multi-level CSK modulation
scheme aided MIMO wireless communication system.
From the simulative study, it has been observed that the
system provides robust performance in retrieving data at
negligible SNR value region with proper utilization of
MMSE signal detection technique under execution of
(8, 2) SPC channel coding scheme.

However, based on the simulative study, it can
be concluded that the orthogonal multi-level chaos shift
keying modulation scheme is suitable in loT applications
or 5G/B5G wireless communication networks.
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