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Abstract- In the 21st century, for a digital lifestyle in a smart city, security is one of the core
ingredients to ensure digital continuity. The existing smart security technologies use a
smartphone, card, and fingerprint that need additional devices to carry or can spread out
infectious diseases. Now it is high time to think about an additional device free and more timeconsuming technique. So, an intelligent system is proposed in this paper to secure our doors
with face authentication. The human face is a unique and easy identifying feature of a human.
The registered user’s image is saved in the device as a dataset to train the lock. The system
recognizes the registered faces very fast and controls the hardware part to be unlocked. The
system is capable of detecting and recognizing human faces from a real-time video. It is usable
in the door lock, car lock, hutch, and many more security purposes.
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I.

Introduction

ay after day, we are moving towards modernity.
But the percentage of home robbed and things
stolen is 70.5% [1] of the total crime in the last
ten years, and it is escalating, which is a barrier to our
smart lifestyle. The existing smart technologies of door
security needs memorizing a password or carrying
additional devices like mobile phone, cards. Being
stolen or lost the additional devices or forgetting the
password can hamper the existing smart security
systems. Changing the hand of the additional device or
getting the password leaked can allow any stranger to
pass through the lock. Besides that, the fingerprint
system can spread out infectious diseases. Many
authors proposed various kinds of digital door locks,
password-based locks, etc. [2]. But the solution
proposed in this paper is to recognize the valid user’s
face to unlock the lock because faces are one of the
most important visual stimuli [3]. Also, it is a unique
feature of every man. From a real-time video, the image
of a human face is detected and recognized using the
LBPH (Local Binary Pattern Histogram) algorithm. LBPH
algorithm has become a standard and mostly used
image recognition and detecting technique. Compared
with other algorithms LBPH algorithm cannot only
recognize the frontal face but also recognize the side
face. This algorithm is widely used for image
recognition. So, the face authentication technique for
security purposes can be a timely and more intelligent
idea.
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The paper is organized as follows. Section II
summarizes the previous works done by many authors.
Section III describes the complete architecture of the
proposed system with details of the used algorithm.
Section IV contains the conclusion.
II.

Related Works

Onoyan A.O. et al. [4] has developed a
biometric-based door lock system by using ATMEGA
328 Arduino microcontroller, fingerprint scanner R305.
When the fingerprint be matched with the registered
fingerprints, a signal is sent to incite the door lock
process, and the door stays open for 5 seconds. Adarsh
V Patil et al. [5] has manifested an android based smart
door locking system. Arduino Uno, android,
smartphones have been used to complete this lock
security system. A pre-determined password concept is
used. Anuradha R.S et al. [6] has proposed an
optimized locking and unlocking a process by using a
wireless system. The proposed idea had been
implemented by using Arduino Uno, DC motor, Wi-Fi.
This system aimed to allow a user to lock and unlock a
door within the Wi-Fi range from inside or outside a
house. Agbo David O et al. [7] has implemented a door
locking system using an android app and the Bluetooth
module. The app could be connected with the Bluetooth
module HC-05 to show the current activity about the
door is open or close. If the password is correct, the
door will be opened. Otherwise, it will be kept closed.
Janaki Venukumar et al. [8] stated that security is the
most vital issue nowadays for us when we are out of our
households. The proposed project shows a keyless
system for operating lock using a pre-defined password.
To get entered the must memorize the password. Lia
Kamelia et al. [9] proposed that present days are the era
of living in smart technology. So, the term “smart home”
gives broad thinking to us of living in new technologies.
To make the smart home just using the device of our
pocket, the mobile phone where Bluetooth will be
enough to communicate with devices. Arvasu Chikara et
al. [10] proposed a solution for the bank system to
secure our money because a bank deserves an extra
level of security. The solution is a combination of
fingerprint authentication and face authentication. The
image and fingerprint data of the authentic persons are
saved by the bank authority in the database. The
authentic person must match both face and fingerprint
to have access to the money of the bank.
The idea of a smart home lock with automated
technologies is practiced throughout this decade. But
© 2020 Global Journals
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continuity. The existing smart security technologies use a
smartphone, card, and fingerprint that need additional devices
to carry or can spread out infectious diseases. Now it is high
time to think about an additional device free and more timeconsuming technique. So, an intelligent system is proposed in
this paper to secure our doors with face authentication. The
human face is a unique and easy identifying feature of a
human. The registered user’s image is saved in the device as
a dataset to train the lock. The system recognizes the
registered faces very fast and controls the hardware part to be
unlocked. The system is capable of detecting and recognizing
human faces from a real-time video. It is usable in the door
lock, car lock, hutch, and many more security purposes.
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most of them are developed to work with an android
device. Some use Bluetooth and some Wi-Fi. Both of
these need an additional device to use the lock.
Fingerprint and pre-defined password systems reduced
the necessity of extra device but needed user
interaction. Moreover, the fingerprint authentication
system can spread infectious diseases. Besides all of
these systems, our proposed system will work without
an additional device and user interaction. The system
will just see the user and be unlocked after
authentication.
III.

System Architecture

The proposed system has an aim to protect
premises and belongings smartly and without the
necessity of an additional device. It just recognizes the
authorized user’s faces to unlock the lock. This process

(a)

can make life easier. In the proposed system, the lock
needs to detect and recognize the human face. So, the
proposed lock consists of Raspberry Pi 3 which is a lowcost mini-computer in credit card size., which comes
with Bluetooth 4.1 and a camera. As shown in Fig. 1 the
whole process has two main parts, such as (a)
Registration Process and (b) Unlocking process. At the
registration process, the 1st user starts from inputting
information like name, and then the lock detects and
saves 20 images of the user’s face to train. On the other
hand, any new user must be verified by inputting any
previous user’s information like name. After training, the
lock will be ready to be unlocked, and at the unlocking
process, the lock keeps capturing video. If any
registered user’s face is recognized, it will stay open for
7 seconds and then becomes ready to be locked again.

(b)

Fig. 1: Flowchart of the Proposed System’s Architecture is Showed with (a) Registration Process and
(b) Unlocking Process
The complete system architecture can be
described in 5 main steps.
a) Receiving User Data via Bluetooth
At the very beginning, the lock needs registered
users with face’s images to know who is the authentic
© 2020 Global Journals

person. The user can use a mobile application that
provides an entirely user-friendly interface to input user
data. This is the one and the only use of any additional
device. The lock, which is made with Raspberry Pi 3,
receives the user information via Bluetooth 4.1 from the

c) Training Dataset
The Face detection procedure cannot be
completed without training the system according to the

Fig. 2: Applying LBP operation
The LBP Operation can be applied on a large
scale just by increasing the value of r. Fig. 3 is

visualizing the LBP operation on a large scale if it is
used with different values of r.

Fig. 3: Visualizing the LBP operation on a large scale
After getting the new threshold value for every
pixel, the image changes as Fig. 4. Then dividing the
image into 8x8 blocks. Every block’s all threshold values
can be expressed with histogram. Though there is a
grayscale image, each histogram (from each block)

represents only the intensity of white in each block within
256 (0-255) positions. Finally, combining each
histogram, a large histogram is created. Here, 8 * 8 *
256 = 16,384 can be found.

Fig. 4: Extracting histogram
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b) Face Detection and Dataset Creation
While the data of new users be received, the
lock itself starts capturing real-time video to detect any
face. From the video, if any human face is found, the
system saves the image’s ROI (Region of Interest). Thus
20 faces will be saved along with the name of the new
user.
While detecting face, the system converts each
frame of video into grayscale to make the task easier.
Using the Numpy library, the grayscale image can be
converted into an n- dimensional array.
In this case, the OpenCV (Open Source
Computer Vision) python library works with the
Haarcascade classifier to classify human frontal face,
and except ROI (Region of Interest) other numbers of
the n-dimensional array will be changed into “0”. Thus,
the ROI of the face will be classified, and only the face is
captured and saved in the lock’s dataset. The dataset is
created uniquely for an individual lock. So, authentic
faces for a deferent lock is different.

dataset. The dataset is combined with the user’s name,
ID, and image of the user. The name and ID are
received from the Android app, and the camera itself will
capture the pictures of faces after detection. Combining
all of these a file with .yml extension is created to work.
When the file is created, the camera becomes ready to
recognize the authentic face. The training procedure is
done by following the LBPH algorithm.
The LBPH Face Recognizer is a mostly used
face detection algorithm [11]. It works with the Numpy
array, which is an n- dimensional Array created from the
grayscale image of the input image. Now the algorithm
is going to be discussed.
The n-dimensional array mainly contains the
density of white in every pixel from the range of 0 to 255.
As shown in the following Fig. 2 value of every pixel be
compared with neighboring pixels in radius ‘r’. Here for
the pixel threshold, 90 is compared with the neighboring
pixel in radius, r = 1. Lower and equal values than the
threshold values are changed into ‘0’ otherwise
changed into ‘1’. The binary digits from neighboring
pixels can make an 8-bit binary value. Here the 8-bit
value is 10001101, which is 141 in decimal. So, the new
threshold value is set 141. Thus, the process continues
for every pixel.
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The final histogram signifies the key image
topographies of the image. The LBPH algorithm works
the same for each face, and everything keeps saved in a
.yml file
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d) Recognizing Face to Unlock the Lock
This step is the most significant because the
algorithm is now trained. Each histogram formed mainly
signifies each image in the registered users’ dataset.
Henceforward, the system takes input images from the
camera. For the input image of a new person, the same
steps are taken to create a histogram that signifies the
input image. Now the final histogram (hist2) is
compared with the trained images’ histogram (hist1). A
difference, D is calculated for all images of n number in
the dataset according to the following Eq. (1) [12].
𝑛

𝐷 = ∑ min(ℎ𝑖𝑠𝑡1𝑖 − ℎ𝑖𝑠𝑡2𝑖 )2

(1)

𝑖=1

The minimum value of D defines the matching
with the input image and the specific image. If any
matching happens, the person recognizes as an
authentic person. If the person is authentic, the lock
unlocks. Otherwise, it remains the same without being
opened.

e) Unlocking the Lock
Whenever the lock recognizes any face from the
database, the lock outputs a “1” that provides current to
a servo motor. The servo motor rotates a disk, and the
disc helps to unlock the lock. The mechanism of
working is shown in Fig. 5. Where the servo motor can
turn the wheel, and the wheel works to lock and unlock
the device.

Fig. 5: Unlocking mechanism of the lock
IV.

Expected result and Discussion

The proposed idea can register new faces and
then identify those to open the lock. the dataset is
created with registered users' frontal faces to train the
machine. The system takes 20 faces of each user. The
faces are saved with the user name and unique ID. Fig.
6 shows the dataset creates for an individual user.

Fig. 6: Dataset created for an individual user with a unique ID
Every image turns into an n-dimensional Array.
Using radius: 1, neighbors: 8, grid_x: 8, grid_y: 8 of

LBPH algorithm, the n-dimensional array of the trained
images looks like Fig. 7.

Fig. 7: The n-dimensional array of every image after training
After training the proposed system waits for the
registered faces and if found it opens within a moment
otherwise remains closed. The effectiveness or accuracy
of the system is calculated using Eq. (2) [13].
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑢𝑟𝑟𝑒𝑐𝑡 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠
𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠

(2)

The accuracy is measured by counting the
number of correct predictions and the total number of
© 2020 Global Journals

predictions. For this proposed idea the accuracy is
calculated 76%. A quality camera and enough light give
a more accurate performance. The process is so fast
that it takes about no time to be unlocked if any
registered face is found.
V.

Conclusion

The proposed idea of using image recognition
in a lock can make lives smarter. The system uses the
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representation,” Proc. IEEE Int. Conf. Comput. Vis.,
vol. I, pp. 786–791, 2005.
13. The Complete method of calculating accuracy is
described in <<https://developers.google.com/
machine-learning/crash-course/classification/accur
acy>> accessed on 29-05-2020 at 6:20 p.m.

Year

OpenCV computer vision library to recognize the
authentic registered user by image processing. Working
with every pixel of an image makes the system more
accurate. According to the registered users' dataset it
can recognize faces accurately. In low light, it may take
a few more seconds to recognize. But enough light
gives a perfect service.
The experimental result shows that the system
can detect and recognize one or more than one face
from a real-time video. At least one authentic face is
enough to open the lock. The system can be widely
used in any security purposes like a door, car, hutch,
etc.
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