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7 Abstract

s This paper proposes a new digital image coding scheme that uses a three moduli set with a

o common factor. The proposed scheme is specific to a particular three moduli set 2n+2,

10 2n+1,2n. The design of the scheme is based on the residue to binary converter which achieves
1 in terms of area and critical path delay as compared to the state of the art. This scheme offers
12 high-speed processing because in the reverse converter the computation of the multiplicative
13 inverse is eliminated, and it achieves low-power VLSI implementation for image processing

12 such as digital image transform and digital image filtering.

15

16 Index terms— RNS, VLSI, image coding, CRT, multiplicative inverse, binary number system, converters,
17 moduli set, critical path delay.

s 1 Introduction

19 ata encryption is important to the security and integrity of information to be transmitted through a network.
20 The need for a secured communication is more profound than ever, recognizing the fact that the conduct of
21 almost all our business and personal matters are carried out today by computer networks [1]. Hence, in an
22 environment where data encryption applications are fast-evolving, an algorithm that offers efficient and low-
23 complexity encryption can provide security for information against intrusion and sophisticated threats that
24 abound now. Moreover, the information that has to be transmitted must be encrypted to reduce the size of the
25 data and increase processing speed.

26 As part of the information transmission, images are extensively used in such fields as desktop publishing,
27 medical imaging, military target analysis, manufactured automation control, machine vision, geophysical imaging,
28 graphic arts and multimedia [1]. The application of these image features is so dependent on the type of hardware
20 required for high performance that very large scale integration (VLSI) technology becomes vital for digital image
30 processing [2].

31 One method of designing high-speed and low power VLSI digital systems is by using the residue number
32 system (RNS) [2]. The RNS has such inherent features as parallelism modularity, fault tolerance and carry-free
33 propagation. These features make RNS widely used in Digital Signal Processing (DSP) application such as digital
34 filtering, convolution, Fast Fourier Transform (FFT) and image processing [3], [4], [5]. Thus, RNS is the best tool
35 to employ for a secured, fast and successful image data or image pixels or image elements encryption method.
36 A two-dimensional image function can be viewed as f(x,y), where x and y are spatial (plane) coordinates and
37 fis the amplitude at any pair coordinate (x,y), called the intensity or gray level of an image at that point. When
38 x,y and the amplitude values are all finite or discrete quantities, the object so formed is a digital image [6], [7].
39 In this paper, we present an image coding scheme which is based on the residue to binary converter for the
40 three moduli set {2n42,2n+1,2n} presented in [3]. The image coding scheme achieves speed and area in terms
41 of security.

42 To clarify this framework, this study gives some background to the image processing scheme, which leads to
43 the proposed coding techniques. The study concludes from an analysis of the encoding and decoding process.



44

45

46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

74

75
76

7

78
79
80
81
82
83
84
85

86

87
88
89
90
91
92
93
94

95

96
97
98
99
100

7 ENCODER AND DECODER

2 1II.
3 Backround

Images are coded and processed to produce results that are more secured and protected than the original images
for specific applications. Hence the best approach for achieving a secured, high-speed and lowpower VLSI
implementation for digital image coding and processing is by the use of the residue number system (RNS) [1],
[2]. A residue number system is defined in terms of a relatively prime moduli set niim ,... 1 } { = such thatL
KW?=as),..,,(32lnwwwwW=,whereimiiilkw? =

, for i=1,n. The complexity of the calculation of this operation ? is determined by the number of bits required
to represent the residue and not by the one required to represent the input operands [3], 7], [8].

This RNS system achieves high speed computation because of its parallel computing nature. In order to
convert numbers from binary to residue numbers, a residue-to-binary converter is required at the front end.
Then, to convert back from residue to binary a residue-to-binary converter is required at the back end. The
residue-to-binary converter usually consists of a lot of moduli operations; the computation of which is tedious.
The reverse converter (residue-to-binary) is a crucial part of the RNS system. To perform the conversion of
residue-to-binary, that is convert the residue number [10]. The traditional CRT is shown in equation ( 1):) ... ,
, (321 nxxxx into the binary number X, the traditional CRT is used [1][2][9],

(

Where? ==niimM1,,iimMM =and 1? iM is the multiplicative inverse of i M with respect to i m
. The moduliset, niim,.. 1} {=

, must be pairwise and relatively prime for the equation (1) to be used. In this case, the moduli set {2n+2,
2n+1,2n} has a common factor. This simply implies that for equation (1) to be used in the conversion back to
binary the moduli set must be mapped to a set of relatively prime moduli. Hence the decimal conversion of ) ,...
,,(321lnxxxx

for the moduli set which are not pairwise relatively prime can be computed as follows [3], [6]:

(2)1LMniiixX?==7? Where L M is the Lowest Common Multiple (LCM) of niim,.. 1} {=

, the set of moduli sharing a common factor, X is the decimal equivalent of (3)niix,..1}{=,il1LiL
MniiiiMxX?2=?2=n?77?

Therefore, a software-based RNS image coding scheme has been proposed as a good tool in image data coding
??1][2]. This paper codes the entire image data and so makes it more detailed and achieves a high-speed and
low-power VLSI implementation.

4 1II. Proposed image encription scheme

RNS can serve three goals, namely, to increase the speed of transmission, reduce the area of image data, and
increase the security level of transmission through computer networks.

5 a) New Method for Image Data Coding

The image data coding system consists of an encoder and a decoder. The moduli set {2n+2, 2n+1,2n}, which has
a common factor is used for the image coding scheme. The encoder is built by a R/B converter, which requires
an RNS image processor of small wordlength. The decoder is used to recover the encrypted bitstream according
to the moduli set and the proposed conversion technique in [3]. The modified RNS-to-Binary conversion method
does not require the computation of a multiplicative inverse and also reduces the problem of the large modulo
M as compared to the conversion using the traditional CRT. Considering the reduction in the large mod-M to
mod-n and the elimination of the computation of the multiplicative inverse the proposed image coding scheme
achieves reduced area, increased speed and decrease in internal delay of the conversion from RNS to binary.

6 b) Security of the Proposed Coding Scheme

Compared to the binary image coding, the proposed RNS image coding scheme has an encoder and a decoder,
which is designed based on the operation of a three moduli set with a common factor. The end results of the RNS
image encoder in this new scheme are in small-wordlength and are arranged into a certain encrypted order. An
intruder who breaks into the network does not know the moduli set and the order of the encrypted bitstream that
are computed in parallel. Only the designed decoder with the correct R/B converter and moduli set can recognize
and decode the encrypted bitstream back to the processed and transformed digital image data according to the
way they are arranged. The conversion was done using n=3, since the dynamic range of the grayscale image is
255, using the moduli set {2n +2, 2n + 1, 2n}, the moduli set will form {8, 7, 6}.

7 Encoder and decoder

The designed system is divided into two parts. The first part deals with the encoding that is mainly carried out
by the encoder (B/R converter). The second part involves the decoding, which is implemented by the decoder
(R/B converter). a) Encoder 1. Read the original digital image signal as binary or decimal value. 2. The digital
image data or elements are encrypted into bitstream in a certain order according to the moduli set.

3. The encrypted bitstream is processed by the RNS image processor and the output is sent.
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b) Decoder 1. The processed encrypted bitstream (digital image data encoded with RNS) is received and
recognized. 2. The decoder with the correct moduli set is used to decode the encrypted bitstream back to binary
or decimal so that it is easily read by the computer.

8 Conclusion

Data encryption is the process of transforming information (referred to as plaintext) using an algorithm (called
a cipher) to make it unreadable to anyone except those possessing special knowledge, usually referred to as a
key. The result of the process is encrypted information (in cryptography, referred to as cipher text). The reverse
process, i.e. to make the encrypted information readable again is referred to as decryption, (i.e. to make it
unencrypted).

In this paper, we built an encryption and decryption scheme based on a three moduli set. We demonstrated the
security strengths of the encryption scheme. The proposed scheme outperforms most of the encryption schemes
in terms of area and delay due to the fact that our scheme operates on smaller magnitude operands as it requires
less complex adders and multipliers, which potentially offers high-speed processing.
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