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Robust Image Watermarking in contourlet
Domain Using Genetic Algorithm

A.Arulmurugan®, N.Arul® P.Santhosh kumar?

Abstract- In this paper objective is to develop a robust image
watermarking method in contourlet domain using GA(Genetic
Algorithm) to improve the quality and robustness of the
watermarked image, by reducing the (BER)Bit Error Rate to
with stand against common image processing attacks.
Selecting more Co-efficient in more directions is achieved by
means of combining Laplacian Pyramid with Directional filter

bank structure which captures directional information
efficiently.

Keywords. Image Watermarking, Genetic
Algorithm(GA),Bit ~ Error  Rate(BER), Extraction
Algorithm, Embedded Algorithm; Watermarking

Technique, phrase peak signal-to-noise ratio(PSNR),
[. INTRODUCTION

igital Watermarking is the process of possibly
irreversibly embedding information into a digital

signal. The signal may be audio, video, or
pictures for example. If the signal is copied then the
information is also carried in the copy.

In visible watermarking, the information is
visible in the picture or video. Typically, the information
is text or a logo which identifies the owner of the media.
The image on the right has a visible watermark. When a
television broadcaster adds its logo to the corner of
transmitted video, this is also a visible watermark.

In invisible watermarking, information is added
as digital data to audio, picture or video, but it cannot
be perceived as such (although it may be possible to
detect that some amount of information is hidden). The
watermark may be intended for widespread use and is
thus made easy to retrieve or it may be a form of
Steganography, where a party communicates a secret
message embedded in the digital signal. In either case,
as in visible watermarking, the objective is to attach
ownership or other descriptive information to the signal
in a way that is difficult to remove. It is also possible to
use hidden embedded information as a means of covert
communication between individuals.

One application of watermarking is in copyright
protection systems, which are intended to prevent or
deter unauthorized copying of digital media. In this use
a copy device retrieves the watermark from the signal
before making a copy; the device makes a decision to
copy or not depending on the contents of the
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watermark. Another application is in source tracing. A
watermark is embedded into a digital signal at each
point of distribution. If a copy of the work is found later,
then the watermark can be retrieved from the copy and
the source of the distribution is known. This technique
has been reportedly used to detect the source of
illegally copied movies.

While some file formats for digital media can
contain additional information called metadata, digital
watermarking is distinct in that the data is carried in the
signal itself.

The use of the word of watermarking is derived
from the much older notion of placing a visible
watermark on paper.
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Figure 1. Watermarking Technigue
I1. PROPOSED WORK

a) Contourlet Domain

Main aim of the proposed work is to select
more co-efficient in more directions in order to increase
the quality and robustness when compared with the
existing work.

b) Aadvaniages Of Contourlet Dormain

. Contourlet possesses the important properties
of directionality and anisotropy which wavelets
do not possess and so it outperforms wavelets
in many image processing applications.

e Contourlet provides a much richer set of
directions and shapes than wavelets and thus
is more efficient in capturing smooth contours.

o Contourlet is a multidirectional and multi-scale
transform and is obtained by combining both
Laplacian Pyramid (LP) and Directional Filter
Bank (DFB). After Laplacian Pyramid, each
band pass image is passed through a series of
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directional filter banks. The required number of
directions can be specified by the user.

. Contourlet gives more edges, it is more
suitable for data hiding applications and more

data can be hidden in the high frequency
regions without perceptually distorting the

original image.

C) Image Processing with Matlab

Image processing is a very important and
widely used process in which images are processed to
retrieve information that is not visible to the naked eye,
as well as it is used in a large number of other
applications where the standard picture is not enough.

The first step is to download all the ‘jpg’ and ‘tif’
files that are to be used in this lab. Locate them as a link
on the webpage.

The second step is to set the directory of
MatLab to the directory which contains your\ image files.
Be sure that you create this directory on your U-drive.
We can do this by first typing cd on the MatLab prompt.
Usually the default setting is:
c:\MatlabR12\work

If this is so, change the directory by simply
typing cd.. which changes the directory to c:\Matlab. We
can repeat the step to go to C:\ drive and then type cd
d:\. This will change the MatlLab directory to our‘d’ drive.
In order to read the image use the following command
in MatLab imread(‘filename’); This command will save
the image in the Image detail module

Format | Variants |

BNP | 1-bit 4-bit, 8-it, 16-bit, 24-bit, and 32-bit uncompressed images; 4-bit and 8-t run-
length encoded (RLE) images

CUR  |1-hit, 4-bit, and B-bit uncompressed images |

HDF | 8-hit raster image datasets, with or withou! an associated colormap; 24-Dit rasler image
datasets

(GO | 1-hit 4-if, and 8-bit uincompressed images |

PEG
Pl
Ipcx 1-bit, &-bit and 24-hit images

PGM | Any standard PGMimags; ASCI (plain) encoded wih arbilrary color depth: raw (binary)
encoded with Up to 16 bits per qray vale

PNG | Any PNG image, including 1-bit, 2-bit 4-tit, 8-0i, and 15-bit grayscale images, 8-l and
16-tit indexed images, 24-bit and 48-bit RGB mages

Any baseline JPEG mage; JPEG images with some commonly USad axtensions

Any *1-bif PB image; raw (binary) or ASCII plein) encoded

PN Any PPN image; ASCI (plain) encodad with arbifrary color cioihy raw (binary) encoded

Vilh up o 18 bits per color component

R4S Any RAS image, inclucing 1-it bimap, 8-bit indexed 24-bit tuecclor and 32-bi
truacolor with alpha

(1 Any baselne TIFF image, including 1-bit 8-0it and 24-hit uncompressed mages; 1-bi,
£-bif, and 24-0it images with packbits compression; {-bitimagas with CCITT

compression; also 16-bit grayscala, 16-bitindexad, and 48-bit RGB magas
YWD | 1-bif and £-bit ZPxmaps; XYBitmaps, 1-0it XYPxmaps

Figure 2: Different Image Formats

©2011 Global Journals Inc. (US)

Since bitmap images are fairly large, they take a
long time to convert into matrices. Hence we stick to
jpeg and tiff image formats in this lab.

[1I.  EMBEDDING PHASE

Original
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Figure 3: Embedding watermarks
d) /mplementation Of Genetic Algorithm
/ Initialization

The Chromosomes are initialized by using the
population size, no. of Objective functions, no. of
decision variables, minimum and maximum range of
decision variables.

Function f = initialize variables (N, M, V, min_tange,
max_range)

Where,

N - Population size M - Number of objective functions V
- Number of decision variables. min_range - A vector of
decimal values which indicate the minimum value for
each decision variable.

max_range - Vector of maximum possible values for
decision variables.

. Evaluation function
The Evaluation function evaluates one
chromosome at a time and returns the value for the
objective function. The decision variables are used to

form the objective function.

Function f = evaluate objective(x, M, V)

Function to evaluate the objective functions for
the given input vector x. x is an array of decision
variables and f(1), f(2), etc are the objective functions.
The algorithm always minimizes the objective function
hence if you would like to maximize the function then
multiply the function by negative one.

Where,

M is the number of objective functions.

V is the number of decision variables.
Exp (-4*x (1))*(sin(6*pi*x(1))) ~ 6
1 - exp(-4*x(1))*(sin(6*pi*x(1))) ~ 6.
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©. Genetic Operator

This function is used to produce offsprings from
parent chromosomes by the set of selected
chromosomes.
Function f = genetic operator (parent chromosome, M,
V, mu, mum, |_limit, u_limit)
Where,
M - Number of objective functions.
V - Number of decision varaiables.
Mu - distribution index for crossover.
Mum - distribution index for mutation.
| limit - a vector of lower limit for the

Corresponding decision variables.
u_limit - a vector of upper limit for the corresponding
decision variables.

iii. Selection

The individuals are selected by using their rank
that is obtained through their fitness value and it is
continued till the cross-over area gets filled. Before that
checking of every individuals contains the same number
of elements is performed.

Function tournament_selection (chromosome,
pool_size, tour_size)

Tournament selection process

In a tournament selection process n individuals
are selected at random, where n is equal to tour_size.
From these individuals only one is selected and is
added to the mating pool, where size of the mating pool
is pool_size. Selection is performed based on two
criteria. First and foremost is the rank or the front in
which the solutions reside. Individuals with lower rank
are selected. Secondly if the rank of two individuals is
the same then, the crowding distance is compared.
Individuals  with  greater crowding distance are
selcted. The size of chromosome is taken. The number
of chromosome is not important while the number of
elements in chromosome is important.

iv. Cross over and Mutation

Cross over operation is performed by using the
probability with 90%. Two individuals are selected and it
is checked that the selected two individuals for cross
over operation not the same. The information of the two
selected parent chromosomes is collected and the
cross over operation is performed for each decision
variable in the parent chromosome.

Function f= replace_chromosome
(intermediate_chromosome,pro,pop)

This function replaces the chromosomes based
on rank and crowding distance. Initially until the
population size is reached each front is added one by
one until addition of a complete front which results in
exceeding the population size. At this point the
chromosomes in that front are added subsequently to
the population based on crowding distance.

e G, = Child.
e py = Selected parent.
* B - Random number.

clk= ZL [(1-B)p1,k+(1+B )p2.K]
p® =L+ )B"if0=B =1

Operations of Cross over
Selected Individuals

C3 1 1 0 0 12

C4 1 0 1 0 10

Table 2: Selected Individuals subjected under Cross
over Operation

After Cross over

S. G4 G3 G2 G1 Fitness | Rank
BN
C34 1 1 1 0 14
C1 0 1 4 1

0 0
Cc2 1 0 0 0 8 2
C3 1 1 0 0 12 4
C4 1 0 1 0 10 3

Table 1. Rank Calculation

Table 3: After Cross over

Mutation is performed with a probability of 10%
and it is based on polynomial mutation. Mutation is
performed on the selected element of the chromosome
and the selected element is inverted or reversed to
obtain a new child as a resulting chromosome.

Cv=PieT (PP 8k
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Where,

\ M34 1 1 1 1 15

Ck is the child.

Pk is the parent.

PY ' the upper
component.
Pl is the
component.
8, is small variation which is calculated from a
polynomial distribution.

bound on the parent

lower bound on the parent

5= 12(1-r | -1 itk <05

;
=2 )t -] if rk >0.5

Where,
rk is an uniformly sampled random
between (0,1).
is mutation distribution index.
m

After Mutation

number

Table 4. After Mutation
V. Embedding Algorithm

Host image

v

Pixel Intensities

v

Compute Contourlet
Transform Coefficients

v
Apply Genetic

v

Embedding watermarks

v

Compute Inverse Contourlet
transform

'

Watermarked Image

Figure 4. Embedding process
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In Embedding phase, an image that is
transformed into binary format is inserted in the original
image as the watermark.

The Embedding Algorithm is as following:

1. The original image is decomposed into its sub
bands using contourlet transform.

In  Contourlet, the number of directional
subbands at each level is set to 2n where n is a positive
integer number. Forexample, if we choose to
decompose an image into four levels using n= (1, 2, 3,
4) then we get 2, 4, 8, and 16 subbands

[W]¢—— Low pass band
-t Lewvel 1

A

Level 2

A

Level 3

€ Leveld

Figure 5: Contourlet decomposition

y = dfbdec(x, fnrame, n).
Where,
X: input image.
Fname: filter name.
n: number of decomposition tree
levels.

Filters
[hO, h1] = dfilters (fname, type).
Where,
hO, h1: filter pair (low pass and high pass).
Fname:Filter name.
Type!d" or v for
reconstruction filters.

2. Animage is taken and it is converted into binary
format using decimal to binary format and it
must be embedded with sub band Coefficients.

+ Qutput Binary image=dec2bin(Input image ,
No. of frames);
For eg:
X=dec2bin(s,8);

decomposition  or
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The Sub band Co- efficients is selected by using
a threshold value.
Genetic algorithm is applied to the Co efficient to

increase  the robustness and  quality
simultaneously.
Then the watermarks are embedded in the

selected Co-efficients.

In order to embed a zero bit in a Contourlet sub
band, the standard deviation of its coefficients
magnitude is set to zero. A one bit, is inserted
with an increase in this standard deviation.

The following rules are used for embedding:

a. If watermark bit is zero,

legl + ezl + lesld

3
= sign(c;) x €

c =

i=123

b.To insert one bit, the sub band coefficients
will be changed as equation

6.

Watermark ed
hMultimedia

Signal

Key

ci = c; + signl(c;) x A; i =1,2,3
Where,
signis the sign function.
A/is a positive constant.
Then perform inverse contour let transform to
obtain the watermarked image.
x = dfbrec(y, fname).
Where,
y: sub band images.
fname: filter name
X: reconstructed image

VII.  EXTRACTION PHASE

Watermark
Extraction

Exfractad
Watermark
1010101....

Figure 6. Extractions of Watermarks

a)

Extraction Algorithm

Watermarked Image

v

Pixel intensities

v

ComputeContourletTransform
coefficients

v

Compare Directional sub band

Steps
1.

BER
Where,

v

Watermark extraction

v

Compute Contourlet
Transform coefficients

v

Watermark extraction from
low pass image

Figure 7. Extraction Process

The watermarked image is decomposed to sub
bands LL3, HL3, LH3 and HH3 using three-level
Contour let transform.

The significant Co efficients are extracted using
the positions which are used in the step 3 of
embedding algorithm.

For each Contour let sub band, the standard
deviation of its coefficients is calculated and
then is compared to a given constant threshold.
The watermark bit is considered 1 (0) if the
standard deviation is higher (less) than the
threshold.

The extracted watermarks sequence is
compared with the embedded watermarks
sequence. The similarity of two sequences, is
calculated as,

T, Imsg(i) — msg(o)|

- m

m is the number of watermark bits.
BER represent bit error rate.

Embedded watermark is extracted

completely, if BER is equal to zero.
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IV. EXPERIMENTAL RESULTS

a) /Input image
DEde | RS 0V9RAL- 208 a1

Figure 8. Input Image

b) Image to be Merged
n Image Tool 2 - (MATLAB Expression)
File Tools Window Help E

D%007 I QQTGum -

Pixel info: (78, 103) 122 Display range: [0 255]

Figure 9. Image to be merged

c) /Image values

o
4\ Import Wizard

Selectvariables to impart using checkboxes

(@ Create variables matching preview.
Create vectors from each column using column names.
Create vectars from each row using row names,

Wariables in D:\April review\Watermarking\Watermarking\EIGHT.BMP

d) /mage

values

-
A\ Import Wizard

Select variables to impaort using checkboxes

(@) Create variables matching preview,

Create vectors from each column using column names.

Create vectors from each row using row names.

Variables in DAApril revi

Import Name =

HH cdata

55 colormap BER

<

king\Watermarking\EIGHT.BMP
Size Bytes s || 1 ; 2 ; 3 ]
2564256 65536 uintd | e E] e
§144 doubly 73 1.0078 1.0078 1.0078

4 1.0118 0.0118] 0.0118

5 1.0157 10157 0.0157

o 1.0136 10156 0.0196

7 1.0235 10235 0.0235

3 1.0275 10275 0.0275

9 1.0314 10314 0.0314

10 1.0353 10353 0.0353

11 1.0392 10382 0.0382

- 0 1.0431 10431 0,031

0

L3
Next > | [ Finish | [T Generate M-code

Cancel

Figure 11: Double values of the image

e)

DEdS| k%

Watermarked

File Edit View Insert Tools D

op Window Help
LO9LEL- S

0B =@

file Ede View Insert T

b = ™

) Different Pixels
o 3 Dot pct

Figure 12 Watermarked image

esktop Window Help

LEDBEA- A

08E =3

Import Name +  Size Bytes Class 1 ! 3 L
B 1 225 5 5 2.
DR 25605 63536  uintd || 5 255 75 =
H colormap 256%3 6144 doubll [ o 6 s 2
4 26 216 125 %
5 25 26 25 %
§ 25 75 24 z
7 2§ 5 15 %
8 26 26 25 %
] 26 216 22 2
1 2§ 26 12, %
1 26 26 125 fE_
- . § - — R

Next > [C] Generate M-code

Figure 10: Unsigned integer values of the image

©2011 Global Journals Inc. (US)

Figure 13. Different pixels of the image
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g) Binary Image 0’

-
Image Tool 1 - (MATLAB Expression) =

File Tools Window Help ]

D@ ® P || & S 9 100 -

Pixel info: (133, 153) 0

Figure 14: Binary values ‘0’ of the image
h)  Binary image “1”

Image Tool 1- (MATLAB =l
File Tools Window Help

OO0 ? BRI % wn .

Pixel infa: (143, 1817 1

Figure 15: Binary values ‘1’ of the image

Figure 16: Detection of watermarks

V. PERFORMANCE EVALUATION

a) PSNR

The phrase peak signal-to-noise ratio, often
abbreviated PSNR, is an engineering term for the ratio
between the maximum possible power of a signal and
the power of corrupting noise that affects the fidelity of
its representation. Because many signals have a very
wide dynamic range, PSNR is usually expressed in
terms of the logarithmic decibel scale.

The PSNR is most commonly used as a
measure of quality of reconstruction of lossy
compression codecs (e.g., for image
compression). The signal in this case is the
original data, and the noise is the error
introduced by compression. When comparing
compression codecs it is used as an
approximation to human perception of
reconstruction quality, therefore in some cases
one reconstruction may appear to be closer to
the original than another, even though it has a
lower PSNR (a higher PSNR would normally
indicate that the reconstruction is of higher
quality). One has to be extremely careful with
the range of validity of this metric; it is only
conclusively valid when it is used to compare
results from the same codec (or codec type)

and same content.

It is most easily defined via the mean squared
error (MSE) which for two mxn monochrome images |
and K where one of the images is considered a noisy
approximation of the other is defined as:

1 m—1 n—1
MSE:—ZZI iq) — K(i, )
> > (i) ~ K(i.j)
i=0 j=0
The PSNR is defined as:
MAX?2
PSNR = 10 - log g (WEI
MAX ,;
= 20 -1 bt
810 (\EMSE
Where,

m is the number of watermark bits and BER represent
bit error rate.

Embedded watermark is extracted completely, if BER is
equal to zero.
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° Data Points
Detection Ti
Summary Curve

20 [~
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Figure 17: Calculating PSNR with Pixel ratio

PSNR of (45.74db),
Wavelet (38.24db)

Watermarked image

Input image vs
Watermarked image

600
P 400 o
= |Nput image
S 200 % P g
N 0
R DT T e \Watermarke
1 2 3 4 5 6 7 8 d“ﬂage

Pixel ratio

Figure 18: Input image Vs Watermarked image

b) Bit Error Rate

In digital transmission, the bit error rate or bit
error ratio (BER) is the number of received bits that have
been altered due to noise, interference and distortion. It
is find out by the difference in the no. of bits that are
embedded in the original image and the watermarks
that are extracted from the watermarked image.

Sl. | Attacks BER BER

No. (Contourlet) | (Wavelet)

1, Blurring 10/72 14/72

2. Median 13/72 17/72
filtering

3. Histogram 2/72 4/72
Equalization

4. Sharpening 11/72 16/72

lable 5: Comparison of BER

©2011 Global Journals Inc. (US)

VI.  CONCLUSION AND FUTURE
ENHANCEMENT

Robustness and fidelity are two major
requirements in image watermarking that have opposite
effect on watermarked images. There are a few
methods that provide high robustness against other
common image processing attacks, simultaneously.

The aim of this work is to improve the
robustness against common image processing attacks.
In this regard, the watermarking technique is improved
by selecting the larger coefficients of third level
Contourlet transform to ensure higher robustness and
determine the variation of coefficients constants using
Multi-Objective Genetic Algorithm. MOGA provides a
good balance between the robustness and the fidelity
requirements, but it increases the running time in
embedding phase.

To show the superiority of this method,
experimental results obtained by watermarking is
compared with standard image using this method. As
shown in experimental results section this method
shows improvement in robustness against common
image processing attacks  (blurring,  histogram
equalization, sharpening, noise addition and median
filter).

This algorithm can be implemented in
latest transform domains such as Curvelet and D-Tree
Complex Wavelet to use their potential capabilities. In
curvelet selecting more coefficients in  multiple
directions is possible and in D-Tree complex wavelet
using the coefficients in both phase and magnitude is
possible. In addition, introducing new approaches for
specifying the significant triplets can result to select
more reliable coefficients (in term of robustness) for
watermarking.
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