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6

Abstract7

An ad hoc wireless network is a set of wireless mobile nodes that self-configure to build a8

network without the requirement for any reputable infrastructure or backbone. Mobile nodes9

are utilized by the Ad hoc networks to facilitate effective communication beyond the wireless10

transmission range. As ad hoc networks do not impose any fixed infrastructure, it becomes11

very tough to handle network services with the available routing approaches, and this creates12

a number of problems in ensuring the security of the communication. Majority of the existing13

ad hoc protocols that deal with security issues depends on implicit trust relationships to route14

packets among participating nodes. The general security objectives like authentication,15

confidentiality, integrity,availability and nonrepudiation should not be compromised in any16

circumstances. Thus, security in ad hoc networks becomes an active area of research in the17

field of networking. There are various techniques available in the literature for providing18

security to the ad hoc networks. This paper focuses on analyzing the various routing protocols19

available in the literature for ad hoc network environment and its applications in security20

mechanisms.21
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1 INTRODUCTION24

N ad hoc network [1] is an infrastructureless network in which the nodes themselves are accountable for routing25
the packets. In the conventional Internet, routers within the central parts of the network are owned by a few well26
known operators and are therefore assumed to be somewhat trustworthy. This statement cannot hold good in an27
ad hoc network as all nodes coming into the network are expected to involve in routing. As the links in general28
are wireless, the security that was obtained because of the difficulty of tapping into a network is lost. Moreover,29
as the topology in such a network can be extremely dynamic, conventional routing protocols can no be effective.30

The routing protocol [2,3] provides an upper limit to security in any packet network. If routing can be31
misdirected, the whole network will be affected greatly. The issue is inflated by the fact that routing generally32
depends on the trustworthiness of all the nodes that are participating in the routing process. It is very tough to33
differentiate compromised nodes from nodes that are suffering from bad links.34

Because of self organize and rapidly deploy capability, ad hoc can be used in various applications like battlefield35
communications, emergency relief scenarios, law enforcement, public meeting, virtual class room and other36
applications. Though security [4] [5] has long been a vital and active area of research in wired networks, the unique37
features of Mobile Ad hoc Networks (MANETs) offer a new collection of nontrivial difficulties to security design.38
These difficulties comprise open network architecture, shared wireless medium, stringent resource constraints,39
and highly dynamic network topology. It is very tough to maintain security of MANETs in group communication40
as of multiple senders and multiple receivers.41

Previous security research ??6] [7] in routing protocol mainly focuses on the use of encryption technology to42
implement message authentication. These routing protocols rely entirely on a central authority. Moreover, the43
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performance of on demand routing protocols is very less which leads to various attacks. Thus, none of these44
existing protocols specifies any effective security measures which leads to malicious routing operations.45

The main objective of this paper is to discuss ad hoc routing security with respect to the area of security.46
Various routing protocols available in the literature are analyzed to provide better security to the routing in ad47
hoc networks.48

2 II. LITERATURE SURVEY49

There is no centralized administration or fixed network infrastructure for the ad hoc network and thus nodes50
execute routing discovery and routing maintenance in a self-organized way. But, this flexible network topology51
suffer from various security problems and the existing routing protocols such as AODV has no effective measures52
to avoid themselves from being attacked. There are various secure routing protocol techniques available in the53
literature to defend the ad hoc networks. However, majority of these secure routing protocols require certain54
centralized units or some trusted third parties to provide digital certificates or monitor network traffics, which55
demolish the selforganization nature of ad hoc networks. In this paper, Zhiyuan et al., [8] propose a secure56
routing protocol based on the trust mechanism. Each node in this ad hoc network has its views about some57
other node’s Then the node will determine whether to exchange routing data with another node based on its58
view about that node’s reliability.59

The growth and development of telecommunication has increased the need for mobility, wireless or mobile60
networks and this has given more attention to the wired networks. The upcoming networks has entirely different61
infrastructure and has various protocols and devices. The main aim of this approach is to assess the two secure62
routing protocols Ariadne and SAODV in the performance characteristics rather than security features under63
random way point and Manhattan grid mobility models. Naeem et al., [9] used and implement the extension of64
AODV that is Secure Adhoc On-demand Distance Vector routing protocol (SAODV) and the extension of DSR65
that is Ariadne in the network simulator 2 (NS-2). In this paper, these protocols are compared with the quality66
of service parameters like delay, jitter, routing overhead, route acquisition time, throughput, hop count, packet67
delivery ratio using Manhattan grid and random waypoint mobility models. This paper mainly focuses on finding68
out the payload a node has to pay to assure the good quality of service.69

Communications in MANETs are becoming more malicious in traffic analysis because of the broadcast nature70
of wireless transmissions. Even though, there are various secure routing protocols, traffic analysis attacks are71
still not well addressed with those existing techniques. Certainly, these protocols concentrate on security of route72
maintaining and protecting against modification of routing data, which cannot prevent traffic analysis attack.73
Anonymity is one of the most vital techniques to resistant against the malicious traffic analysis. In this paper,74
Sheklabadi et al., [10] described an anonymous version of ARAN, which is one of the significant secure routing75
protocols, to offer anonymity and maintain security of nodes in MANETs. The proposed protocol is based on the76
integration of the anonymous communication along with security specifications of ARAN. The main contribution77
of this protocol is combining several anonymous functionalities such as identity privacy, location privacy and route78
anonymity together with security features of ARAN In order to secure the MANET in adversarial environments,79
it is necessary to possibly detect and defend possible attacks on routing protocols, especially internal attacks,80
such as a Byzantine attack. Ming Yu et al., [11] proposed a novel technique that identifies internal attacks by81
using both message and route redundancy during route discovery. The route-discovery messages are secured by82
pairwise secret keys between a source and destination and some intermediate nodes along a route established by83
using public key cryptographic mechanisms. An optimal routing technique is also proposed with routing metric84
integrating both requirements on a node’s reliability and performance. A node constructs the reliability on its85
neighboring node’s depending on its observations on the behaviors of the neighbor nodes. These two techniques86
can be combine into existing routing protocols like Ad hoc On-demand Distance vector routing (AODV) and87
Dynamic Source Routing (DSR). The author presented an integrated protocol called Secure Routing against88
Collusion (SRAC), in which a node makes a routing decision depending on its trust of its neighboring nodes and89
the performance provided by them. The simulation results have shown the advantages of the proposed attack90
detection and routing algorithm over the existing technique.91

MANETs has several kinds of security issues, caused by their nature of collaborative and open systems and92
by limited availability of resources. In this paper, Cerri et al., [12] consider a Wi-Fi connectivity data link layer93
as a fundamental technique and concentrates on routing security. The author discusses the implementation of94
the secure AODV protocol extension, which comprises of alteration policies aimed at enhancing its performance.95
The author proposed an adaptive technique that adjusts SAODV behavior. Furthermore, the author examined96
the adaptive technique and another approach that delays the verification of digital signatures. This paper sums97
up the experimental results collected in the prototype design, implementation, and tuning.98

MANETs are a set of wireless mobile devices with limited broadcast range and resources, and no fixed99
infrastructure. Communication is attained by communicating data along suitable routes that are vigorously100
identified and maintained through collaboration between the nodes. Determining such routes is a major job,101
both from efficiency and security points of view. Recently, a security model tailored to the particular needs of102
MANETs was introduced by Acs, Buttyan, and Vajda. The novel feature of this security system is that it assures103
security under concurrent executions. A novel route discovery technique called endairA was also proposed, along104
with a claimed security proof within the same system. In this paper, Burmester et al., [13] described that the105
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security proof for the route discovery algorithm endairA is faulty, and moreover, this approach is susceptible to a106
hidden channel attack. The author also examined the security framework that was used for route discovery and107
argued that composability is a vital feature for ever-present applications. Ultimately, some of the major security108
challenges for route discovery in MANETs are discussed.109

Decentralized node admission is a vital and fundamental security service in MANETs. It is required to steadily110
cope with dynamic membership and topology in addition to bootstrap other considerable security primitives (such111
as key management) and services (such as secure routing) without the help of any centralized trusted authority. A112
perfect admission approach should have least interaction among MANET nodes, as connectivity can be unstable.113
Moreover, as MANETs are frequently consists of weak or resourcelimited devices, admission should be capable114
in terms of computation and communication. Majority of the existing admission protocols are prohibitively115
costly and need heavy interaction among MANET nodes. In this paper, Saxena et al., [14] concentrates on116
a general type of MANET that is formed on a temporary basis, and present a secure, efficient, and a fully117
noninteractive admission technique geared for this type of a network. This admission protocol depends on secret118
sharing techniques using bivariate polynomials. The author also presents a novel approach that facilitates any119
pair of MANET nodes to proficiently create an on-the-fly secure communication channel.120

Routing in ad hoc networks is different from infrastructure-based wireless networks. In ad hoc networks each121
node acts as a router and is accountable for organizing topological data and ensuring correct route learning.122
In spite of various secure routing algorithms, security in ad hoc networks is still a controversial area. In this123
paper, Afzal et al., [15] first investigate the security issues and attacks in existing routing protocols and then the124
design and analysis of a new secure on-demand routing protocol, called RSRP is presented which appropriates the125
problems declared in the existing protocols. Furthermore, unlike Ariadne, RSRP uses a very proficient broadcast126
authentication technique which does not need any clock synchronization and assists instant authentication.127

Routing in ad hoc network is one of the fundamental issues in networking. An opponent can easily hack the128
information in the network by attacking the routing protocol. There are several techniques available for the129
security enhancement of ad hoc network. In this paper, Imani et al., [16] argued about the defects in an ad hoc130
routing protocol that called Ariadne. This paper demonstrates that the security evidence for the route discovery131
technique Ariadne is defective, and furthermore, this algorithm is susceptible to certain attacks. In order to solve132
the limitations of this protocol, a novel proposed approach is presented in the route discovery algorithm. The133
proposed approach in this paper adds the capability of the malevolent node detections to this protocol.134

Multipath routing diminishes the penalty of security attacks obtaining from collaborating malevolent nodes135
in MANET, by increasing the number of nodes that an opponent must negotiate in order to take control of136
the communication. In this paper, various attacks that cause multipath routing protocols more susceptible to137
attacks than it is expected, to collaborating malevolent nodes are recognized. Kotzanikolaou et al., [17] proposed138
a novel On-demand Multipath routing protocol called the Secure Multipath Routing protocol (SecMR) and the139
author examine its security properties. The SecMR protocol can be easily combined in an extensive variety of140
on-demand routing protocols, such as DSR and AODV.141

Hu et al., [18] propose a more forceful protocol, which is more powerful in terms of security associations. In142
this approach, it is assumed that security associations are present between all pairs of nodes (through authentic143
public or Tesla [19] keys, or by shared secret keys). This facilitates both the sender and the receiver to validate144
all the nodes on the selected routing path.145

Papadimitratos et al., [20] assumed that, for effective secure routing, it is enough, if effective security association146
is established between the sender and the receiver. It is demonstrated that the author’s proposal avoids a wide147
range of attacks, but the proposed protocol is still susceptible to certain active attacks [21]. The author proposed148
a protocol (SRP) that can be effectively applied to a wide variety of existing routing protocols. This protocol149
focuses on the security association between source and destination nodes. Intermediate nodes need not require150
cryptographic validation of the control traffic. It adds an SRP header to the base routing protocol (DSR or151
AODV) request packet. SRP header has three vital fields namely QSEQ, QID and SRP MAC. QSEQ facilitates152
to avoid replay of old outdated requests. QID and random number help to prevent fabrication of requests,153
and SRP MAC guarantees reliability of the packets in communication. In SRP, for every route discovery, it154
is necessary that the source and destination must have a security association between them. Moreover, this155
approach does not focus on the route error messages. Hence, they are not protected, and any malevolent node156
can just counterfeit error messages with other nodes as source.157

ARIADNE [22] is based on DSR [23] and TESLA (on which its authentication approach is based). ARIADNE158
prevents attackers/compromised nodes from troublemaking uncompromised routes that consist of benign nodes.159
It employs highly effective symmetric key cryptography technique. ARIADNE does not offer effective security160
against passive attackers eavesdropping on the network traffic. It does not provide security from an attacker from161
inserting data packets. It is susceptible to active-1-1 attacker that lies along the identified route, which does not162
forward packets and does not cause error if it meets a broken link. It also needs clock synchronization, which is163
regarded as an unrealistic necessity for ad hoc networks.164

Perlman proposed a link state routing protocol [24] that attains Byzantine strength. Though, the protocol is165
extremely forceful, it needs a very high operating cost associated with public key encryption. Zhou and Haas [25]166
chiefly describe key management in their paper to provide security to ad hoc networks. The author devotes a part167
to secure routing, but in essence concludes that ”nodes can defend routing data in the similar way they protect168
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data traffic”. They also examine that denial-of-service attacks against routing will be considered as damage169
and it is routed around. Certain research has been done to secure ad hoc networks by means of misbehavior170
detection approaches. This technique has two major problems: Initially, it is fairly likely that it will be not171
possible to discover various kinds of misbehaving; and secondly, it has no real means to assure the integrity and172
authentication of the routing messages.173

Dahill et al. [26] proposed ARAN. Managed open environment is considered in this approach, where there174
is an opportunity for pre-deployment of infrastructure. It consists of two distinctive stages. The first stage175
is the certification and end-to-end authentication stage. Here the source obtains a certificate from the trusted176
certification server, and then by means of this certificate, signs the request packet. Each intermediate node177
consecutively signs the request with its certificate. The destination then validates each of the certificates, hence178
the source and the intermediate nodes gets authenticated. The destination node then sends the reply through the179
route reverse to the one in the request; reply signed with the help of the certificate of the destination. The second180
stage is a noncompulsory stage which is used to identify the shortest path to the destination, but this stage is181
very costly. It is susceptible to reply attacks using error messages but for the nodes have time synchronization.182

3 III. PROBLEMS AND DIRECTIONS183

The lack of infrastructure and organizational setting of mobile ad-hoc networks creates unique chances to184
attackers. MANETs are generally organized without a central control unit; the devices in a MANET depend on185
other units to route data to their destinations. Moreover, MANET nodes are frequently constrained in power186
and this makes MANETs susceptible to several malevolent attacks and usage of the routing approaches that work187
with wired networks is infeasible.188

It is the fact that secure ad hoc routing can be achieved at the expense of messages, time and computation189
power, and that the overhead stems mainly from the computation complexity of the cryptographic techniques190
employed in frequently repeated routing procedures.191

The major factors that should be considered in the establishment of sufficient routing protocols are multi hop,192
mobility, large network size combined with device heterogeneity, bandwidth and battery power. In order to solve193
the challenging problem of routing in ad hoc wireless networks, a novel technique is needed. The field of artificial194
intelligence can provide significant solution to the security problems in routing. Specifically, techniques from195
Swarm Intelligence (SI) and many Optimization techniques can be taken into account.196

4 IV. CONCLUSION197

To establish a secure MANET routing protocol with multiple metrics is a challenging task, particularly as the198
network topology and traffic are dynamic and changing all the time. This chapter focuses on the routing protocols199
in the ad hoc networks. In this paper, the routing algorithms that support communications in mobile ad hoc200
networks are discussed. The majority of the existing routing protocols suffer from various drawbacks and efficient201
security is not given to the MANET. This survey on the secure routing protocols is very much useful for the202
enhancement of the other routing protocol techniques. These routing protocols are the source for the development203
of new routing protocols with better security and performance. 1 2 3
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