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Abstract - Biometric technologies are automated methods for 
measuring and analyzing biological data, extracting a feature 
set from acquired data and comparing this set against to the 
templates set in the database. Unimodal biometric system 
have variety of problems such as noisy data, spool attacks 
etc. Multimodal biometrics refers the combination of two or 
more biometric modalities in a single identification. Most 
biometric verification systems are done based on knowledge 
base and token based identification these are prone to fraud. 
Biometric authentication employs unique combinations of 
measurable physical characteristics- fingerprint, facial features 
, iris of the eye, voice print and so on- that cannot be readily 
imitated or forged by others. This paper discuss the various 
scenarios that are possible in multi model biometric system , 
the level of fusion that are plausible and the integration 
strategic that can be adopted to consolidate information. 
Fusion methods include processing biometric madalitics 
sequential until an acceptable match is obtained.
Keywords : Multimodal Biometrics, Authentication, 
Templates, Fusion, Fingerprint. 

 he  need  for  reliable  user  authentication 
techniques has increased in the wake of 
heightened concerns about security and rapid 

advancements in networking, communication and 
mobility. Biometrics, described as the science of 
recognizing an individual based on her physiological or 
behavioral traits, is beginning to gain acceptance as a 
legitimate method for determining an individual’s 
identity. Biometric systems have now been deployed in 
various commercial, civilian and forensic applications as 
a means of establishing identity. These systems rely on 
the evidence of fingerprints, hand geometry, iris, retina, 
face, hand vein, facial thermo gram, signature, voice, 
etc. to either validate or determine an identity [2]. Most 
biometric systems deployed in real-world applications 
are unimodal, i.e., they rely on the evidence of a single 
source of information for authentication (e.g., single 
fingerprint or face). These systems have to contend with 
a variety of problems such as: 

accumulation of dirt on a fingerprint sensor) or 
unfavorable ambient conditions (e.g., poor illumination 
of a user’s face in a face recognition system). (b) Intra-
class variations : These variations are typically caused 
by a user who is incorrectly interacting with the sensor 
(e.g., incorrect facial pose), or when the characteristics 
of a sensor are modified during authentication (e.g., 
optical versus solid-state fingerprint sensors). (c) Inter-
class similarities : In a biometric system comprising of a 
large number of users, there may be inter-class 
similarities (overlap) in the feature space of multiple 
users. (d) Non-universality : The biometric system may 
not be able to acquire meaningful biometric data from a 
subset of users. A fingerprint biometric system, for 
example, may extract incorrect minutiae features from
the fingerprints of certain individuals, due to the poor 
quality of the ridges. (e) Spoof attacks : This type of 
attack is especially relevant when behavioral traits such 
as signature or voice are used.

Some of the limitations imposed by unimodal 
biometric systems can be overcome by including 
multiple sources of information for establishing identity 
[5]. Such systems, known as multimodal biometric 
systems, are expected to be more reliable due to the 
presence of multiple, (fairly) independent pieces of 
evidence [7]. These systems are able to meet the 
stringent performance requirements imposed by various 
applications. In this paper we examine the levels of 
fusion that are plausible in a multimodal biometric 
system, the various scenarios that are possible, the 
different modes of operation, the integration strategies 
that can be adopted and the issues related to the 
design and  deployment of these systems.

Biometrics refers to the automatic recognition of 
individuals based on their physiological and/or 
behavioral characteristics. Biometric technologies are 
becoming the foundation of an extensive array of highly 
secure identification and personal verification solutions. 
This technology acts as a front end to a system that 
requires precise identification before it can be accessed 
or used .Utilizing biometrics for personal authentication 
is becoming more accurate than current methods (such 
as the utilization of passwords or Personal Identification 
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(a) Noise in sensed data : A fingerprint image 
with a scar, or a voice sample altered by cold are 
examples of noisy data. Noisy data could also result 
from defective or improperly maintained sensors (e.g., 

Number - PINs) and more convenient (nothing to carry 

I. INTRODUCTION 



II. BIOMETRIC IDENTIFICATION SYSTEM

A biometric system have five important 
modules: i) sensor module – which captures the trait in 
the form of raw biometric data, ii) feature extraction 
modules- which process the data to extract a feature set 
that is a compact representation of the trait, iii) matching 
module- which employs a classifier to compare the 
extract feature set with the stored templets to generate 
the matching scores, iv) decision module- which uses 
the matching score to either determine an identity or 
validate a claimed identity, v) system database module- 
which uses database pattern using pattern matching 
technique .

The main working operation that the system can 
perform are enrolment and testing. During enrolment 
biometric information of individual are stored, during test 
biometric information are dedected and compared with 
the stored ones. The sensor module the interface 
between real world an our system. We can say it is an 
image acquisition but it can change according to the 
characteristics we want to consider. The feature 
extraction module performs all the necessary 
preprocessing- it removes artifacts from the sensor, to 
enhance the input and use some kind of normalization. 
In the matching module we extract the features we need 
and choose which features to extract how to do it, with 
certain efficiency to create a template. After this in the 
matching module we are match the input pattern and 
the database pattern with the pattern matching 
technique. In the last module authentication occurs 
based on pattern matching technique.

Figure 1 

III. PROPOSED MULTIMODAL APPROACH

Multimodal Biometrics System (MBS) strongly 
depend on the application scenario and refers to the 
use of a combination of two or more biometric 
modalities in a verification / identification system. The 
proposed system adopts identification based on 
multiple biometrics represents an emerging trend of an 
individual, to established the identity. The most 
compelling reason to combine different modalities is to 
improve the recognition rate. This can be done when 
biometric features of different biometrics are statistically 
independent. There are other reasons to combine two or 
more biometrics. One is that different biometric 
modalities might be more appropriate for the different 
applications. Another reason is simply customer 
preference. 

The proposed system operates on five stages -
stage-1 : the multiple sensor capture the raw biometric 
data and can be processed and integrate to generate a 
new data from which feature can be extracted, shown fig 

2; stage-2: the preprocessor extract the necessary 
features that are subject to interest; stage-3: template 
will be generated for the extract features; stage-4: 
decision fusion integrate multiple cues ; stage-5: the 
input data will be compared with database data for 
matching. Finally a matching is genuine authentication is 
accepted, if not authentication is rejected 

a) PROPOSED MBS PERFORMANCE
The proposed system’s performance is 

determined its accuracy. The main widely used standard 
metrics to determine the accuracy of a system are : 

• False accept rate (FAR)
• False reject rate (FRR)
• Failure to enroll rate (FTE)
• Susceptibility to artifacts or mimics

©  2011 Global Journals Inc.  (US)
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or remember). Thus, Biometrics is not just about 
security, it's also about convenience. The need for 
biometrics can be found in a wide range of commercial 
and military applications.   

Multimodal Biometric Authentication System : Challenges and Solutions



IV. MULTIMODAL BIOMETRIC SYSTEM
ARCHITECTURE

Here we discussed some of the existing 
architectures. A Multimodal biometric system using 
Face & Fingerprint, they have proposed various levels of 
combinations of the fusion this system is shown in Fig. 
2.

Figure 2 : Multimodal Biometric System using Face &
Fingerprint

The promise of biometric technology for 
countering security threats Biometric authentication  
employs unique combinations of measurable physical 
characteristics--fingerprint, facial features, iris of the eye, 
voice print, hand geometry, vein patterns, and so on—
that cannot be readily imitated or forged by others to 
determine or verify a person's identity. Initially the raw 
biometric data pertaining to multiple sensors are 
obtained. In our proposed system since we are using 
multiple biometric characters of an individual to 
establish identity. Here, we employ multiple sensors to 
Fig. 2 Proposed system an overview acquire data 
pertaining to different characters. The independence of 
the characters ensures good and reliable performance. 
Provide high level security by integrating the patterns by 
Decision level fusion. 

 
Figure 3 : Multimodal Biometric System with reliability 

information

V.  ESULTS

We took 09 combination sets of face images 
and fingerprint images from 80 users, to evaluate the 
performance of the proposed technique. By plotting the 
False Rejection Rate (FRR) against the False Accept 
Rate at various thresholds that summarizes the 
matching performance using ROC (Receiver Operating 
System). Using match score level fusion is 4.0 & 3.5
respectively with respect to Table i & ii, as per the
databases shown in Figure 4 & 5. As expected, 
likelihood ratio based fusion leads to significant 
improvement in the performance. At a false accept rate 
of 0:001%, the improvement in the genuine Acceptance 
is achieved. FAR & FRR exits when the threshold level is 
>0.1

Result analysis of acceptance -Table (i)

Threshold Finger Face Finger & 
Face

0.0 2 3 2 
0.5 2 8 2 
1.0 2 10 2 
1.5 5 11 5 
2.0 5 13 5 
2.5 6 14 6 
3.0 9 14 9 
3.5 10 14 10
4.0 10 14 10

Receiver Operating Characteristics (ROC) Curve

© 2011 Global Journals Inc.  (US)
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 Figure 4

Result analysis of imposter

Threshold Face Finger Finger & 
Face

0.0 4 2 2 
0.5 8 3 3 
1.0 14 5 5 
1.5 14 8 8 
2.0 14 8 8 
2.5 14 9 9 
3.0 14 10 10
3.5 14 10 10
4.0 14 10 10

  Table ( ii)

Receiver Operating Characteristics (ROC) Curve

Figure 5

VI. CONCLUSIONS 

Multimodal biometric systems elegantly 
address several of the problems present in ununimodal 

systems. By combining multiple sources of information,
these systems improves matching performance,
increase population coverage , deter spoofing and 
facilitate indexing  .  Various fusion levels and scenarios 
are possible in multimodal systems. Fusion at the match 
score level is most popular due to easy in accessing 
and consolidating matching scores, performance gain is 
pronounced when uncorrelated traits are use in 
multimodal system. With the wide spread deployment of 
biometric systems in several civilian and government 
applications. In applications such as border entry/exit, 
access control, civil identification, and network security, 
multi-modal biometric systems are looked to as a 
means of (a) reducing false acceptance and false 
rejection, (b) providing a secondary means of 
enrollment, verification, and identification if sufficient 
data cannot be acquired from a given biometric sample, 
and (c) combating attempts to spoof biometric systems 
through non-live data sources such as fake fingers. The 
performance of multimodal biometric system shows 
great promise to personal identity in the biometric 
authentication society.
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