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Abstract- Much effort has been put into the development of
routing protocols for route discovery and maintenance for the
nodes in a MANET to communicate. The researchers in the
routing area assume that all the nodes in the network are
already configured to have unique IP Address in the network.
Dynamic Address Allocation and Management is a very crucial
and difficult problem in MANETS. Since there is no centralized
administration and superior authority to guide the address
allocation and distribution among the nodes, the IP address
auto configuration is to be done by the individual nodes
themselves. Research has been going on to avoid the address
conflicts in MANETS using less complex methods that reduces
communication overhead and best latency. In this paper we
present a study of detection of Duplicate Address Conflicts that
arise in an ad hoc network.
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I INTRODUCTION

Mobile Ad hoc Network (MANET) [1] is formed by

the wireless transmitting devices that communicate
with each other through wireless channel and without the aid
of any fixed or standard infrastructure. The nodes in an ad
hoc network themselves acts as routers and cooperate
among themselves to achieve communication between any
two nodes of the network. The total network consists of
simple nodes and the network does not need any centralized
administration to guide them how to communicate. The ad
hoc networks are used in some important and typical
applications such as Military Field Activities, Disaster
Situations, Local and Educational Requirements, Wireless
Sensor Networks etc.
Routing is a major part of ad hoc communication. The
communication between the nodes is done through a single
path established and the establishment of the path is called
Routing. Most of the researchers concentrated on routing
protocols and of course is a major issue to be solved earlier.
But the researchers in the routing area take into assumption
that the nodes in the network can be uniquely identified
using their IP Addresses. This means that the nodes in the
network are assigned with a unique IP address each.
Hence most functionalities of the network are completely
dependent on the IP addresses of the nodes. It is very much
important to see if there are any two nodes in the network
with the same IP address. Any nodes in the network with
duplicate addresses may cause mal functioning of the
network.

In a network, there arise two cases where a duplicate address
is possible. Initially it is assumed that the network is
initialized with n number of nodes and each node is assigned
with a unique IP. Then duplicate addresses arise because of
Node Initialization: when in a network, a new node is
initialized; it is to be detected if its self generated IP address
matches with any other node in the network and in case, is
to be assigned with new available IP, done by the nodes in
the network itself.

Node mobility: when a node in a network or a partition of
the network moves from its home network to a new
network, it is to be monitored if its present IP address
matches with that of any other node in the network. If the
address already exists, the new node is to be assigned with
the different and available IP.

Duplicate Address Detection (DAD) is the methodology
introduced for monitoring the repetition of IP addresses by
the individual nodes itself. This paper presents the
importance of detection of IP address conflicts and different
schemes introduced till date for detection.

The rest of the paper is organized as follows: Section 1l
gives the related issues of the duplication of IPs, Section IlI
briefs classification of DAD schemes. Section 1V tells about
existing methodologies and Section V presents a theoretical
comparison of the existing methodologies and Section VI
concludes the paper giving the scope for the researchers to
concentrate in future.

1] RELATED ISSUES

Unavailability of the centralized administration, a MANET
requires a unique identifier for each host for reliable
communication. Due to mobility, when a new node comes to
join the network, it is necessary to see if there is already a
node in the network with its IP.

In order to send or receive packets between two nodes, they
should possess unique addresses in the network. IP address
auto-configuration schemes have to be improved to remove
the overhead of manual configuration. Node mobility can
cause network partitions. In such partitioned networks, the
nodes possess unique addresses independent of the other
partitioned networks.

Duplicate addresses may occur in a network because of
mobility of the nodes. The nodes under different networks
or sub networks may have same IP addresses. This will not
affect the functionality of the networks. When a node from
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one network moves to another network, address conflicts
may occur. Here two cases arise.

Case 1: when only one node moves from one network to
another network. Here the mobile node breaks up its links
with the older network and will be in contact with the new
network only.

Case 2: when a group of nodes move from one network to
another network. Here the nodes in the group are
interconnected but they break up links with the older
network.

Case 3: when an entire network move to merge into another
network. This case is often referred to as network merging.
Care should be taken while designing a protocol for IP
allocation and Duplicate IP detection for each case. The
node resources and network resources are to be concentrated
while developing a mechanism. For case 1, methods like
simple broadcasting of IP and waiting for reply can be
applied. But the same method results more overhead for
case 2 and even more for case 3. For case 2, it could be
suggested for the methods such as linear IP allocation. For
case 3, the broadcasting may not yield better results.
Mechanisms such as allocating new network id for the
merged network may give better results.

It is also to be concentrated to develop methodologies those
less use external equipment (such as GPS).

Il CLASSIFICATION OF DAD SCHEMES

The duplicate addresses in the network can be detected
using two different mechanisms

i. Leader Action: a leader is elected in the network
based on different criteria. The leader is responsible
for the detection of duplicates of the addresses in
the network. The leader maintains a table of
available and free IPs of the network.

ii. Individual Node Action: Here no leader exists. The
individual nodes themselves monitor the network
for the duplicates of the addresses. If any conflict is
detected they themselves solve the conflict through
exchange of messages.

In the first mechanism, the leader election process plays a
vital role. When the leader fails, a new leader is to be
elected. All these processes contribute to more overhead in
the network.

In second mechanism, every node is a leader. The nodes
monitor the network by exchanging different packets.

The Duplicate Address Detection can be classified based on
the nature of the detection as

i. Proactive Duplicate Address Detection

In Proactive Duplicate Address Detection, frequent probing
in the network is done for the detection of the duplicate
addresses. For this purpose, some dedicated packets are
employed to monitor the network.

The advantage of this methodology is that the duplicate
addresses in the network can be completely removed. This
methodology also got some disadvantage as the number of
packet transmissions in the network are large and may lead

to more overhead and bandwidth limitations. This
methodology may use either the Leader Action mechanism
or the Individual Node Action mechanism.

ii. Reactive Duplicate Address Detection

Here the duplicate addresses are detected only when some
network action is performed. No separate packets are
dedicated for the detection of the duplicate addresses.
Routing is the basic functionality of MANETs. Using
routing packets itself, any duplicates of the addresses are
detected.
The main advantage of this methodology is that additional
overhead is avoided for the detection of the duplicate
addresses. For using this methodology, care should be taken
as different cases may arise which cause false detection. The
disadvantage of this methodology is that the duplicate
addresses are detected only at the time of routing. This
methodologies use only Individual Node Action mechanism.
The DAD schemes are again classified based on
the accuracy of the detection, as

i. Strong Duplicate Address Detection Schemes
(SDAD)

SDAD schemes use either Leader Action or Individual Node
Action. These schemes use the methodology of Proactive
Duplicate Address Detection. They probe the network for
the duplicates of the addresses. These schemes maintain
greater accuracy in detecting the duplicates of IP addresses.
But large Overhead is observed in these schemes.

ii. Weak Duplicate Address Detection Schemes
(WDAD

These schemes detect the duplicates less accurately. These
schemes provide lesser overhead compared to SDAD
schemes. These schemes utilize either Leader Action or
Individual Node Action mechanisms. Both Proactive
Duplicate Address Detection and Reactive Duplicate
Address Detection methodologies can be employed in these
schemes.

The DAD schemes are also classified based on the
scope of detection as

i. Active Duplicate Address Detection Schemes
(ADAD)

The ADAD schemes detect the winner and looser along with
the detection of the duplicate addresses.

ii. Passive Duplicate Address Detection Schemes
(PDAD)

The PDAD schemes detect only the duplicates in the
network. The PDAD schemes are not concerned with the
winner and loser.
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IV EXISTING METHODOLOGIES

Strong Duplicate Address Detection Schemes were
proposed in [2]. In this mechanism, the nodes generate their
own IP and probe in the network for the repetition of the IP.
If a reply is received, new IP is generated and the process is
repeated.

Perkins et al [3] have proposed a simple Duplicate Address
Detection Schemes where the nodes choose a random
address and send a request to the address. When no reply is
received the address is fixed as the permanent address. This
method got some limitations as the probability of the
number of repetitions of the process of generating the new
address and probing, is not clear. When two networks
merge, the process proposed could yield a high overhead
and may malfunction because of bandwidth limitations.
Vaidya’s proposal [4] was aimed at the packet delivery to
the correct node even if two nodes are with same address.
Strong Duplicate Address Detection is not possible in this
scheme. The proposal requires the modification of existing
routing protocols to implement this scheme.

In [5], the proposed scheme used a leader to identify the
group, and the nodes joining the network are assigned with
the sequential addresses, with the newest member taking
over the charge as leader. Each node periodically sends an
update beacon message to the nodes with the next and
previous addresses so that the node looses can be detected.
Any node that becomes inactive for a particular period
should acquire new IP.

Prophet address allocation Scheme [6] uses a mechanism
similar to that of [5]. The first node that initialized in the
network acts as the prophet and it allocates IP address to the
new nodes that join the network. The presence of Duplicate
Addresses is detected by the prophet. But this mechanism
requires a super node (called as Prophet) to monitor the
network. This method limits that the super node got the
additional responsibilities and may die out quickly because
of battery depletion. Leader election process is to be
followed for the newer prophet.

In [7], five different schemes were introduced which detect
the duplicates of the addresses in the network using only the
routing messages. The schemes use two types of information
such as Location of the nodes and the Neighbor List of the
nodes. The main advantage of these schemes is that they use
no other probing messages for the detection of duplicates of
the addresses in the network. In this paper, the authors
didn’t mention any mechanism through which winner and
looser are detected and how new IP is assigned for the
looser. Another limitation of the schemes is that the
duplicate addresses are not detected proactively. This may
lead to the presence of the duplicate addresses in the
network. And more over, the schemes require additional
facilities such as GPS.

In [8], schemes for duplicate address detection in on-
demand routing protocols are presented. These schemes use
no other control messages for the detection of the duplicate
addresses. Hence a very low overhead is achieved. The
routing messages such as RREQ and RREP are used for the
detection of duplicates of the addresses in the network.
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However, the accuracy of detection is doubtful. These
schemes may lead to false detections and which may result
in the mal functioning of the nodes in the network.

\% THEORETICAL ANALYSIS

A theoretical analysis of the Classifications of DAD
Schemes is presented in Table 1.

The performance metrics of any DAD schemes are
Accuracy, Detection Ratio, Overhead, and the load on any
single node.

The Accuracy shows how accurately the duplicate addresses
are detected avoiding the false detections. The Detection
Ratio can be defined, as the ratio of total number of
duplicate addresses detected in the network to the number of
duplicate addresses actually exists.

Overhead is defined as the number of control packets
needed in the network to the number of data packets that
transmit in the network. Overhead represents both the node
resources and network resources. If the overhead is more,
the numbers of packets that transmit in the network are more
and this leads to the quicker depletion of the battery of the
nodes and limit the bandwidth.

The load on any single node is also should not be
encouraged. This may lead to the failure of the node and for
the election process, overhead may be incorporated. The
failure of a node is disadvantageous and may even cause
network partitioning.

TABLE |
Analysis of Classifications of DAD Schemes
Classificati | Accu | Detection | Over alr_\oa}s(ijnorlle
on racy Ratio head y sing
node
Leader .
Action h N N high
Individual
Node -- -- -- Low
Action
Proactive . . .
DAD High High High --
Reactive
DAD Low low Low Low
SDAD High -- High -
WDAD Low -- -- --
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vl CONCLUSION

The major research efforts have been put to develop
effective routing protocols. But the routing protocols
function to the best levels if there are no address conflicts in
the network. Pre-configuration is not always possible and
has some drawbacks. More over a centralized control does
not exist in ad hoc networks. So it is very much important to
investigate mechanisms for address auto-configuration in
MANETSs. For monitoring the address assignments it is very
much important to detect the address conflicts. A
standardized mechanism has to be developed to overcome
the address conflicts in the network.

To design and develop mechanism that detects the address
conflicts in the network, different metrics are to be taken
into consideration. In this paper we presented different DAD
schemes to quickly and accurately detect address conflicts in
an ad hoc network. The DAD schemes can be classified on
different bases. The different classifications and the
advantages and disadvantages of the classified schemes are
also presented. Also the different areas that are to be
concentrated while designing a DAD scheme are discussed.
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