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1. I. Introduction
n analog and digital communication fields, the Digital Filters play a vital role. The main purpose of using the filters is to remove the unwanted signal components in order to produce the better quality signal at the output. Figure 1 shows the functional block of digital filter. The digital filter is a discrete system, and it can do a series of mathematic processing to the input signal, and therefore obtain the desired information from the input signal. while compared with the analog filters, the digital filters have unique characteristics of generating the stabilized signal at the output. So that the digital filters are preferred than the analogue one in electronic circuits. The two major classification of digital filters are FIR (Finite Impulse Response) and IIR (Infinite Impulse Response) filter. The FIR filters are employed in filtering problems than IIR filters because of efficient hardware implementation with fewer precision errors and also the stabilized response with the linear phase. Due to its linear phase characteristics, Finite impulse response (FIR) filter plays an vital role in the processing of digital signal.






Figure 1. Figure 1 :
1[image: Figure 1: Digital filter functional block]

Figure 2. Figure 2 :
2[image: Figure 2: Depicts the 4 tap fir structure. Where, x(n) is the given input sequence, the output of the filter is given by y(n) and the h(n) denotes the filter co-efficient.]

Figure 3. Figure 2 :
2[image: Figure 2: Fir filter structure]

Figure 4. Figure 3 :
3[image: Figure 3: Fault tolerant fir filter module a) Hamming code algorithm for filter protection An (ECC) Error Correction Codes block takes a block of d bits and produces a block of n bits by adding (n-d) parity check bits . The Parity check bits are xor combinations of input d data bits. Considering Hamming Code with input k =16 data bits and output n=21 bits, five parity check bits p1, p2, p3 ,p4,p5 are needed which are computed as follows: The]

Figure 5. Figure 4 :
4[image: Figure 4: Hamming encoding]

Figure 6. Figure 5 :
5[image: Figure 5: Hamming Decoding]

Figure 7. Figure 6 :
6[image: Figure 6: RTL schematic of Fault tolerant Fir filter]

Figure 8. Figure 7 :
7[image: Figure 7: Error detected and corrected output signal]

Figure 9. Figure 8 :
8[image: Figure 8: Transmitted signal with no errorTable II: Performance chart]
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2. a) FIR Filter Design
 Up: Home Previous: 1. I. Introduction Next: 3. II. Fault Tolerant FIR Filters
Finite-Impulse Response (FIR) filters have considered as important building blocks in many digital signal processing (DSP) systems. The FIR filter is preferred over the IIR filter because of efficient implementation with fewer finite precision error and having better stability with linear phase. In any Fir filter, the output signal is obtained by convoluting the input signal with the filter co-efficient i.e.,  Data that is either transmitted over communication channel is not completely error free. This change in the data is caused due to external interference, signal distortion, attenuation or from noise. There are two types of errors. Firstly single error in which only one bit is changed. And secondly the burst error in which more than one bits are changed. There are various error detection and correction techniques such as Cyclic Redundancy Checks (CRC), Parity check, LRC, VRC and Hamming Code. This work focuses on Hamming code. A commonly known linear Block Code is the Hamming code. In a block of data, Hamming codes can detect and correct a single bit-error. In these codes, every bit is included in a unique set of parity bits [2]. By analyzing parities of combinations of received bits, the presence and location of a single parity bit-error can be determined. The parities of combinations of received bits are used to produce a table of parities which corresponds to a particular bit-error combination.
This table of errors is called as the error syndrome. If all parities are correct according to this pattern, it can be concluded that there is no single biterror in the message (there may be multiple bit-errors). Due to single bit-error , if there is any error in the parities , the erroneous data bit can be found by adding up the positions of the erroneous parities. Hamming codes are easy to implement. They are generally used in computing, telecommunication, and other applications including data compression, and turbo codes [3]. They are also used for low cost and low power applications.
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3. II. Fault Tolerant FIR Filters
 Up: Home Previous: 2. a) FIR Filter Design Next: 4. Table I: Position of error bit
To protect a circuit from errors, so many techniques can be used. In the manufacturing process of the circuits, modifications can be done to minimize the number of errors by adding redundancy at the logic to ensure that errors do not affect the system functionality. In signal processing and communication systems, digital filters are most commonly used. More number of techniques has been proposed to protect the circuits. By using number of methods, we can identify the faults and also correct the errors within circuit itself. There are different fault tolerance approaches to conventional circuits and the digital signal processing circuits. Fault tolerant filter implementations are needed, whenever the system reliability is critical. So, using error correction codes, the filters can be protected. Here, we use hamming code for error correction.
The fault tolerant of fir filters are achieved by including the ecc in the fir architecture. Hence if the filter produces a error at the output, it can be detected and corrected by using the error correction unit. Figure 3 depicts that the output of fir filter is given to the error correction unit in which the errorous bit is identified and it is corrected. The error correction unit includes the hamming encoder and decoder. (the positions in an 21-bit sequence that are powers of 2). The parity bit pl is calculated using all bits positions whose binary representation includes a 1 in the least significant position. p2 bit is calculated using all the bit positions with a 1 in the second position and so on. Thus, the parity bits are generated for different combination of bits. The various combinations are: p: bits 1,3,5, 7, 9, 11, 13,15, 17, 19, 21 p2: bits 2, 3, 6, 7, 10, 11, 14, 15, 18, 19 p3: bits 4, 5, 6, 7 ,12, 13, 14, 15, 20, 21 p4: bits 8, 9, 10, 11, 12, 13, 14, 15 p5: bits 16, 17, 18, 19, 20, 21 Figure 4 shows the hamming encoding technique, it shows how the parity bits are included in the data bits. If there is any error on input data bits it can be detected and corrected by using these parity check bits. Table I shows the position of error bits based on the parity check bits. For example, an error on d1 will cause errors on the three parity check bits p1, p3; an error on d2 will affect only p2 and p3; an error on d3 will affect only on p1,p2 and p3 and so on. Hence, once the erroneous bit is identified, it is corrected by simply inverting that bit.
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4. Table I: Position of error bit
 Up: Home Previous: 3. II. Fault Tolerant FIR Filters Next: 5. Results And Discussion
Suppose a binary data 0000001000000100 is to be transmitted, it is encoded by adding redundancy bits in their corresponding position. Now, the encoded data 0000001000000100 will be transmitted to the receiver. The error detection and correction are shown in figure 5. If bit position 14 has been changed from 1 to 0 (i.e, 000000000000010100000)in transmitted data, Then the data will be erroneous. At the receiver side, the hamming decoder recalculates the same set of bits used by sender plus the relevant parity (p) bit for each set. The recalculated value of p5 p4 p3 p2 p1 is 01110, which corresponds to decimal 14. Therefore bit position 14 contains an error. To correct this error, bit position 14 is reversed from 0 to 1.
III.
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5. Results And Discussion
 Up: Home Previous: 4. Table I: Position of error bit Next: 6. Conclusion
The described structure has been implemented by using verilog HDL. The error dectection and correction are verified using the Xilinx 13.4 software tool. Figure 6 shows the RTL schematic of fault tolerant fir filter. For example figure 7 shows a output in which a error at the 4 th bit of the transmitted signal is detected by the syndrome (s1) and it is corrected by the error correction unit at the output. Now the error free signal is obtained as a output. By this way the reliability of the system is improved. Figure 8 shows the signal with no error. Since the Syndrome (s1) is 0000, no error is detected. Hence it is transmitted without any correction.  
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6. Conclusion
 Up: Home Previous: 5. Results And Discussion Next: Appendix A §
Filters are widely used in various digital signal processing applications. Protecting filters from errors is an important task which is addressed by various techniques. In this paper, a study was done on protecting errors by using error correction codes. The hamming code technique is employed along with fir filters, the error which arise due to any fault in the circuits are detected and corrected by this hamming encoder and decoder. The study shows that the reliability of the filters are improved by using this fault tolerant module and it also improves the performance by reducing the area complexity, delay and power.
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