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Design of H.. Congestion Controller for TCP
Networks Based on LMI Formulation

Aakanksha Shirbhate

Abstract - In this paper, a state feedback H_ controller has
been proposed in order to design an active queue
management (AQM) system based on congestion control
algorithm for networks supporting TCP protocols. In this
approach, the available link bandwidth is modeled as a time-
variant disturbance. The objective of this paper is to design
controller which capable of achieving the queue size and
guarantee asymptotic stability in the present of disturbance.
An important feature of the proposed approach is that the
performance of system, including the disturbance rejection
and stability of closed-loop system, are guaranteed for all
round-trip times that are less than a known value. The
controller design is formulated in the form of some linear
matrix inequalities, which can efficiently solved numerically.
The simulation results demonstrate the effectiveness of
proposed methods in comparison with other conventional
methods.

Indexterms . TCP, AQM, time delay, H,, , LM, stabiliy,
aisturbance rejection.

I. [NTRODUCTION

ommunication networks are an essential part of
many applications in science and engineering,

such as Web servers, multimedia, and remote
control. However, traffic congestion is a major problem in
today’s Internet, because the quality of service cannot be
guaranteed, since the number of users has grown rapidly
and also unanticipated interference may occur.
Therefore, congestion control techniques monitor
network loads in an effort to anticipate and avoid
congestion at common network bottlenecks. Congestion
control is achieved through packet dropping.

Active queue management (AQM) [1, 2] is a key
congestion control scheme for reducing packet drops
and improving network utilization. The random early
detection (RED) [3] algorithm is the earliest well-known
AQM scheme that eliminates the flow synchronization
problem and attenuates the traffic load. Unfortunately,
RED causes oscillations and instability due to the
parameter variations. Therefore, some modified RED
schemes, such as FRED [4] and SRED [5], have been
proposed in the literature. However in those studies, both
high network utilization and low packet loss cannot be
guaranteed by only setting control parameters. Recently,
control theory has been widely applied to the analysis
and design of TCP networks and congestion control

Author : Student, Lovely Professional University, Phagwara, Puryjab,
India. E-mail : aakanksha.artindia@gmail.com

schemes for them. In [6], the theory of stochastic
equations has been applied to develop a fluid-based
model of the dynamics of the TCP and RED. Based on
this TCP model, the fundamentals of control theory have
been used to analyze and develop new AQM schemes.
Proportional-integral (Pl) controller was developed for a
linearized system and implemented using differential
equations [7]. In [8], a sliding mode variable structure
control (SMVS) scheme for TCP congestion control has
been developed. In [9], proportional-integral-derivative
(PID) controllers have been proposed to improve the
performance of TCP systems.

While great progress has been made in new
congestion control schemes, some problems are still not
sufficiently addressed. One important problem is the
robustness of the congestion control algorithm against
the disturbance on the available link bandwidth since it is
often time-varying and cannot be exactly measured.

In this paper a H, state feedback control

approach has been proposed. The main difference
between our approach and the previous studies [10, 11,
12] is that, the approach proposed here uses a time-
domain H_ design method, which can deal with the

situation where the round-trip time varies with time, while
the previous studies use frequency-domain design
method, which require that the system under
consideration is time invariant.

Structure of the paper is as follows. In section Il
system model and problem statement will be presented.
We formulate our problem as proposed in [13]. In
section lll, we discuss how to deal with linear time delay
systems. In the next section, a H_ state feedback

controller is employed to solve the problem for linear
time varying systems. In section IV, performance of the
closed loop system by using the proposed controller has
been discussed in the form of some simulations and the
paper is concluded in the section V.

II.  MODEL OF THE SYSTEM

We begin our discussion of AQM by introducing
a dynamic model for TCP’s congestion control.

In [6], a dynamic model of TCP behavior was
developed by using fluid-flow and stochastic differential
equation analysis. Similar to [13], here a simplified
version of that model is used which neglects the TCP
timeout mechanism. This model is described by the
following coupled and nonlinear delay-differential
equations:

© 2013 Global Journals Inc. (US)
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Where W is the TCP window size (in packets), q
the queue length in the router (in packets), r the round-
trip time (in Sec), C the available link capacity (in
packets/s), Tp propagation delay (in Sec.), Nthe

number of TCP sessions, and p the probability of
packet mark.

It is assumed that qe[0,g] and We[o,W],
g and W denote buffer capacity and maximum
window size, respectively. The marking probability p

belongs to the interval [0, 1]. In practical networks, the
available link capacity changes with time and it is difficult
to measure. Therefore it is taken as a disturbance in a lot
of studies [14, 15, 16]. In this paper, it is supposed that
the nominal value of C(t), say Cg, is known, while

X()AC(t)-Cqy is unknown and considered as a

where

disturbance for the system.
Take (W,q) as the states and p as the input of

the system. For a given triplet of network parameters
(N,Cq,Tp), any triplet (Wy, o, po) that is in the set

Q={(Wp, %, Po): W € [O,W]:% € [Oﬂ], Po €

Y

TOCO 2
01} 7=~
lo7] fo Cy

is a possible operating point. Now define
MZW—Wo, &:q_qO' 5p: P- po, &ZC—CO
We can obtain the linearized version of (1) as follows

N

W =— ow@)+ owt—zy)]
fo 5Co

> [&m o))

76C

@

0% 5p(t 7g)+-2 p[éC(t) X(t-rg))
N 75Co

&(t)—%ac(t).

s="bow) -
0 0

In contrast to the case of linear systems without
delay, the solution for the H_ control problem for time

delay systems is quite different.

© 2013 Global Journals Inc. (US)
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Figure 7. A general setting for the H_, control design

When the delay appears only in the state
variables, there are lots of results like [17, 18]. But for the
case where the time delay also appears in control
variables, there is not any obvious solution.

The objective of this paper is to develop a H,

design approach for the problem of AQM-based
congestion control based on the dynamic model (2),
which guarantees the ratio between the norms of some
desired variables and that of the disturbance being less
than some specified value. Furthermore, this specified
value for the ratio can be minimized for a given group of
network parameters. To this end, we will first study the
H, control of general linear time delay systems and

then apply the result to the above mentioned system.

[1I. He ConTtrOL OF LINEAR TIME DELAY

SYSTEMS

As is well-known, the primary goal of a control
algorithm is to guarantee that the closed-loop system is
stable. For linear time-invariant single-input-single-output
(SISO) plant without delay, this goal can be easily
achieved by using classical controller design
approaches, developed in 1950s and 1960s.
Furthermore, the gain and phase margin indicated in
these classical approaches provide a good measure for
the robustness of closed-loop systems. However, it is
difficult to apply these approaches to the controller
design of a multi-input-multi-output (MIMO) plant or a
time delay system. On the other hand, dealing with
model uncertainty and disturbance is a main concern of
control engineers. Therefore, various robust controller
design approaches for complex plants have been
developed since the 1980s. The H_ design is one of

those approaches.

A general setting for the H_, design is illustrated
in Fig. 1, where u is a control input, v the exogenous
disturbance, z is the controlled output, and y is the
measured output. The controlled output means the
variable we want to regulate by designing a controller F.
The objective of the H_ control design is to find a

controller F such that

[Fall< v )

Clearly, y describes a kind of disturbance

rejection ratio between the controlled variable and the
exogenous disturbance.



Comparing system (2) to Fig. 1, and setting,
z(t)=q(t), v(t)=0oC,It can be seen that, under a

H_ control scheme, the queue length of the router will

be maintained level, which is implied by the asymptotical
stability of the system, with minimum sensitivity to the
fluctuation of the available link bandwidth, which is
implied by the minimum of the disturbance rejection
ratio. Therefore, it is a nature desire to develop a
H,, design approach to the congestion control problem.

Now consider the following system

X(t) = Agx(t) + Ax(t —z(t)) + Byu(t) + Bu(t — z(t))+ Do(t),
2(t) = HX(), ()

Where
u(t) e R

disturbance, zeR™the controlled output, and 7 the
time-delay involved. Suppose that 7 is upper-bounded
by 7,:0<z<7,. Al malrices are of appropriate

dimensions. Throughout this section, it is defined that

A=Ay+A and B=B;+B,.

x(t)eR" is

the control

the system state,

input, veR"the exogenous

For a prescribed scalar y >0, define the
performance index as
() =IO (ZT ®)2(t) - 0" (Hob)dt. (5)

The objective is to find a control law of the type
u(t)= Kx(t) such that the closed-loop system satisfies
J(y) <0 for any ve Ly[0,00). Furthermore, minimize y
if possible. Note that the requirement J(y) < 0means

that
Il ® iz et

= 6
= T 0oonc ©

Where | .| refers to the 2-norm in the space

L7 [0,) . Eq. (6) says that the ratio between the norm of

the controlled output and that of the disturbance is less
than a specified scalar y .

To solve the above problem, the bounded real
lemma (BRL) for time delay systems is needed. Up to
now, several versions of BRL have been reported [19,
20], we use formulation of [19] to solve the problem.

Lemma 1.
Consider system (4) with u(t)=0. If there exist

R 0
matrices R>0 and PA| with B >0such that
=P P

the following linear matrix inequality (LMI).

T T 0
PT{O 1%0 Allp A H 0 PTm mPT
A-1 1 0 R D A
[0 DT]p ,},2| 0 <0 (7)
ml0 A{]P 0 -tmR

holds, then system (3) achieves J(y) <0.

Based upon Lemma 1, the following theorem
can be established.

Theorem 1 :

Consider system (4). If there exist
matricesQ, >0, Q,, Qz, Yand positive scalar ¢ such
that the matrix inequality (11) holds, then the closed-loop
system achieves J(y) <0 with the controller

u(t) = Kx(t), K=YQ™ 8)

Remark 1.

From Theorem 1, we can see an interesting
feature of the approach: the system performances,
including the disturbance rejection ratio y and the
implied stability of the closed-loop system, are
guaranteed for all time delay that is less thanz,,. This
feature is especially important for the congestion control
problem since the round-trip time is actually state-
dependent and hence time-varying, whereas its upper
bound can be roughly estimated.

In congestion control, one important problem is
to find maximum allowable upper bound of the time
delay such that the network can still be stabilized or
a H_, performance index can still be guaranteed. This
problem can be easily dealt based on the following
corollary.

Corollary 1 :

Consider system (4). For a given positive scalar
y , if there exist matrices Q >0, Q >0, Q,, Q,,
Q, and positive number ¢ such that the following matrix
in equalities

) un 2

n -—eQ 0 |<0 ()
mo0 -1g
&
— 1
Q<—Q (10)
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hold, where

Q,+Q) QAT +YTBT -l +Q; 0 QHT
Vo~ AQ +BY-Q, +Qf ~Q;-Q D 0
2 0 DT -2 0
HQ 0 -
B T T T.T T T T ]
T T T
AQ]_ + BY - Q2 + Q3 - Q3 - Q3 D rm(ﬁﬂ_Ql + B]_Y) 0 Q3
0 D' 52 0 0 0 11
T T.T ( )
0 tm(QA +Y Bp) 0 —tmEQY 0 0 <0
HQ_I_ 0 0 0 -1 0
1
Qo Q3 0 0 0 - Q
L m¢é

m=[0 (AQ+BY)" 0 0",  7,=[Q Q 0 0
then the closed-loop system achieves J(y) <0 with the
controller u(t)=Kx(t), K=YQ™

Furthermore, parameter 7, can be maximized
by solving the generalized Eigen value problem defined
by (9) and (10). It can give us the maximum allowable

time delay for the system that closed loop system can
be stable yet.

V. Hoo CONTROLLER PERFORMANCE

In this section, the result obtained in the former
section will be applied to the RED-based congestion
control problem.

The short-lived http flows are introduced into the
router and modeled with 6C as a birth-and-death
process. Specifically, construct §C as:

&= Bau k(t)

Where k(t) is a birth-and-death process with the
birth and death rates being 4 and u, respectively, and
B,, is the average transmission rate of http flows.
According to [21], it is appropriate to use a birth-and-
death process to model http flows. Note that the value of
the available link capacity at the equilibrium may be also
over-estimated, so dC might take negative values too.
Considering this fact, k(t) is allowed to take negative
values. It is natural to assume that the birth rate and
death rates are equal. Thus such a process is null-
recurrent, i.e., the process does not keep visiting any
state frequently. Therefore, gain k(t) wil diverge
inevitably. Obviously, this does not match the practical
situation. To remedy it, we place lower and upper
bounds for k(t), namely —kmaxsk(t)£ Kmax » Where
Kmax IS @ positive number. Thus k(t) can be viewed as a

modified birth-and-death process with lower and upper
barriers. This is realized in simulation by simply removing

© 2013 Global Journals Inc. (US)

the constraint k>0 in the original model of the
birth_death process and placing the new constraint
—Kppax < K(t) < Ky ON it

max —

Note that in model (2), the delayed version of the
exogenous disturbance also appears in the dynamics of
the system. To take into account of this fact, define

O(t)=[6C(t) dC(t—1()]"

and change the objective function for H_, control design
as

)= _|.: (2" ()z(t) —y*S" (B)B(1)dt.

It is clear that the performance J(y)<0is

satisfied if the closed-loop system achieves J(y) <0 .
Associating model (2) with the general system
model (4), we can extract A,, A, By, B, D matrices.
The matrix H is chosen as H =[0 1] for all cases to be
studied. The approach proposed here is compared with
the performance of P and Pl controllers in [13].
Therefore, constant parameters of model extract from

[13]. Where C=3750 packets/s, N=60 flows
andt, =0.246 Sec.
SW(t
X(t){ ()}
sq(t)
N 1 N 1
2 2 - _
A= 9Co 75Co , A= 75C 75Cy |
N1 0 0
%o To
, o-Tp 7o-Tp
_ﬁ Tgco Tgco
B=0  B=| TNz | Oo|
0 — 0
%o



By substitution of the constant parameters in the
above matrices, we have the following results:
| —0.2644 -0.0044
| 243.9024 —4.0650

{— 0.2644 0.0044}

0 0
B, =0

_ [-480.4688

B 0

 [2.3487*10"(-10) - 2.3487*10"(~10)
B ~0.7833 0

In this case the Pl controller has a transfer function

S+
C(s) =Kp, Zs

Uncertainly
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Figure 7 The disturbance on the available link
bandwidth

With  Kp =9.64x10°°and
controller has transfer function

z=053. The P

C(s) =Kp

With Kp =5.8624x107° .
For design of H_ controller based on LMI

formulation, we first use constant parameters to
calculate Ay, A, By, B;, D matrices. Then we determine

the maximum delay which the controller is robust against
it. We solve (11) to find the state feedback K as follows:

K =[-1.5357e-003 2.3272¢-005]

In all simulations, the initial windows size of
every source and the initial queue length of the router are
set to be zero. For each case controller, the same
disturbance profile on the available link bandwidth is
used for PI, P and H, controllers.

From Fig. 2, we can see the disturbance on the
available link bandwidth which is the result of birth and
death process with B,,, =32 and Kg;x =50.

From Fig. 3 and 4, we can see that, by using the
H_, controller, a stable operating condition can be built

up and maintained even in the situations where the
available link bandwidth is subjected to presence of
disturbance and the round-trip varies with different TCP
sessions, while Pl controller fail to do so. This is due to
the lag of the response of the conventional Pl controller
to the sudden change of the network operating
condition.

The responses of the queue size for the duration
of time from 0 to 5 s can be observed in Fig. 3 and 4
respectively. It is clear that both H_ and P controllers

yield lower overshoot than Pl, and yield almost bigger
rise time than PI. Also from Table 1, it is obvious that the
maximum overshoot in H_ is smaller than P and PI
controllers in both queue length and window size
states.
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Figure 2 - Queue length responses using H,,, P and PI
controllers
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Figure 3 - Window size responses using He , P and PI
controllers

/able 1 Compare performance of Ho, Pl and P

controllers
Characteristics Hoo Pl P
Queue length maximum overshoot | 6.6% | 50% 40%
Window size maximum overshoot | 25% | 67.5% | 50%

V. CONCLUSION

In this paper, a new design method for the
H_ congestion controller of the TCP has been

developed based on the LMI technique. In the approach,
the available link bandwidth is modeled as a nominal
constant value, which is known to the link, plus a time-
variant disturbance, which is unknown.

The proposed approach can theoretically
guarantee the system performance, including the
disturbance rejection and the implied stability of the
closed-loop system for all round-trip times that are less
than a known value. Finally, it is pointed out that the
effectiveness of the proposed approach has been
verified only via simulation in Matlab. Further verification
via packet-based simulation tools such as NS2 or via
experimental studies is needed.
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Abstract - A Botnet is a network of compromised hosts, called
as bots that are used for malicious activity. These bots are
then controlled by single master termed as Botmaster. A
Botmaster may inject commands though any bot to launch
DDoS attack. In this paper, we have demonstrated the
behavior of Botnet on network in real time Internet environment.
This will be helpful for researcher to detect the different types
of emerging Botnet.

Keywords . network securily, botnet, denial of service
attack.

[. [NTRODUCTION

Botnet is large group of compromised hosts
known as bots. Symantec [1] defines a bot as

“‘Bots are similar to worms and Trojans, but earn
their unique name by performing a wide variety of
automated tasks on behalf of their master”. The bots are
also known as zombies. . The Botnet are used for
different attacks such as DDoS, spamming, phishing,
sniffing, etc. These bots are controlled by a Botmaster
through the command & control (C&C) mechanism as
shown in figure 1. Based on this C&C mechanism
Botnet can classified into IRC, P2P and HTTP Botnet.

[I. CoMMAND & CONTROL (C&C) MECHANISM

The Botmaster uses the C&C mechanism to
control the bots .This mechanism states the how
Botmaster to assign the commands to the bots. The
C&C mechanism classified into centralized, P2P, IRC,
and HTTP.

a) Centralized

This is the most widely used mechanism by the
Botmaster. In this mechanism, a central server is used
communication with bots. The commands are
downloaded by the bots known as pull or sent to bots
known as push. In push style the bots directly controlled
by the Botmaster. While, in case of pull style Botmaster
does not have direct control bot has to received the
commands by interacting with C&C server periodically
[2]. The IRC and HTTP protocols are widely used by this
mechanism.

b) P2P Mechanism

As the name implies there is no central server.
The bot acts as client and server to form Botnet; hence
the detection is harder compared to other Botnet. If one
bot is removed still other bots continue the communi-
cation which gives more flexibility for Botnet.

Author . . SRTM University's Sub center, Latur (MS), India.
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c) IRC (Internet Relay Chat)

This is the most popular and old mechanism
used by the Botnet. The bots are connected to IRC
server using IRC protocol. Bots communicates though
push mechanism and they chats with each other with
the help of commands.

a) HTIP

Here the commands are not sent directly to the
bots, instead it leaves malicious program on a web
server and bot uses the pull mechanism for commands.

[1I.  BOTNET ExisTENCE PHASES

a) Preliminary Infection and Transmission

Botnet are formed though a vulnerable hosts.
The Botmaster gain the access of infected host using
different techniques such as operating system or
application vulnerability. The Botmaster also uses the
websites, emails as a spreading channel. When the user
click on website link of opens an email the bot get
installed on a victim’s machine and become part of
Botnet. [3]

b) C&C Server Actions

When the bot get installed on the Botmaster
uses the pull or push methods for communication with
bots. The C& C server controls the bots though IRC
channel. The bot get connected to IRC server with a
nickname and then it join to Botnet.

c) Accepting Instructions

When the bot joins the IRC Server Botmaster
sends instructions to the bots. These instructions
include commands which are used for various malicious
activities or attacks.

d) Disseminations using other hosts

The Botnet spread though the vulnerable hosts,
so the Botmaster uses C&C server to search such a
host to become a part of Botnet.

IV. CASE STUDY: IRC BOTNET

IRC Botnet is the most popular Botnet which
uses the centralized mechanism to control the bots. This
Botnet uses the IRC channel for communication and
controlling the bots. We have tested in a secure
environment to avoid infection to other unwanted hosts.

We have used a bot which performs different
tasks and attacks such as port scanning, port scanning,
UDP flood, TCP flood, http flood, SQL flood etc.
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When the bot connect to IRC server he/she
joins the channel where other users are already login by
nicknames. When a user submits the messages to IRC
server publically the other user can see her/his
messages on the channel [4]. IRC include list of
channels a user can join any channel though an IRC
chat client by channel name.

IRC server commonly uses the port 6667 where
user gets joined to IRC server. The channel
administrator handles all the users. The user can use the
commands as follows:

JOIN: Joins a channel

PASS: set or send a password

QUIT: Exit a channel

SEND: Send the file to another IRC user
RAW : Will do the raw scan

JUMP: Jump to another IRC server
QUIT: Quit the channel

a) Experiment Setup

Our experiment consists of one IRC server
hosted on cloud server with Ubuntu 12.04 and two
dummy servers working as bot all are connected in real
time Internet environment as shown in following figure 1.
We have installed packet capturing tool ‘tcpdump’ on
these servers. The client is installed with Xchat software
for joining the channels on IRC server.

Bol connect lo IRC server and Isten lo commeands and attack Taget
over Internet, more bots more damage can be done

\ I—pTargei

Website/Server

Internet

S
Afteck Commands sent over IRC Channel
And Bots listans to commands & parfom

Figure 7. Experimental Setup for Botnet Attacks

Webste/Server

When the user joins a channel on IRC server,
he/she become the channel operator. When the bot is
setup on victim's machine from IRC server, the
Botmaster tries to hide it's identity from IRC Server by
using node commands [4]. The user joins the channel
by using user name. First we have collected the network
traffic with the help of ‘tcpdump’ and then converted to
CSV for further analysis.

We have tested the bot to obtain the actual
working of bot and Botmaster. In this experiment bots
are controlled by using the commands and launch

© 2013 Global Journals Inc. (US)

We have tested the bot to obtain the actual
working of bot and Botmaster. In this experiment bots
are controlled by using the commands and launch
different attacks. The network traffic contains traffic from
IRC to bot and other hosts in the network.

b) Flow Characteristics

Our experiment contains over 260000 packets
with the flow characteristics shown in below table1. We
have filtered this traffic to separate normal or legitimate
and Botnet traffic. During the experiment the protocol
hierarchy statistics is shown in the following table 2.

Name of Field Filed Details
Source Source IP address
Destination Destination IP address
Protocol Name of protocol
Length Packet Length in bytes
Info Information about packet

Table 1 - Flow Characteristics

Protocol % Packets |Packets
Transmission Control Protocol 541 % 142640
SSH Protocol 0.10 % 270
Internet Relay Chat 7.50 % 19748
Virtual Router Redundancy Protocol 4.75 % 12524
User Datagram Protocol 7.38 % 19443
Domain Name Service 510 % 13441
Drop box LAN sync Discovery| 0.58 % 1534
Protocol
NetBIOS Name Service 1.43 % 3766
Internet Control Message Protocol 0.02 % 45
IP v6 0.01% 33
SMB 018 % 462
Internet Group Management| 0.16 % 415
Protocol
Address Resolution Protocol 29.20 % 76943
Logic-Link Control 2.24 % 5907
Spanning Tree Protocol 217 % 5715
Cisco Discovery Protocol 0.07 % 192
IP V6 210 % 5545
DHCP V6 1.18 % 3098
Domain Name Service 0.84 % 2208
HTTP 0.03 % 66
ICMP v6 0.07 % 173

Table 2 . Protocol Hierarchy Statistics

c) Bot Communication

When the bot join the channel the Botmaster
controls the bot, the captured traffic by Wireshark is
shown in following figure 2. The victim joins using port
6667. It is observed that the packet length of Botnet
traffic is within the range of 50~500 bytes.
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Figure 2. Result Analysis
V. CONCLUSION

Botnet are emerging threat with hundreds of
millions of computers infected. A study of Zhaosheng
Zhu, Northwestern University, USA, shows that about
40% of all computers connected to the internet in the
world are infected bots and controlled by attackers. Our
paper experimentally shows the behavior and
understanding of Botnet attacks. Understanding Botnet,
detecting and tracking Botnet, and defending against
Botnet is need of time. While Botnet are widespread, the
research and solutions for Botnet are still in their infancy.
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Absiract - Websites are playing a very important role in field of
information Technology. Usability is also of much importance
in exploring the websites. The objective of this paper is
assessing the usability of the websites of the Pakistani
Universities and giving the idea of developing the websites of
the universities/institutions fulfilling the user needs. Different
parameters were analyzed in light of usability in the websites
of different universities in Pakistan. It was evaluated that these
universities websites have the errors in the parameters not
following the rules of usability. The usability of websites of
different universities/institutions of Pakistan can be improved
applying the one rule for every factor so that the user can
encounter every task easily with no tedious effort and
confusion. These rules of usability should be announced by
the government and the universities should be limited in these
rules to facilitate the fresh and experienced users.

l. [NTRODUCTION

sability is an eminence elementthat analyzes
how the interfaces are easy to use for the user.

The following components can easily define the

usability [1].

e Learnability is related with encountering the design
for the first time; it will be simple for the users to
perform the essential tasks.

e Efficiency is how rapidly a user can encounter the
different tasks after learning the design.

e Memorability is to which extent the user has the
ability to perform different tasks easily which he had
encountered few years ago.

e FErrors are how many mistakes made by the user,
how rigorous they are and how easy they can be
recoverable.

e Satisfaction is to what limits the design is satisfying?

Usability has much importance in the web e.g. if
the website is designed so that a user is feeling
comfortable to accomplish different tasks he wants and
he is aware of the current location in the website (where
he is in website now), so it is good, otherwise he will be
confused and will never visit this website.

a) Logo
On every page, there should be placed a logo of
the organization at a constant place (top left corner), so
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that the user is confident about himself that he is
searching the same site to which he has entered some
time ago [2].

b) Title
Title/Name should be placed on every page and
there should be a link on it [3].

c) Search

On all pages of the website, there should a
search option so that the users need not to go to the
home page to search the specific word or topic [4].

d) Breadcrumbs

It cannot be expected from the user for using
the breadcrumbs efficiently. The competence of the
navigation can be increased by using the breadcrumbs
in effective way and directions will be provided to the
users visiting the website [5].

e) Visited and Unvisited Links

There should be the proper colors for the visited
and unvisited links. A link should be of specific color
(blue) before it is visited and its color should be
changed to another color (purple) to assist the user to
notify him the visited and unvisited links [6].

1) Avoid Scrolling Horizontally

There should be a proper layout of the page so
that the user can get rid of scrolling horizontally.
Scrolling horizontally is the time consuming and boring
process for the user for viewing the whole contents of
the screen [7].

g) Back button is disabled

Different websites have different links that open
the new window and when they are opened by the user,
the back button is found disabled and the new opened
windows have no information about the past navigation
of the user [8].

h)  Font Size

The font size in the websites should be at least
12pts [9].The older persons of 65 years age and above
are elder (ages 65 and older) are the fastest emergent
on the net and 43% older persons face problem as
compared to the young persons [10].

1) Typeface

There should be the two font style i.e. Verdana
or Arial and the Verdana font style is preferred and is
linked on all the pages of the website. This font style can
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be used in the whole website to increase the efficiency
of the website [11].

) About US

The About us section is visited by the users to
know about the university/Institution website to decide
about believing him. It has been surveyed that the sites
and mission, and decide whether to trust the

1. Quaid E-Azam (hito.//www.qau.edu.pk/)

organization. Our studies show that companies neglect
vital prospect to join with users through the portal [12].

k) Site Map

Site maps are used in different websites
supplying the summary of the whole website. It provides
the tree structure of the website [13].

S. No. Parameters Yes No
1 Logo Yes (But hidden on linked pages)
2 Title yes
3 Search No
4 Breadcrumbs yes
5 Visited & unvisited Link No
6 Avoid Scrolling horizontally yes
7 Back button enable yes
8 Font Size yes
9 Typeface yes
10 About us used for org. info No option available
11 Site Map yes

In accordance with the different rules and
searching for these rules in the website of the above
mentioned institution, it has been taken in the
consideration.

The monogram of the institution is present on
the home page at its proper place (top left corner), but
when the website was further navigated, there is missing
of the monogram on the top left corner of linked pages.
The title of the site is present on the home page as well
as on the linked pages at the top of the page but the link
is not available on this title.

According to the rules, there should be a search
option on the top right side of the page on the home
page as well as on the linked pages, but after searching
that site, there is no search option on the home page
and the linked pages.

The breadcrumbs are creating step by step in
the site when this site is further visited.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

© 2013 Global Journals Inc. (US)

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

As according to the rules, there should be an
“About Us” option in which there will be the information
about the organization/institution, but after visiting the
site of that institution, it has been noticed that there is no
“About Us” option present on the page.

The “Site Map” is present on the page of the
site which shows all the contents of the site in hierarchy
structure, so by clicking on the “Site Map”, it will be
helpful for the user to see that what contents this site
involves.

2. PIEAS (htto.;/www.pieas.edu.pk/)

S. Parameters Yes No

No.
1 |Logo No
2 |Title yes | Link not available
3 |Search No
4 | Breadcrumbs No
5 |Visited & unvisited Link No
6 |Avoid Scrolling horizontally | yes
7 |Back button enable es

8 |Font Size Yes

9 |Typeface es

10 |About us used for org. info | yes

11 |Site Map No

The monogram of the institution is not at the
proper place (top left corner).

The title is available on the home page and on
the linked pages but the link is not available on this title.

According to the rules, there should be a search
option on the top right side of the page on the home



page as well as on the linked pages, but after searching
that site, there is no search option on the home page
and the linked pages.

There is no creation of the breadcrumbs when
the site is further explored.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far. There is no horizontal
scrolling in the website and the user is free of tedious
effort to scroll horizontally. When the site was checked
for the back button, it was evaluated that when the
different links were visited in the site, we were able to go
back (the back button is enable) and the linked contents
do not open in the new window, so the user will feel
comfortable to use that site and will be enable to visit
further links by clicking on the enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site. The typeface in the site used is Verdana and Arial
as in the rules.

‘About us” is present in the site providing the
information of the Institution.

“Site Map” is not present which can lead to
confusion for the user because the “Site Map” provides
the contents of the website in tree structure from which a
user can estimate that what the contents it involves in
less time.

3. Aga Khan University, Karachi (hito.//www.aku.edu/

Pages/home.aspx)

S# Parameters Yes No

1 |Logo Yes Not a Top
left

2 | Title yes

3 | Search Yes

4 | Breadcrumbs Yes

5 | Visited & unvisited Link No

6 | Avoid Scrolling horizontally |  yes

7 | Back button enable Yes

8 | Font Size Yes (12)

9 | Typeface yes

10 | About us used for org. info| yes

11 | Site Map Yes

The monogram of the institution is not at the
proper place (top left corner).

The title is available on the home page and on
the linked pages.

The search option in this site is present on its
proper place (top right corner) following the rule which is
assistive for the experienced and fresh users to search
all the contents of the website which he wants to search
by saving precious time.

all the contents of the website which he wants to search
by saving precious time.

The breadcrumbs are creating step by step in
the site when this site is further visited.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is present on the page of the
site which shows all the contents of the site in hierarchy
structure, so by clicking on the “Site Map”, it will be
helpful for the user to see that what contents this site
involves.

4. University of Agriculture, Faisalabad (htip.//uaf.ea.
Pk/new/deraull.aspx)

S# Parameters Yes No
Not a Top

! |Logo % et Link

2 |Title yes | Linknot
available

3 |Search No

4 | Breadcrumbs No

5 | Visited & unvisited Link No

6 | Avoid Scrolling horizontally | yes

7 | Back button enable Yes

8 | Font Size Yes (12)

9 |Typeface yes

10 | About us used for org. info | yes

11 | Site Map No

The monogram of the institution is present on
the home page but is not on its proper place (top left
corner) and is not available on the linked pages.

The title of the page is available but there is no
link available on the title.

According to the rules, there should be a search
option on the top right side of the page on the home
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page as well as on the linked pages, but after searching
that site, there is no search option on the home page
and the linked pages.

There is no creation of the breadcrumbs when
the site is further explored.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is not present in the site to
assist the user to see the contents of the website in less
time.

5. University of the Punjab, Lahore (htio.//www.pu.
eau.pky)

S# Parameters Yes No
1 |Logo Yes Link
, Link not
2 | Tite yes available
3 |Search Yes(without | N
no text field)
4 | Breadcrumbs Yes
5 | Visited & unvisited Link Yes(proper NoO
color)
6 |Avoid Scrolling horizontally yes
7 | Back button enable Yes
8 |Font Size Yes
9 |Typeface yes
10 |About us used for org. info yes
11 | Site Map yes

The logo is present on the home page at top left
corner but the link on it is not available.

The title of the page is available but there is no
link available on the title.

After visiting this website it has been noticed
that there is a search option present on the home page
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as well as on the linked pages but it is wonderful to see
that only the “search” text is present and there is not text
field present beside it but when the search text is
clicked, the search text field appears.

The breadcrumbs are creating step by step in
the site when this site is further explored.

The non visited links appear blue as and when
these links are visited, they also change color from blue
to another color rather than a purple as according to the
rules.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is present on the page of the
site which shows all the contents of the site in hierarchy
structure, so by clicking on the “Site Map”, it will be
helpful for the user to see that what contents this site
involves.

6. National University of Sciences and Technology
(NUST) (htto.;/www. nust.edu.pk)

S# Parameters Yes No
1 |Logo Yes

2 | Title es |Link not available
3 | Search Yes

4 | Breadcrumbs Yes

5 | Visited & unvisited Link No
6 | Avoid Scrolling horizontally | yes

7 | Back button enable Yes

8 |Font Size Yes

9 |Typeface yes

10 | About us used for org. info | yes

11 | Site Map No

The monogram of the institution is at the proper
place on every page.

The title is available on the home page and on
the linked pages but a link on it is not available.

The search option in this site is present on its
proper place (top right corner) following the rule which is
assistive for the experienced and fresh users to search
all the contents of the website which he wants to search
by saving precious time.

The breadcrumbs are creating step by step in
the site when this site is further visited.



When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is not present in the site to
assist the user to see the contents of the website in less
time.

7. Pir Mehr Ali Shah Arid Agriculture University,
Rawalpinai (htto.;/www.uaar.edu.pk/)

S# Parameters Yes No
1 |Logo Yes

2 |Title yes

3 |Search no
4 |Breadcrumbs Yes

5 |Visited & unvisited Link No
6 |Avoid Scrolling horizontally |  yes

7 |Back button enable Yes

8 |Font Size Yes (12)| 10,11
9 |Typeface yes

10 |About us used for org. info | yes

11 |Site Map No

Both the logo and title are present, the logo is at
its proper place having a link on it but the title has no
link on it.

According to the rules, there should be a search
option on the top right side of the page on the home
page as well as on the linked pages, but after searching
that site, there is no search option on the home page
and the linked pages.

The breadcrumbs are creating step by step in
the site when this site is further visited.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was

noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is not present in the site to
assist the user to see the contents of the website in less
time.

8. University of Health Sciences, Lahore (hitp./www.
uhs.eau.pk)

S# Parameters Yes No
Link not
1 |Logo ves available
' Link not
2 |Title yes available
3 | Search No
4 | Breadcrumbs No
5 | Visited & unvisited Link No
6 | Avoid Scrolling horizontally | yes
7 | Back button enable No
8 |Font Size Yes (12)] 10,11
9 | Typeface yes
10 | About us used for org. info | yes
11 | Site Map Yes

Both the logo and title are available but there is
no link available on it.

The search option is also not present and
breadcrumbs are also not creating in the website of this
institution.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

The back button in this site became disabled

when further navigation is encountered which is
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problematic for the user because a new window is
opened for each navigation and the user cant go back
by clicking on the back button which became disabled.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is present on the page of the
site which shows all the contents of the site in hierarchy
structure, so by clicking on the “Site Map”, it will be
helpful for the user to see that what contents this site
involves.

9. COMSATS Institute of Information Technology
(CIIT), Islamabad http.//www.ciit.edu.pk/)

S# Parameters Yes No
Link not
1 |Logo ves available
o |Title Yes | Hnknot
available
3 |Search No
4 |Breadcrumbs No
5 |Visited & unvisited Link No
6 |Avoid Scrolling horizontally | yes
7 |Back button enable No
8 |Font Size Yes (13)| 10,11
9 |Typeface yes
10 |About us used for org. info| yes
11 | Site Map No

In the website of this institution, the logo and
title both are present but the link is not available on both
of them. The search option and breadcrumbs are also
not available in this site.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

The back button in this site became disabled
when further navigation is encountered which is
problematic for the user because a new window is
opened for each navigation and the user cant go back
by clicking on the back button which became disabled.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
site.

The typeface in the site used is Verdana and
Arial as in the rules.
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“About us” is present in the site providing the
information of the Institution.

The “Site Map” is not present in the site to
assist the user to see the contents of the website in less
time.

10. Lahore University of Managerment Sciences, Lahore
(htto.//www.lums.eadu.pk/)

S# Parameters Yes|No
1 |Logo Yes
2 |Title Yes
3 |Search Yes
4 |Breadcrumbs Yes
5 |Visited & unvisited Link No
6 |Avoid Scrolling horizontally | yes
7 |Back button enable yes
8 [Font Size Yes
9 |Typeface yes
10 |About us used for org. info | yes
11 |Site Map yes

The monogram of the institution is at the proper
place on every page

The title is available on the home page and on
the linked pages.

The search option in this site is present on its
proper place (top right corner) following the rule which is
assistive for the experienced and fresh users to search
all the contents of the website which he wants to search
by saving precious time.

The breadcrumbs are creating step by step in
the site when this site is further visited.

When the site was visited for surveying the
colors of the visited and non visited links, it was
evaluated that the when the links were navigated for
further searching and was back to that link, it was
noticed that the color of the visited link was not change
to purple which is a big fatigue for the user using the site
because he will not be aware of himself that which part
of the site he has visited so far.

The links were navigated for further searching
and was back to that link, it was noticed that the color of
the visited link was not change to purple which is a big
fatigue for the user using the site because he will not be
aware of himself that which part of the site he has visited
so far.

There is no horizontal scrolling in the website
and the user is free of tedious effort to scroll horizontally.

When the site was checked for the back button,
it was evaluated that when the different links were visited
in the site, we were able to go back (the back button is
enable) and the linked contents do not open in the new
window, so the user will feel comfortable to use that site
and will be enable to visit further links by clicking on the
enabled back button.

The font size is at least 12pts according to the
rules which is assistive for the aged people using that
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site. The typeface in the site used is Verdana and Arial
as in the rules.

“About us” is present in the site providing the
information of the Institution.

The “Site Map” is present on the page of the
site which shows all the contents of the site in hierarchy
structure, so by clicking on the “Site Map”, it will be
helpful for the user to see that what contents this site
involves.

[I.  CONCLUSION

After detailed study of the websites of different
universities/institutions, it has been concluded that most
of the institutions/universities do not follow the web
usability rules due to which the users (fresh &
experienced) face different problems exploring these
sites and also a time consuming process. When the
user visits a site which has no usability rules became
bored in the first time of the exploring and never visits
this site again. Different universities/institutions must
follow the wusability rules to facilitate the user in
encountering different tasks which leads to time
consuming free exploring tasks. Different parameters
were analyzed in light of usability in the websites of
different universities in Pakistan. It was evaluated that
these universities websites have the errors in the
parameters not following the rules of usability. The
usability of websites of different universities/institutions
of Pakistan can be improved applying the one rule for
every factor so that the user can encounter every task
easily with no tedious effort and confusion. These rules
of usability should be announced by the government
and the universities should be limited in these rules to
facilitate the fresh and experienced users.
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Absiract - In MANETs the nodes are capable of roaming
independently. The node with inadequate physical protection
can be easily captured, compromised and hijacked. Due to
this huge dependency's on the nodes, there are more security
problems. Therefore the nodes in the network must be
prepared to work in a mode that trusts no peer. In this paper
we look at the current scheme to transmit the data in MANETS.
We then propose a new scheme for secure transmission of
message in MANETs as Alternative scheme for DF’s new Ph
and DF's additive and multiplicative PH. Here we also provide
the computational cost of the homomorphic encryption
schemes. We also provide the implementation issues of our
new scheme in MANETs. For the entire message to be
recoverd by the attacker, the attacker needs to compromise
atleast g nodes, one node from each group g and know the
encryption keys to decrypt the message. The success rate of
our proposed new scheme is 100% if there are more number
of active paths in each group of the network.

I.  GORTI'S-ENHANCED HOMOMORPHIC
CRYPTOSYSTEM (EHCQ)

new Enhanced homomorphic Cryptosystem
(EHC) for homomorphic Encryption / Decryption

with IND-CCA secure. Homomorphic encryption
schemes allow operations to be performed on the
encrypted data as if the operations are performed on the
plaintext. Homomorphic encryption has numerous
applications in real time. The computer will perform the
computation on the encrypted data, hence without
knowing anything of its real value. Finally, it will send
back the result, and that will be decrypted. For
coherence, the decrypted result has to be equal to the
intended computed value if performed on the original
data. For this reason, the encryption scheme has to
present a particular structure [23].By keeping the all the
industry demands we proposed new scheme exhibit
better performance than existing schemes mainly in
processing speed, memory and power consumption.
Our scheme is a non deterministic and exhibits addition,
multiplication, mixed addition and mixed multiplication
operations. Our Construction. A large prime number ‘p’,
another prime number ‘q’ such that g < p are taken and
a random number ‘r’ has taken to make the scheme non
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deterministic. Consider the set of clear text data Zp and
the set of clear text operations {+, - * / and mixed}
consisting respectively, of the addition, subtraction,
multiplication and mixed multiplication modulo m, with
m= pq. Let the cipher text data set be Zc. Define the
encryption key k = (p, gmr) and Ek(X)=)(mod m).
Decryption will be done with the secret key k = (p ),
X=Dk (Y ) = C mod p. But can be broken if p can be
discovered but which is a very tough to solve. A
computer can factor that number fairly quickly, but
(although there are some tricks) it basically does it by
trying most of the possible combinations. One can find
two huge prime numbers, p and g that have 200 or may
be 400 digits each. Q will be kept secret (It is secret
key), and by multiplying them together to make a
number m = pg. That number m is also a secret key to
encrypt the data. It is relatively easy to get m by
multiplying p and g. But if anybody know m, it is
basically impossible to find p and g . To get them, you
need to factor m, which seems to be an incredibly
difficult problem finding the ‘ r * also difficult as this value
will be generated randomly. it is generally regarded that
m should be at least 1024, if not 2048.

a) Operations Encryption/Decryption of EHC Scheme

Secretkeygen()

Chose large prime number and another
prime number ‘ q

Calculate m=p *q

Generate a random number ‘r ‘.

r,q and m Kept secret. Secret values r,qland

p

m Shared key : p
Encryption
Encrypt(X,m,p,q,r)
Assume X €,
Compute
Output Y €7,
Decryption

Y = (X + r*p% (mod m)

Decrypt(Y,p)
input Y €Z;
compute X =Y mod p

output XZ&

Algorithm of EHC
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In order to see that the scheme above
deciphers correctly it is necessary to prove that
decryption really outputs the original message M.

Proof . Encrypt the message X
E(X) = )(mod m)
Cipher text Y will be (X+rp)
DecryptY = X =Y mod p
= (X+rp) mod p
=rpmodp + Xmod p
= X Plaintext

b) Security of the Encryption Scherme
We can support strongly our scheme is more
secure when compare to existing schemes as follows :

1. Our scheme is very strong as it uses the secret keys
g, m and r and sharing key p for encryption. So it is
very difficult to find the secret keys.

2. Our scheme only shares the shared key p only
between the sender and receiver so it is very difficult
tofindthe gandr.

3. Random number ‘1’ will be generated randomly so
that every time the same plaintext mapped to
different cipher text so that it is very tough to track
the plain text even with strong observation for
opponent.

4. Opponent cannot get the secret value and random
number.

5. Our scheme supports Addition, Multiplication, Mixed
addition and Mixed multiplication.

6. As we are taking large prime number p the
decryption circle will be more so that second
multiplication also possible.

7. Is IND-CCA secured scheme which will be proved in
the next section.

8. It is very faster than the existing schemes and
consumes less power and memory.

c) Non deterministic feature which enhances the
security

The random number ‘r' gives the feature non
deterministic means the plaintext will be converted into
different cipher text with the change in the value r. We
can better understand using the following example.

Let p=11 g=7 r=2 x1=5 x2=3 then m=77
cipher text Y1= 27 cipher text Y2= 25.

Now by changing the random number the same
plain text will be mapped to another cipher texts Let
p=11 g=7 r=4 x1=5 x2=3 then m=77 cipher text Y1=
49 cipher text Y2= 47.

[I.  INTRODUCTION TO MANETS

Mobile Ad-hoc network (MANETS) is a set of
wireless devices called wireless nodes, which
dynamically connect and transfer information. By
definition, MANETs differentiate themselves from
existing networks by the fact that they rely on no fixed
infrastructure [Zhou and Haas 1999]: the network has no
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base stations, access points, remote servers, etc.
Wireless nodes can be personal computers
(desktops/laptops) with wireless LAN cards, Personal
Digital Assistants (PDA), or other types of wireless or
mobile communication devices. Figure 1.1 illustrates
what MANET is. In general, a wireless node can be any
computing equipment that employs the air as the
transmission medium. As shown, the wireless node may
be physically attached to a person, a vehicle, or an
airplane, to enable wireless communication among
them.

Technically and architecture wise if we see the
MANETs environment consists of mobile nodes that
communicate directly with each other in a peer to peer
way. Mobile nodes that join together in on movement
and they create a network on their own and each these
node performs the basic operations like routing and
packet forwarding without the help of an established
infrastructure. All the available nodes can join together in
the network and carry out network operation. Due to this
huge dependency's on the each other nodes it is
obvious to have more security problems. Other angle if
we observe in MANETs, the nodes are capable of
roaming independently so that the node with inadequate
physical protection can be easily captured, may
compromise and hijacked. Therefore the nodes in the
network must be prepared to work in a mode that trusts
no peer [12, 13].

Security is an important area for MANETS,
especially for those comes under security-sensitive

applications. To provide security in MANETs, we
consider the following  attributes:  availability,
confidentiality, integrity, authentication, and non-

repudiation.[81] Mobile ad hoc networks are self
configurable and autonomous systems, comprising of
nodes, which are able to move and organize themselves
arbitrarily without any infrastructure [1]. Without the
support of infrastructure, it is very difficult to distinguish
the insider and outsider nodes of the mobile ad hoc
networks. Since the mobile adhoc network environment
is defined in a unique way, by features such as
frequently changing network topology, vulnerable
wireless links, storage limitations, and constraints in
computational and transmission aspects [2]. Due to the
above-mentioned properties of MANETS, the inclusion
and implementation of security infrastructure has been a
real challenge.

Figure 1.7 . Overview of Mobile Ad-hoc Network



In MANET, a wireless node can be the source,
the destination, or an intermediate node of data
transmission. When a wireless node plays the role of
intermediate node, it serves as a router that can receive
and forward data packets to its neighbor closer to the
destination node. Due to the nature of an ad-hoc
network, wireless nodes tend to keep moving rather than
stay still. Therefore the network topology changes from
time to time.

Wireless ad-hoc  network  have

advantages:

many

— Low Cost of Deployment : Ad hoc networks can be
deployed on the fly; hence no expensive
infrastructure such as copper wires or data cables is
required.

— Fast Deployment . Ad hoc networks are very
convenient and easy to deploy since there are no
cables involved. Deployment time is shortened.

—  Dynamic  Configuration . Ad hoc network
configuration can change dynamically over time.
When compared to configurability of LANSs, it is very
easy to change the network topology of a wireless
network.

MANET has various potential applications.
Some typical examples include emergency search-
rescue operations, meeting events, conferences, and
battlefield communication between moving vehicles
and/or soldiers. With the abilities to meet the new
demand of mobile computation, the MANET has a very
bright future in  MANET, provision of secure
communication protocol should satisfy the following
security requirements [7, 8, 9].

1. Mutual Authentication : Ensures the authenticity of
communicating nodes mutually.

2. Confidentiality Ensures the secrecy of the
message content is known only between the
authenticated communicating nodes (or users).

3. Data Integrity : Ensures the receiver, that the
received message is intact.

4. Non-Repudiation Ensures the origin of the
message cannot deny having sent the message.

5.  Non-Impersonation : Ensures unauthorized users
cannot pretend to be an authorized one to do
malfunction. Proposed novel protocol achieves the
above security requirements and also requires less
computational power due to the deployment of
elliptic  curve  cryptography and  minimum
transmission overhead due to less number of
handshaking messages.

First we will discuss in detail the existing
security solutions available for MANETs. Then we
propose a new scheme for secure transmission of
message in MANETs as an alternative for threshold

cryptography (TC).

[1I.  LITERATURE SURVEY

Network

Mobile ad hoc networks (MANETs) can be
defined as a collection of large number of mobile nodes
that uses temporary network from existing network
infrastructure or central point. Each node participating in
the network acts as host/a router and must forward to
packets for other nodes. MANETs are completely
different from other network because of their
characteristics such as: self organizing capability, node
mobility, provides large number of degree of freedom
and dynamic topology. As mobile ad hoc networks edge
closer toward wide-spread deployment, security issues
have became a central concern and are increasingly
important.

In fact, ad hoc networks cannot be used in
practice if they are not secure, for example, in
applications like emergency rescue and battlefield
communication; if no security mechanism is used, an
adversary can easily thwart the network establishment.
Due to their inefficiency, asymmetric/public key
cryptosystems, for example RSA, are unsuitable for ad
hoc networks where there are constraints on
computation and energy [10]. In fact, symmetric key
systems, like DES, AES and keyed hash functions, are
still the major tools for communication privacy and data
authenticity in most networks. To provide secure
communication for any group of nodes using symmetric
key cryptography, these nodes need to share a
common secret keyl By definition [30], an ad hoc
network is peer-to-peer and does not rely on any fixed
infrastructure.

A mobile ad hoc network (MANET) [1] is a
collection of wireless mobile nodes that form a
temporary network on the fly that operates without the
support of any fixed network infrastructure. MANETSs are
created dynamically and they provide special
challenges beyond those in standard data networks [2].
Some examples of the possible uses of ad hoc
networking [3],[4] include students using laptop
computers to participate in an interactive lecture,
business associates sharing information during a
meeting, soldiers relaying information for situational
awareness on the battlefield, and emergency disaster
relief personnel coordinating efforts after a hurricane or
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earthquake. In such networks, each mobile node
operates not only as a host but also as a router and
cooperates dynamically to establish routing among
them to discover “multihop” paths through the network
to any other node.

There are various issues related to ad hoc
networks [5], [6]. Several protocols have been proposed
for routing in such an environment.

A Mobile Ad Hoc Network (MANET) is a
collection of mobile nodes (hosts) which communicate
with each other via wireless links either directly or relying
on other nodes as routers. The operation of MANETs
does not depend on preexisting infrastructure or base
stations. Network nodes in MANETs are free to move
randomly. Therefore, the network topology of a MANET
may change rapidly and unpredictably. All network
activities, such as discovering the topology and
delivering data packets, have to be executed by the
nodes themselves, either individually or collectively.
Depending on its application, the structure of a MANET
may vary from a small, static network that is highly
power-constrained to a large-scale, mobile, highly
dynamic network.

Mobile Ad Hoc Networks (MANETS) have been
an area for active research over the past few years due
to their potentially widespread application in military and
civiian communications. Such a network is highly
dependent on the cooperation of all of its members to
perform networking functions.

IV. ADVANTAGES OF MANETS

The following are some of the advantages of
mobile ad hoc networks.

i. They provide access to information and service
regardless of geographic position. This is applicable
in military or police exercises, disaster relief
operations, mine site operations, and urgent
business meetings, where instant communication is
needed.

i. These networks can be setup at any place and time.
They can be setup without wires or base stations
and the nodes are free to move randomly and
organize themselves arbitrarily; thus the networks
wireless topology may change rapidly and
unpredictably. Mobile devices in the network can
freely leave or join the network at will.

ii. The networks work without any preexisting
infrastructure. This makes MANETSs cost effective for
areas where there are no standard communication
infrastructures.  Owners of MANET equipped
devices can communicate with each other, share
data and streaming video.

iv. Low Power Consumption is another strong point for
MANETs. Most devices used are battery powered;
hence they are portable, making mobility easy and
devices affordable. Examples are Bluetooth enables
phones, laptops, palm tops, etc.
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V.  CHALLENGES OF MOBILE AD-HoC
NETWORKS

Some challenges mobile ad hoc networks face
towards efficient delivery of service includes:

a) Routing is a Most

Required function in any network. In ad hoc
networks, routing poses two specific challenges. Firstly,
routing in traditional networks (examples: the Internet
and cellular networks) aims to quickly propagate
changes in topology or reach ability, hence creating
stable networks, while in mobile ad hoc networks, the
topology is constantly changing and is deemed
unstable. Secondly, traditional routing solutions rely on
some form of distributed routing databases, maintained
by the operators in either the networks nodes or
specialized management nodes. In mobile ad hoc
networks, nodes cannot be assumed to have persistent
data storage, and they cannot always be trusted
[Hubaux, et al 2001].

b)  Mobility Management

A network must manage the mobility of its
terminals, and therefore be able to locate any of them. In
particular, if a terminal wants to communicate with
another, it will make use of the address of the latter; the
network will have to locate it in some way. The simple
solution of broadcasting a paging message to the whole
network does not scale. For example, in cellular
networks, the location of the mobile stations is stored in
centralized servers. The self-organization of ad hoc
networks precludes the existence of such servers,
leading to mediate loss/trace of any node once outside
the range of the immediate network.

c) IP (Internet Protocol) Addresses

For small mobile ad hoc networks, addresses
are allocated in the traditional way, with an IP prefix
identifying the mobile ad hoc network. For large-scale
networks, the topology based address allocation
currently used in the Internet may not be optimal. In
contrast, a node address should be interpreted as a
stable node identifier, which carries no specific
topological information.

d) Transport Layer

Of ad hoc networks also requires attention.
Transmission and Control Protocol (TCP) performance
in ad hoc networks may be severely degraded, as TCP
interprets losses as a signal of congestion and this
adversely reduces its sending rate, whereas wireless
links may temporarily exhibit high loss rates due to
transmission errors not related to congestion.

e) Radio Interface

This can be engineered in different ways, based
on the requirements of a specific system. Issues to be
taken into account include:



i. The decrease in signal strength as the square of the
distance.

i. Some of the traditional multi-access protocols used
for wire line LANs cannot be used; example:
collision detection is not appropriate because a
node is wusually unable to listen while it is
transmitting.

ii. Two terminals may unknowingly interfere at a third
one.

9 Security

This is of critical importance for most networks,
and mobile ad hoc networks are no exception. Several
security features can be required, such as availability of
service despite denial-of-service attacks, confidentiality,
integrity, authentication, and non-repudiation.
Guaranteeing these features is a major challenge.

q) Power Management

Is almost always a difficult issue in wireless
networks. In the case of ad hoc networks, there are
essentially two concerns:

i. Power has to be fine-tuned in order to maximize the
throughput of the network: the higher the power, the
larger the transmission ranges of the node, but also
the higher the interference from other signals.
Trade-off is obtained when there is on average
exactly one packet in transit over each hop.

i. Since the nodes are usually battery operated, it is
important to minimize their consumption. A typical
solution consists in turning the devices to a sleep or
idle mode whenever they

VI. EXISTING SECURITY SOLUTIONS
AVAILABLE IN THE AREA MANETS

1. Secure routing protocol
a) Secure Routing Protocol (SRP) [9, 10].
b) Secure link state protocol (SLSP) [11].
2. Secure data forwarding
a) Secure Message Transmission (SMT) [12,13]
b) Threshold Cryptography (TC) [14].

In detail we can see below.

a) Secure routing protocol suggested for MANETs
(SFF)

There are various secure routing protocols
suggested for routing packets in MANETs. One such
routing protocol is Secure Routing Protocol (SRP) [9,
10]. In SRP, only the end nodes have to be securely
associated, with no need for cryptographic operations at
the intermediate nodes. SRP provides one or more route
replies, whose correctness is verified by the route
“‘geometry” itself, while compromised and invalid routing
information is discarded. Another routing protocol is
secure link state protocol (SLSP) [11] for MANETSs. It
uses the secure neighbor discovery and the use of
neighbor lookup protocol (NLP) strengthens SLSP

against attacks that attempt to exhaust network and
node resources. Furthermore, SLSP can operate with
minimal or no interactions with a key management
entity, while the credentials of only a subset of network
nodes are necessary for each node to validate the
connectivity information provided by its peers.

b) Secure Data Forwarding Suggested for MANETs
We will see two major secure message

transmission schemes such as Secure Message

Transmission and Threshold Cryptography.

c) Secure Message Transmission

Secure routing is the pre-requisite for
implementing secure data forwarding. The main concept
here is forwarding data securily in MANETs in the
presence of malicious /untrusted nodes after the
discovering the route between the source and target.
There are various schemes with various factors
proposed for secure data forwarding such as data
forwarding based on neighbor’s rating, implementing
currency system in network for packet exchange, and
redundantly dividing and routing message over multiple
network routes. For example, Secure Message
Transmission (SMT) is a secure data forwarding scheme
in which first the active paths are discovered between
two nodes using secure routing protocol. Based on B
active paths, the message is divided into B different
parts such that any A parts can be used to recover this
message. These B partial messages are then routed on
the identified paths. The destination can recover a
message when A or more partial messages are
received. Thus, this scheme ensures that the message
reaches the destination even if a few packets are
dropped in transit. Both the above security solutions are
essential to ensure that the MANETSs survive even in the
presence of malicious or untrusted nodes. Thus, by
implementing the above solutions the nodes can
communicate securely without relying on all nodes on
only one route. The concept of dividing the message
using SMT protocol is extended further in the Threshold
Cryptography can be implemented to redundantly
fragment the message into B parts such that using any
T parts the message can be recovered [12, 13, 14]. Now
we will see in detail about the this.

d) Threshold Cryptography

The main goal of threshold cryptography (TC) is
to split a cryptographic operation among multiple users
so that some predetermined number of users can
perform the desired (cryptographic) operation. In
organizations, many security-related actions are taken
by a group of people instead of an individual so there is
a need for guaranteeing the authenticity of messages
sent by a group of individuals to another group without
expansion of keys and/or messages. To avoid a key
management problem and to allow distribution of
power, an organization should have one public key.
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The power to sign should then be shared, to
avoid abuse and to guarantee reliability. Main aim of TC
is to make this possible. Both the schemes ECC and
RSA are homomorphic.  Therefore, threshold
cryptography is  applicable and cryptographic
operations can be split among multiple users such that
any subset comprising of f users can perform the
desired operation, where tis a predefined number. In a ¢
out of n scheme, any set of 7 users can perform the
desired operation, while any set of (t-1) users or less
cannot. A cryptographic scheme based on threshold
cryptography is secure against an attacker as long as
the attacker compromises no more than (t-1) nodes.

Threshold cryptography (TC) [13, 14, 15]
involves sharing of a key by multiple individuals called
shareholders engaged in encryption/decryption. The
aim of this is to have distributed architecture in a hostile
environment. Other than sharing keys or working in
distributed manner, TC can be implemented to
redundantly split the message into B parts such that
with T or more pieces the original message can be
recovered. This ensures secure message transmission
between two nodes over B multiple paths. Threshold
schemes generally involve key generation, encryption,
share generation, share verification, and share
combining algorithms. The basic requirement of any TC
scheme is Share generation, for data confidentiality and
integrity. Threshold models can be broadly divided into
two major First one is single secret sharing threshold
e.g. Shamir's f-out-of-n scheme based on Lagrange’s
interpolation and later one is threshold sharing functions
e.g. geometric based threshold. These schemes are
being used to implement threshold variants of RSA,
ElGamal,LECC and Privacy Homomorphism[13, 14].
RSA-TC and ECC-TC has been discussed in the papers
[13, 14, 15]. It has been shown that RSA-TC using key
sharing is unsuitable in resource constrained MANETs
due to high storage, computation, and bandwidth
requirements [13].

ECC-TC has been shown to be more efficient
for resource constrained MANETs [14]. The authours in
paper [14] has used variation of ECC implemented
algorithms such as Diffie-Hellman (DH), Menezes
Vanstone (MV) and L Ertaul in MANETs. They have
performed various comparison tests in different
scenarios between these different ECCs'. ECC-DH split
before encryption has been proved to be better for
resource constraint sender as the encryption timings are
lowest. ECC-MV split before encryption has been
proved to be best for decryption at the resource
constraint receiver as the decryption time is lowest. The
encryption and decryption time of ECC- MV and ECCDH
has been shown to vary significantly for encryption
before split and encryption after split. The encryption
and decryption time of ECC-Ertaul has been proved to
be more moderate for varying key sizes, T and B for
both encryption before split and encryption after split. As
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a result ECC-Ertaul has been suggested as a best
variation of ECC for MANETSs in his experiment results
[14]. We will show by our observations in our
experiments how our Enhanced homomorphic
encryption scheme can be used as an alternative for TC
for performing the transmission the message securely in
MANETS in the next section.

e) MANETs — New Protocol by Implementing EHES

In ECC based TC there is an overhead of
message splitting using Lagrange Interpolation scheme.
In our new scheme keeping the concept of threshold
cryptography in mind, the message can be split and
encrypt by the our Enhanced homomorphic encryption
scheme removing the overhead discussed above by
Lagrange Interpolation all together. In our scheme we
increase the success rate as compared to RSA based
TC. In our study we used the Elgamal, MMH along with
our Enhanced Homomorphic encryption scheme to
encrypt the message. We also tested their encryption
times and execution times. Here we will discuss about
our new protocol to transmit the encrypted message
securely by using our Enhanced homomorphic
encryption schemes. We show that even if a node is
compromised, the node will not be able to determine the
sensitive information. Even if certain number of nodes
are compromised and not send the message, the
destination can recover the message.
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Figure 7. New Protocol in MANETSs

In our protocol we are only interested in secured
message transmission securely on the already
established path not in path establishment from the
sender to the receiver. We assume that set of disjoint
paths and the key (using any of the key distribution
schemes.) have already been established from the
sender to receiver by MANETSs routing protocols [9, 10]
between the sender and receiver.

To transmit the message securely, the idea is to
group the set of 1 disjoint paths from sender to receiver
into g groups, each group having at least r/g active
disjoint paths. The message to be transmitted is split
into number of messages equal to g and encrypted
using homomorphic encryption schemes [2,3,4,5]. The
encrypted split message is sent to each of the g groups
so that the each group having only one encrypted split
message. Each node (router) in the group also will have



the same split message and the entire message cannot
get even if node compromised. As Homomorphic
encryption schemes are used to encrypt the split
message, by performing addition operation on the
encrypted split messages the receiver can recover the
entire encrypted message and decryption the entire
recovered message. This scheme is illustrated in the
Figure 5.17.

As we know, the nodes are always on the move
in MAMETs. There will be scenarios where the
intermediate node is out of range or may have been
killed or out of the MANET all together. In such cases
how would the receiver get all the split messages sent
by the sender? It is the serious question. To ensure that
the receiver gets all the split messages, the sender
sends the same split messages to more than one
disjoint paths. Let us assume that there are n disjoint
paths and the disjoint paths getting the same split
message belongs to one group. Let us assume that
there are g groups of disjoint path, with each group
having at least r/g disjoint paths. The sender splits a
message into g splits, and sends each split to each
group. The receiver recovers the entire message even if
at most (r/g)-7 disjoint paths are not active. A malicious
node cannot recover the entire message as it gets only
partial encrypted message. To ensure security the
sender does not send more than one split message to
the same group of nodes.

f) Secure data forwarding protocol with EHES
implementation results

We simulated the MANETs environment using
the programming language C in the Linix environment. It
is done on a system having the Intel® Core™ 2 Duo
CPU T5750@2GHz CPU and 3 GB system memory
running the Linux kernel —2.6.25-14.fc9.i686 Fedora
release -9.

The assumptions during implementation are
that there is a sender, receiver and multiple forwarding
nodes between them and set of active disjoint paths
have already been established from the sender to
receiver by the routing protocols. We also assume that
the key for homomorphic encryption scheme has
already been established between the sender and
receiver by using any of the key distribution schemes.
The Homomorphic encryption scheme used to encrypt
the message at the sender are Enhanced Homomorphic
encryption scheme, Mixed multiplicative homomorphism
and Elgamal. Using our simulation system, We have
tested all the schemes processing timing encryption
timings. Here we also tested the following scenarios

1. By varying key sizes 512, 1024 and 2048 bits by
keeping the message size fixed.

2. By varying message sizes 500, 1000, 2000 bits as
on stream and 100, 250, 500 bits as in another
streams with fixed key size ( 512,1024 and 2048
bits).

3. By varying d (splitting times) size 2,4,6,8,10 to find
the best d value in the Network as the d is based on
number of groups.

4. Here we have considered the following two

— First one, encryption done after the splitting the
message.

— Second one, Encryption done first and then split the
message.

In our simulation the active disjoint paths getting
the same message are grouped as one group. Based
on n active paths the groups g are determined. The
sender splits the message and encrypts each split
message with the one of the homomorphic encryption
schemes. In our network, n and g are fixed to
(12{26,12}), (16,{2816}) and (24,{21224}). The
proposed network rate of success is computed as ( No.
of recovered messages by the receiver/No. of sender
sent message s) * 100 ... (5.1) The rate of success of
the network with n and g fixed to (72{26,12})
(16,{2,8 16}) and (24,{21224}) is determined by
randomly Kkilling the nodes. The nodes are Kkilled
randomly by using Exponential distribution provided by
the function in GSL library [41].

In our implementation, the sender first splits the
message into g partial messages where each partial
message is sent to one of the g groups of the MANETS.
Each of the partial messages are associated with a
unique message split id. All the message split id’s of the
partial messages forming the entire message is
summed up to set up the message split id sum. The
message id, message split id, message spit id sum and
encrypted partial text is placed in the buffer so that the
receiver can recover the entire message from the partial
encrypted message. To recover the entire message sent
by the sender, the receiver follows two steps. In the first
step the receiver adds up all the partial encrypted
message whose message id’s are same and message
split id’s sums up to message split id sum. In the
second step the receiver decrypts the sum of all partial
encrypted messages to recover the entire message. As
the same encrypted partial message is sent to all the
active paths in the group the receiver is likely to get the
same redundant message. The redundant messages
will be discarded by the receiver if they have the same
message id and message split id. In the next section we
look at the encrypted message buffer structure.

g) The encrypted message buffer structure

The size of the encrypted message buffer
structure sent form sender to receiver varies from one
homomorphic encryption to another.

h)  Elgamal

In elgamal the size of the cipher text increases
with the increase in the encryption split “@”. So the size
of the buffer increases with the increase of the
parameter dused in encryption.
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1) Mixed Multiplicative Hormomorphism (MMH)

Here also the size of the ciphertext increases
with the increase in the encryption split “@”. So the size
of the buffer increases with the increase of the
parameter ¢'used in encryption.

) Enhanced  Homomorphic — Encryption  Scheme
(EHES)

In all the above mentioned schemes the
message id field identifies different messages encrypted
at the sender. The messages split at the sender is
uniquely identified by message spilit id. The sum of all
the message split idis included in message split id sumn.
The rest of the buffer is used to contain the size of the
ciphertext and the ciphertext itself. The size of the
ciphertext is essential in reading the ciphertext from the
buffer. The receiver recovers the entire message by
adding up all the cipher values with the same message
id and whose message split id’s adds up to message
split id sum.

k) Experimental Investigations

We will see the performance results from our
simulation.

In MANETs as we know that the nodes have
low computational power, Less memory. In such cases
we need to find best encryption scheme, which can
compute fastly and occupies less memory. In our
implementation we do various tests to find a relatively
best encryption schemes among our scheme, Elgamal,
MMH.

In our simulation we tested and determined the
encryption timings of all above mentioned encryption
schemes by varying the key size (512, 1024, 2048 bits)
and keeping the message size fixed (512 bits). In
another test we determined the execution timings of all
these same encryption schemes by keeping the key size
fixed (5612 bits, 1024 bits, 2048 bits) and varying
message size. The timings are determined over 200
runs.

Figure 1 represents the execution timings of
Table 7 in a chart. From Figure 71, by observation we
found clearly that our Scheme is much faster than other
encryption schemes. We also observed that the
encryption timings of Scheme MMH and Elgamal
increases with the increase in encryption keys but in
case of our Scheme the encryption timing remains
almost the same with the

Message sizeElgamal| MMH | EHES
in bits
250 89 21 9
500 105 21 11
1000 142 22 8

7able 7 . Encryption process time of Schemes pSec with
key size 512 bit increase in the encryption key size

© 2013 Global Journals Inc. (US)
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Figure 7. Processing time of Schemes in micro seconds
with varying key sizes and fixed message size 512 bits

Table 1 represents the execution timing of
above mentioned schemes in micro seconds by
increasing the message size to 100, 250 and 500 bits
and by keeping the key size fixed (512 bits). Figure 7
graph represents the execution timings of 7able 7. From
Figure 2, it is very clear that our Scheme is much faster
than other two Schemes. We also found that the
encryption timing of other Schemes increases with the
increase in message size we also observed that the
Message size encryption timings of our Scheme
remains almost the same with the increase in the
message size.

Execution time of schemes with varying key sizes and message size fixedto 512 bits

250

= Elgamal

OMMH

Time in pSec

OEH

L """
0 T

512 1024 2048

Figure 2 Encryption process time of Schemes in pSec
with key size 512 bit

Table 3 represents the execution timings of the
same encryption schemes in micro seconds by
increasing the message size (250, 500 and 1000 bits )
and by keeping the key size fixed ( 1024 bits ). Figure 3
graph represents the execution timings of 7able 37.
From Figure 5.4, we can say that our Scheme is much
faster than other schemes. We also observed that the
encryption timings of Elgamal increases with the
increase in message size and the encryption timings of
our Scheme and MMH remains almost the same with
the increase in the message size.

Processing time in microSec at 1024 bit key size

160
140
120
100
a0
60

— 250
@ 500
0 .
i 1000

Elgamal ENES

Figure 3 . Processing time of schemes in uSec at 1024
bit key size



Table 3 Processing time of schemes in uSec at 1024

bit key size
MESSAGE Our
SIZE IN | Elgamal| MMH | Scheme
BITS EHES
100 72 11 7
250 76 11 7
500 87 11 7

We have also computed the execution timings
of Schemes in micro seconds by increasing the
message size (500, 1000 and 2000 bits) and by keeping
the key size fixed (2048 bits). graph 4 shows the
execution timings computed, it is observed that our
Scheme is much faster than other schemes as shown in
chart and that the encryption timings of Elgamal
Schemes increases with the increase in message size
and the encryption timings of our Scheme and MMH
remains almost the same with the increase in the
message size.

Figure 4 . Processing time of schemes in uSec at key
size 2048 bit

Processing time of schemes in
micro Sec at key size 2048 bit

500 ~

il

Elgam| MMH |EHES
ms00 | 216 | 47 | 11
m1000 | 291 | 47 | 10
002000 | 402 | 47 | 12

0500 H1000 002000

Time in uSec .

Message size in bits

From the graphs and corresponding 7ables it is
observed that our Scheme is much faster than other
schemes. We also observed from graph (Figure 2) that
the encryption timings of other Schemes increases with
the increase in encryption keys but the encryption timing
of our Scheme remains almost the same with the
increase in the encryption key size. From graphs and
corresponding 7ables we also can say that the
encryption timings of Elgamal Scheme increases with
the increase in message size. However the encryption
timings of MMH and our Schemes remains almost the
same with the increase in the message size.

1) Experimental Results of our New Protocol with our
new scheme

In MANETs we know that the nodes are always

on the move and there may be scenarios where the

active path may no longer be active with this result, the

receiver may not receive all the packets sent by the

sender. Figure 5 graph depicts the rate of success of
the networks with 7 active paths and g groups fixed to
(12{26,12}), (16,{2816}) and (24,{21224}), by
randomly killing the nodes. The nodes in the networks
are killed randomly by using Exponential distribution
provided by the function in GSL library [41].

The networks with nand gfixed to (72,{2,6,72})
defines 3 sets of networks with the | network having 72
active paths, 2groups and 6 active paths in each group,
[l network with 72 active paths, 6 groups and 2 active
paths in each group and Ill network with 72 active paths,
72 groups and 7 active path in each group. The
networks with 7 and g fixed to (76,{2,8 76}) defines 3
sets of networks with | network having 76 active paths, 2
groups and 8 active paths in one group and &8 active
paths in another group, Il network with 76 active paths, 8
groups and 2 active paths in one group and 2 active
paths in remaining groups and Ill network with 16 active
paths, 76 groups and 7 active path in each group. The
networks with n and g fixed to (24,{2,12.24}) defines 3
sets of networks with | network having 24 active paths, 2
groups and 72 active paths in each group, Il network
with 24 active paths, 72 groups and 2 active paths in
each group and Ill network with 72 active paths, 24
groups and 7 active path in each group. From graph
shown in the Figure 6.7 it is clear that the rate of
success increases by reducing the number of groups in
the network. This is because by reducing the number of
groups in the network we would increase the number of
active paths in each group. Just one partial message
from each group is enough to recover the entire
message. From Figure 5.7 we see that the rate of
success is 100% with g=2 and n=171216,24. This is
because by increasing the number of paths in each
group, the probability of one path in each group
remaining active is high and with it the probability of
recovery of the message at the receiver is also high. The
rate of success gradually decreases with the gradual
increase in the number of groups in the network. With
g=n we see that rate of success is lesser than 50%.
Therefore to get the rate of success as 100% in the
network it is better to reduce the number of groups, thus
increasing the number of active paths in each group.

120
100
80
60
40
20

rate of success in% .

P S N T N N R

groups g - n active paths

Figure & . Rate of success of the Il & Ill Network
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Processing times of our scheme and MMH
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Figure 6 . Processing timing ( in micro seconds ) of our
Scheme and MMH in micro Seconds varying key sizes
512, 1024 & 2048

Table 4 : Processing timing of our Scheme and MMH in
micro Seconds varying key sizes 512, 1024 & 2048

MMH Scheme with bey size Our Scheme with bey size

in bits in bits
Group Out of n Active Path 512 {1024 |2048 512 | 1004|2048
2-12 25 112 10 11 14
6-12 70 254 34|35 |40
12-12 124 515 55|60 |68
2-16 25 112 10] 11 14
8-16 85 339 50[50 |55
16-16 177 760 85|90 |103
2-24 25 112 10| 11 14
12-22 124 515 55|60 |68
24-24 243 1008 112|115 | 140

In our proposed protocol in MANETSs the sender
splits the message with respect to the value g. The
sender using the homomorphic encryption scheme then
encrypts all the split messages. As the number of splits
at the sender is equal to the value g the total encryption
timing of all the split messages increase with the value
g. Figure 6.7 & 58 and the corresponding 7ables
represent the total encryption timings of all the split
messages. From the Figures it is observed that the total
encryption timing increases with the value g. Also from
Figures we found that our Scheme is the much fastest
encryption scheme, followed by other Schemes.

VII.

By using our proposed new scheme for secured
transmission of message in the area MANETs as an
alternative to TC, we eliminate the overhead of the
schemes associated with Lagrange Interpolation
Scheme. As MANETs are grouped mode even if one
compromised the entire message would not be
revealed. For this the attacker needs to compromise
atleast g nodes to get full message for that he has to get
one node from each group g and know the encryption
keys to decrypt the message. The success rate of our
proposed new scheme is 100% if there are more

DisCuUssION OF RESULTS

© 2013 Global Journals Inc. (US)

number of active paths in each group of the network.
From our implementation results it is clear that our
scheme is the fastest homomorphic encryption scheme
in comparison with other schemes.
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Design and Implementation of Mobility for Virtual
Private Network Users

Md. Hashmathur Rehman

Abstract - Virtual Private Network framework provides
Confidentiality, Integrity, Availability, Authentication and Anti-
Replay services to the packets travelling through the shared
medium like Internet. With the latest Advancement in the
technology, Internet is available to the users thru all means like
Wireless networks, GPRS, Satellite. When the VPN user roams
or switches from one network to other, the IP address gets
changed and VPN connection is tear down. The user has to
again initiate the VPN connection whenever the network is
switched. This paper present outcome of research project
aimed at solving the mobility problems faced by roaming VPN
users.

Keywords VPN, [IPsec, AH, ESP, authentication
algorithms, encryption algorithms.

L. INTRODUCTION

P packets doesn’t have any security when they travel

through shared medium like internet. It needs security

services like Confidentiality, Integrity, Authentication
[6, 7]. Confidentiality is provided by encryption
algorithms like DES, 3DES, AES. Integrity is provided by
Hash  Algorithms like MD5, SHA-1, SHA-2.
Authentication is provided by preshared key mechanism
or by using public key infrastructure like RSA (Rivest
Shamir-Adleman) [8, 12]. These services are provided
by maintaining shared state between the source and the
destination of an IP datagram.

The protocol to establish this state dynamically
is “Internet Key Exchange (IKE)” [1, 2]. IKE performs
mutual authentication between two parties and
establishes an IKE security association (SA) that
includes shared secret information that can be used to
efficiently establish SAs for Encapsulating Security
Payload [ESP] or Authentication Header [AH] and a set
of cryptographic algorithms to be used by the SAs to
protect the traffic that they carry[1, 2].

[I. VPNS, [KEV2

All IKE communications consist of pairs of
messages: a request and are sponse. The pair is called
an "exchange" and is sometimes called a "request/-
response pair' [1]. The first exchanges of messages
establishing an IKE SA are called the IKE_SA INIT and
IKE_AUTH exchanges; subsequent IKE exchanges are
called the CREATE _CHILD SA or INFORMATIONAL
exchanges [2]. In the common case, there is a single

Author . Mobilelron Softwares Indlia Pvt.
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IKE_SA INIT exchange and a single IKE_AUTH
exchange (a total of four messages) to establish the IKE
SA and the first Child SA.

The first exchange of an IKE session,
IKE_SA_INIT, negotiates security parameters for the IKE
SA, sends nonces and sends Diffie-Hellman values [2].

The second exchange, IKE AUTH, transmits
identities, proves knowledge of the secrets
corresponding to the two identities and sets up an SA
for the first (and often only) AH or ESP Child SA (unless
there is failure setting up the AH or ESP Child SA, in
which case the IKE SA is still established without the
Child SA) [2].

The types of subsequent exchanges are
CREATE_CHILD SA (which creates a Child SA) and
INFORMATIONAL (which deletes an SA, reports error
conditions, or does other housekeeping) [2]. Every
request requires are sponse. An INFORMATIONAL
request with no payloads (other than the empty
Encrypted payload required by the syntax) is commonly
used as a check for liveness. These subsequent
exchanges cannot be used until the initial exchanges
have completed [2].

a) Usage Scenarios

i. Security Gateway to Security Gateway in Tunnel
Mode

IKE is used to negotiate ESP or AH SAs in a
number of different scenarios, each with its own special
requirements.

Figure 1. Security Gateway to Security Gateway Tunnel

In this scenario, neither endpoint of the IP
connection implements IPsec, but network nodes
between them protect traffic for part of the way.
Protection is transparent to the end points and depends
on ordinary routing to send packets through the tunnel
endpoints for processing. Each endpoint would
announce the set of addresses "behind" it, and packets
would be sent in tunnel mode where the inner IP header

© 2013 Global Journals Inc. (US)

Global Journal of Computer Science and chhn()l()g}' ( E) Volume XIII Issue IX Version I E Year 2013



Global Journal of Computer Science and chhno]og'\' ( E) Volume XIII Issue IX Version I E Year 2013

would contain the IP addresses of the actual end points
[2].
ii. Endgpoint-to-Endpoint Transport Mode

Figure 2 Endpoint to Endpoint

In this scenario, both endpoints of the IP
connection implement IPsec, as required of hosts in
[IPSECARCH]. Transport mode will commonly be used
with no inner IP header. A single pair of addresses will
be negotiated for packets to be protected by this SA.
The seend points MAY implement application-layer
access controls based on the IPsec authenticated
identities of the participants [2].

ii. Endapoint to Security Gateway in Tunnel Mode

Figure 3 . Endpoint to Security Gateway Tunnel

In this scenario, a protected endpoint (typically
a portable roaming computer) connects back to its
corporate network through an IPsec-protected tunnel.
The packets will use tunnel mode. On each packet from
the protected endpoint, the outer IP header will contain
the source IP address associated with its current
location (i.e., the address that will get traffic routed to
the endpoint directly), while the inner IP header will
contain the source IP address assigned by the security
gateway (i.e., the address that will get traffic routed to
the security gateway for forwarding to the endpoint). The
outer destination address will always be that of the
security gateway while the inner destination address will
be the ultimate destination for the packet [2].

b) Cryptographic Algorithm Negotiation

The payload type known as "SA" indicates a
proposal for a set of choices of IPsec protocols (IKE,
ESP, or AH) for the SA as well as cryptographic
algorithms associated with each protocol [8, 9].

An SA payload consists of one or more
proposals. Each proposal includes one protocol. Each
protocol contains one or more transforms -- each
specifying a cryptographic algorithm. Each transform
contains zero or more attributes (attributes are needed
only if the Transform ID does not completely specify the
cryptographic algorithm) [2, 8].

© 2013 Global Journals Inc. (US)

This hierarchical structure was designed to
efficiently encode proposals for cryptographic suites
when the number of supported suites is large because
multiple values are acceptable for multiple transforms.
The responder MUST choose a single suite, which may
be any subset of the SA proposal following the rules
below [9].

Each proposal contains one protocol. If a
proposal is accepted, the SA response MUST contain
the same protocol. The responder MUST accept a
single proposal or reject them all and return an error.
The error is given in a notification of type
NO_PROPOSAL _CHOSEN [2, 9].

Each IPsec protocol proposal contains one or
more transforms. Each transform contains a Transform
Type. The accepted cryptographic suite MUST contain
exactly one transform of each type included in the
proposal [2]. For example: if an ESP proposal includes
transforms ENCR 3DES, ENCR AES w/key size 128,
ENCR_AES w/key size 256, AUTH HMAC MD5, and
AUTH HMAC SHA, the accepted suite MUST contain
one of the ENCR_ transforms and one of the AUTH
transforms. Thus, six combinations are acceptable
[2, 8].

If an initiator proposes both normal ciphers with
integrity protection as well as combined-mode ciphers,
then two proposals are needed. One of the proposals
includes the normal ciphers with the integrity algorithms
for them and the other proposal includes all the
combined-mode ciphers without the integrity algorithms
(because combined-mode ciphers are not allowed to
have any integrity algorithm other than "none") [2, 8].

c) The Initial Exchanges

Communication using IKE always begins with
IKE_SA_INIT and IKE_AUTH exchanges (known in IKEv1
as Phase 1). These initial exchanges normally consist of
four messages, though in some scenarios that number
can grow. All communications using IKE consist of
request/ response pairs. We'll describe the base
exchange first, followed by variations. The first pair of
messages (IKE_SA INIT) negotiates cryptographic
algorithms, exchange nonces, and do a Diffie-Hellman
exchange [2].

The second pair of messages (IKE_AUTH)
authenticate the previous messages, exchange
identities and certificates and establish the first Child
SA. Parts of these messages are encrypted and integrity
protected with keys established through the
IKE_SA_INIT exchange, so the identities are hidden from
eavesdroppers and all fields in all the messages are
authenticated. All messages following the initial
exchange are cryptographically protected using the
cryptographic algorithms and keys negotiated in the
IKE_SA_INIT exchange [2].

All subsequent messages include an Encrypted
payload, even if they are referred to in the text as



'empty". For the CREATE CHILD SA, IKE AUTH, or
INFORMATIONAL exchanges, the message following
the header is encrypted and the message including the
header is integrity protected using the cryptographic
algorithms negotiated for the IKE SA [2].

Every IKE message contains a Message ID as
part of its fixed header. This Message ID is used to
match up requests and responses and to identify
retransmissions of messages [2].

In the following descriptions, the payloads
contained in the message are indicated by names as
listed below.

Notation Payload

AUTH Authentication

CERT Certificate

CERTREQ Certificate Request

HDR IKE header (not a payload)
IDi Identification - Initiator
IDr Identification - Responder
KE Key Exchange

Ni, Nr Nonce

SA Security Association

TSi Traffic Selector — Initiator
TSr Traffic Selector — Responder
\Y Vendor ID

The initial exchanges are as follows:

Initiator Responder

HDR, SAil, KEi, Ni -->

HDR contains the Security Parameter Indexes
(SPIs), version numbers, and flags of various sorts. The
SAi1 payload states the cryptographic algorithms the
initiator supports for the IKE SA. The KE payload sends
the initiator's Diffie-Hellman value. Ni is the initiator's
nonce [2].

Initiator Responder

<-- HDR, SAr1, KEr, Nr, [CERTREQ]

The responder chooses a cryptographic suite
from the initiator's offered choices and expresses that
choice in the SAr1 payload, completes the Diffie-
Hellman exchange with the KEr payload, and sendsits
nonce in the Nr payload [2].

d) The CREATE CHILD SA Exchange

The CREATE CHILD SA exchange is used to
create new Child SAs and to rekey both IKE SAs and
Child SAs. This exchange consists of a single
request/response pair and some of its function was
referred to as a Phase 2 exchange in IKEv1. It MAY be
initiated by either end of the IKE SA after the initial
exchanges are completed [2].

Either endpoint may initiate a
CREATE_CHILD_SA exchange, so in this section the
term initiator refers to the endpoint initiating this
exchange [2]. If a CREATE CHILD SA exchange
includes a KEi payload, at least one of the SA offers
MUST include the Diffie-Hellman group of the KEi. The
Diffie-Hellman group of the Kei MUST be an element of
the group the initiator expects the responder to accept
(additional Diffie-Hellman groups can be proposed). If
the responder selects a proposal using a different Diffie-
Hellman group (other than NONE), the responder MUST
reject the request and indicate its preferred Diffie-
Hellman group in the INVALID KE PAYLOAD Notify
payload. There are two octets of data associated with
this notification: the accepted Diffie-Hellman group
number in big endian order. In the case of such a
rejection, the CREATE_CHILD SA exchange fails, and
the initiator will probably retry the exchange with a Diffie-
Hellman proposal and KEi in the group that the
responder gave in the INVALID KE PAYLOAD Notify
payload [2].

The responder sends a NO_ADDITIONAL SAS
notification to indicate that a CREATE_CHILD_SA
request is unacceptable because the responder is
unwilling to accept any more Child SAs on this IKE SA.
This notification can also be used to reject IKE SA rekey.
Some minimal implementations may only accept a
single Child SA setup in the context of an initial IKE
exchange and reject any subsequent attempts to add
more [2].

i. Creating New Child SAs with the CREATE
CHILD SA Exchange
A Child SA may be created by sending a
CREATE_CHILD SA request. The CREATE CHILD SA
request for creating a new Child SA is:

Initiator Responder

HDR, SK {SA, Ni, [KEi],
TSi, TSr} >

The initiator sends SA offer(s) in the SA
payload, a nonce in the Ni payload, optionally a Diffie-
Hellman value in the Kei payload, and the proposed
Traffic Selectors for the proposed Child SA in the TSiand
TSr payloads [2].

The CREATE CHILD SA response for creating
a new Child SA is:

Initiator Responder
<-- HDR, SK {SA, Nr, [KET],
TSi, TSr}
The responder replies (using the same

Message ID to respond) with the accepted offer in an
SA payload, and a Diffie-Hellman value in the KEr
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payload if KEi was included in the request and the
selected cryptographic suite includes that group [2].

The Traffic Selectors for traffic to be sent on that
SA are specified in the TS payloads in the response,
which may be a subset of what the initiator of the Child
SA proposed [2].

[11. [KEV2 MOBILITY (MOBIKE)

IKEv2 is used for performing mutual
authentication, as well as establishing and maintaining
IPsec Security Associations (SAs) [2, 3]. In the base
IKEv2 protocol [IKEv2], the IKE SAs and tunnel mode
IPsec SAs are created implicitly between the IP
addresses that are used when the IKE SA s
established. These IP addresses are then used as the
outer (tunnel header) addresses for tunnel mode IPsec
packets (transport mode IPsec SAs are beyond the
scope of this document). Currently, it is not possible to
change these addresses after the IKE SA has been
created [3].

There are scenarios where these IP addresses
might change. One example is mobility: a host changes
its point of network attachment and receives a new IP
address [3]. Another example is a multi-homing host
that would like to change to a different interface if, for
instance, the currently used interface stops working for
some reason.

The main scenario for MOBIKE is enabling a
remote access VPN user to move from one address to
another without reestablishing all security associations
with the VPN gateway [3]. For instance, a user could
start from fixed Ethernet in the office and then
disconnect the laptop and move to the office's wireless
LAN. When the user leaves the office, the laptop could
start using General Packet Radio Service (GPRS); when
the user arrives home, the laptop could switch to the
home wireless LAN. MOBIKE updates only the outer
(tunnel header) addresses of IPsec SAs, and the
addresses and other traffic selectors used inside the
tunnel stay unchanged. Thus, mobility can be(mostly)
invisible to applications and their connections using the
VPN [2, 3].

MOBIKE allows both parties to have several
addresses and there are up to N*M pairs of IP
addresses that could potentially be used. MOBIKE
solves this problem by taking a simple approach: the
party that initiated the IKE_SA (the "client" in a remote
access VPN scenario) is responsible for deciding which
address pair is used for the IPsec SAs and for
collecting the information it needs to make this decision
(such as determining which address pairs work or do
not work). The other party (the "gateway" in a remote
access VPN scenario) simply tells the initiator what
addresses it has, but does not update the IPsec SAs
until it receives a message from the initiator to do so.

© 2013 Global Journals Inc. (US)

This approach applies to the addresses in the
IPsec SAs; in the IKE_SA case, the exchange initiator
can decide which addresses are used [3].

A simple MOBIKE exchange in a mobile
scenario is illustrated below.The notation is based on
[IKEv2] [3].

Step 7 :1s the normal IKE_INIT exchange [2, 3].

Step 2 : The peers inform each other that they support
MOBIKE [3].

Step 3 : The initiator notices a change in its own address
and informs the responder about this by sending an
INFORMATIONAL request containing the UPDATE
SA ADDRESSES notification [3]. The request is sent
using the new IP address. At this point, it also starts to
use the new address as a source address in its own
outgoing ESP traffic. Upon receiving the UPDATE
SA_ADDRESSES natification, the responder records the
new address and, if it is required by policy, performs a
return rout ability check of the address [3].

When this check (step 4) completes, the
responder starts to use the new address as the
destination for its outgoing ESP traffic.

a) Protocol Exchanges

i. Initial IKE Exchange

The initiator is responsible for finding a working
pair of addresses so that the initial IKE exchange can be
carried out. Any information from MOBIKE extensions
will only be available later, when the exchange has
progressed far enough. Exactly how the addresses used
for the initial exchange are discovered is beyond the
scope of this specification; typical sources of
information include local configuration and DNS [3]. If
either or both of the peers have multiple addresses,
some combinations may not work. Thus, the initiator
SHOULD try various source and destination address
combinations when retransmitting the IKE_SA INIT
request [3].

ii. Signaling Support for MOBIKE

Implementations that wish to use MOBIKE for a
particular IKE_ SA  MUST include a MOBIKE
SUPPORTED notification in the IKE_AUTH exchange (in
case of multiple IKE_AUTH exchanges, in the message
containing the SA payload) [3].

iii. /nitial Tunnel Header Addresses
When an IPsec SA is created, the tunnel header
IP addresses (and port, if doing UDP encapsulation) are
taken from the IKE_SA, not the IP header of the IKEv2
message requesting the IPsec SA. The addresses in the
IKE_SA are initialized from the IP header of the first
IKE_AUTH request [3].
iv. Additional Addresses
Both the initiator and responder MAY include
one or more ADDITIONAL IP4 ADDRESS and/or
ADDITIONAL IP6 ADDRESS notifications in the IKE
AUTH exchange (in case of multiple IKE_ AUTH exch-



anges, in the message containing the SA payload). Here
"ADDITIONAL * ADDRESS' means either an
ADDITIONAL IP4 ADDRESS or an ADDITIONAL IP
6_ADDRESS notification [3].

v. Changing Addresses in IPsec SAs

In  MOBIKE, the initiator decides what
addresses are used in the IPsec SAs. That is, the
responder does not normally update any IPsec SAs
without receiving an explicit UPDATE_SA ADDRESSES
request from the initiator. (As described below, the
responder can, however, update the IKE_SA in some
circumstances.) [3]

[V. CONCLUSIONS

The main goals of this research project are to
maintain the security offered by usual IKEv2 procedures
and to counter mobility-related threats in an appropriate
manner. This section describes new security conside-
rations introduced by MOBIKE.

Traffic Selector Authorization.

Traffic Redirection and Hijacking.

IPsec Payload Protection.

Denial-of-Service Attacks against Third Parties.
Spoofing Network Connectivity Indications.
Performance tuning for support to Mobile devices
like Smartphones, IPADS, Tablets.

ook W~

REFERENCES REFERENCES REFERENCIAS

1. IKEv1, The Internet Key Exchange (IKE) RFC 24009,
available athttp://tools.ietf.org/html/rfc2409

2. Internet Key Exchange Protocol Version 2 (IKEv2)
IKEv2, RFC 5996, available at https://tools.
ietf.org/html/rfc5996

3. IKEv2 Mobility and Multihoming Protocol (MOBIKE),
http://tools.ietf.org/html/rfc4555

4. S. Frankel, et al. Guide to IPsec VPNSs:
Recommendations of the National Institute of
Standards and  Technology. NIST  Special

Publication 800-77, available at http://www.nist.gov

5. A Uskov, “Information Security of Mobile VPN:
Conceptual Models and Design Methodology”,
Proc. 2012 IEEE international conference on
Electro/Information Technology EIT-2012. Indian-
apolis, IN; catalog number: CFP12EITCDR; ISBN:
978-1-4673-0818-2; ISSN: 2154-0373.

6. J. Carmouche, IPsec Virtual Private Network
Fundamentals. Indianapolis, IN: Cisco Press, 2007.

7. V. Bollapragada, M. Khalid, S. Wainner, IPSec VPN
Design. Indianapolis, IN: Cisco Press, 2005.

8. B. Schneider, Applied Cryptography: Protocols,
Algorithms, and Source Code in C. Indianapolis, IN:
Wiley, 1996.

9. N. Ferguson, B. Schneider, Practical Cryptography.
Indianapolis, IN: Wiley, 2008.

10. N. Ferguson, B. Schneider, T. Kohno, Cryptography
Engineering. Indianapolis, IN: Wiley, 2010.

11. IKEv2  Parameters, RFC4306, available at
http://www.iana.org/assignments/ikev2-parameters
12. RSA Security, available at http://www.rsa.com

© 2013 Global Journals Inc. (US)

E Year 2013

Global Journal of Computer Science and chhn()l()gl\' ( E) Volume XIII Issue IX Version I



Global Journal of Computer Science and Technology ( E ) Volume XIII Issue IX Version I E Year 2013

DESIGN AND IMPLEMENTATION OF MOBILITY FOR VIRTUAL PRIVATE NETWORK USERS

This page is intentionally left blank

© 2013 Global Journals Inc. (US)



g GLOBAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY
empetnte N ETWORK, WEB & SECURITY

ﬁﬁ" Volume 13 Issue 9 Version 1.0 Year 2013

& " Type: Double Blind Peer Reviewed International Research Journal
: Publisher: Global Journals Inc. (USA)
Online ISSN: 0975-4172 & Print ISSN: 0975-4350

Increase the Alive Nodes based on the Cluster Head Selection
Algorithm for Heterogeneous Wireless Sensor Networks

By C. Divya, N. Krishnan & A. Petchiammal
Manonmaniam Sundaranar University Tirunelveli, India
Abstract - The use of Wireless Sensor Networks (WSNSs) is estimated to bring enormous changes in
data gathering, processing and distribution for different environments and applications. However, a
WSN is a powerful controlled system, since nodes run on limited power batteries. Prolong the lifetime
of sensor networks depends on efficient management of sensing node of energy. Hierarchical
routing protocols are best known in regard to energy efficient. By using a clustering technique
hierarchical routing protocol greatly minimize the energy consumed in collecting and distributing the
data. The proposed protocol focuses on reducing the energy consumption and increasing the energy
efficiency and also increasing the number of alive nodes of wireless sensor networks better than
exiting protocol.

Keywords : wireless sensor network, LEACH protocol, new protocol, energy consumption, energy
efficiency.

GJCST-E Classification: C2.1

INCREASE THE ALIVE NODES BASED ON THE CLUSTER HEAD SELECTION ALGORITHM FOR HETEROGENEOUS WIRELESS SENSOR NETWORKS

Strictly as per the compliance and regulations of:

© 2018. C. Divya, N. Krishnan & A. Petchiammal. This is a research/review paper, distributed under the terms of the Creative
Commons Attribution-Noncommercial 3.0 Unported License http://creativecommons.org/licenses/by-nc/3.0/), permitting all non-
commercial use, distribution, and reproduction inany medium, provided the original work is properly cited.



Increase the Alive Nodes based on the Cluster
Head Selection Algorithm for Heterogeneous
Wireless Sensor Networks

C. Divya® N. Krishnan® & A. Petchiammal®

Abstract - The use of Wireless Sensor Networks (WSNs) is
estimated to bring enormous changes in data gathering,
processing and distribution for different environments and
applications. However, a WSN is a powerful controlled system,
since nodes run on limited power batteries. Prolong the
lifetime of sensor networks depends on efficient management
of sensing node of energy. Hierarchical routing protocols are
best known in regard to energy efficient. By using a clustering
technique hierarchical routing protocol greatly minimize the
energy consumed in collecting and distributing the data. The
proposed protocol focuses on reducing the energy
consumption and increasing the energy efficiency and also
increasing the number of alive nodes of wireless sensor
networks better than exiting protocol.

Keywords . wireless sensor network, LEACH profocol,
new protocol, energy consumption, energy efficiency.

[. [NTRODUCTION

he Wireless Sensor Networks (WSN) [1, 2, and3] is
Ta broadcast network consists of a large number of

sensor nodes that are limited in energy,
processing power, storage and sensing ability. The
WSN based on routing techniques that handles more
complex functions. The energy of nodes is the most
important consideration among them because the
lifetime of Wireless Sensor Networks is limited by the
energy of the nodes. Thus, a network of these sensors
gives increase to more robust, reliable and accurate
network.

The WSN is used the two types of networks
homogeneous and heterogeneous. The homogeneous
mixture is a mixture where the components that make
up the mixture are uniformly distributed throughout the
mixture. The heterogeneous mixture is a mixture where
the components of the mixture are not uniform or have
localized regions with different properties, but
heterogeneous networks are more efficient than the
homogeneous network in WSN.

LEACH (Low-Energy Adaptive Clustering
Hierarchy) [4] is a clustering-based protocol and one of
the first hierarchical routing approaches for sensor
networks that utilizes the randomized rotation of local
cluster base stations to evenly distribute the energy load
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within the network of sensors. In LEACH, the cluster
head (CH) nodes reduce the data arriving from nodes
that belong to the particular cluster, and send an
aggregated data to the base station in order to reduce
the amount of information that must be transmitted to
the base station. WSN is considered to be a dynamic
clustering method. The dynamic is changing the network
parameters.

We use the concept of heterogeneity and tried
to improve the LEACH [5] algorithm. In this approach,
cluster head gets the data from nodes of the cluster
and aggregate the data before sending it to the base
station. In each round cluster head rotates and
consumes the same energy, hence it utilizes the uniform
energy distribution for the whole network. The LEACH
protocol follows the concept of nodes homogeneity,
which means that entire nodes have same initial energy.
But practically it is visible that the network is not pure
homogeneous. The heterogeneity, which means some
of the nodes of the sensor network are equipped with
additional initial energy, this type of sensor network is
called heterogeneous wireless sensor network. This
protocol of LEACH does not give good result so we
have to provide some modification in the existing
protocol.

LEACH is a cluster based routing protocol and
one of the hierarchical based routing [6] protocols.
Hierarchical based routing is to efficiently maintain the
energy consumption of sensor nodes and
communication between a number of nodes within a
particular time and by performing data aggregation and
data fusion. Data fusion helps to reduce the amount of
data transmitted between sensor nodes and the base
station.

The new proposed protocol is an energy
efficient communication protocol for WSN. The
communication takes place between all the cluster
members and cluster heads. The cluster heads can
perform data aggregation for communicating to the
Base Station. The number of transmission is reduced
from cluster to base station known as data aggregation.
The new protocol can achieve energy efficiency,
reduces energy consumption and increasing the
number of a live nodes in every round than existing
algorithms.
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The paper is organized as follows: Section I
describes the assumptions used for the related work. In
Section Il describes the design of LEACH protocol and
new proposed protocol in detail. The simulation result is
discussed in Section IV. Finally conclusions made in
Section V.

[1. RELATED WORK

WSN involves so many clustering techniques
such as LEACH [7, 8], EEAP [9], En-LEACH [10], EERR
[11], EAPHRN [12], and I-LEACH [13] for balancing the
energy consumption, increase the energy efficiency and
increase the lifetime of the sensor network. LEACH (Low
Energy Adaptive Clustering Hierarchy) [7] is one of the
important clusters based structures, in wireless sensor
networks. LEACH uses a TDMA technique based MAC
protocol, and in order to maintain balanced energy
consumption. TDMA (Time Division Multiple Access) is a
more flexible scheme which comprises all technologies
that allocate certain time slots for particular
communication means that the receiver can stay at the
same frequency the whole time. LEACH protocol is used
to reduce the energy consumption of the network
resource in each round.

LEACH protocols [8] highly affect the
performance of wireless sensor networks by an even
distribution of energy load and decreasing their energy
consumption and prolonging their lifetime. Thus,
designing energy efficient protocols is important for
prolonging the lifetime of wireless sensor networks.
Leach-Heterogeneous System provides better energy
efficiency and increasing the lifetime of the wireless
sensor networks than homogeneous networks.

Energy-Efficient Adaptive Protocol for Clustered
Wireless Sensor Networks (EEAP) [9] is used to
increase the lifetime of the sensor networks by
balancing the energy consumption of the nodes. EEAP
makes the high residual energy node to become a
cluster-head. The elector nodes are used to collect the
energy information of the neighbor sensor nodes and
select the cluster-heads and increase the energy
efficiency.

In En-LEACH [10], all cluster members are
reserved informed about the cluster head, since the
probability of breakdowns of cluster-head is high during
the data transmission phase. En-LEACH is more
effective; producing the information about the nodes are
monitoring in an energy-efficient. En-LEACH is able to
handle non-uniform energy distribution of sensor nodes
which is an important characteristic of a dynamic sensor
networks.

EERR (Energy Efficient and Reliable Routing
protocol) [11] is an extension of leach where the cluster
head is called headset. The headset consist the number
of nodes and each node will be acting like a cluster
head in a particular time interval. Two types of phases.
In the election phase the cluster head is selected on a

© 2013 Global Journals Inc. (US)

random basis.CH node is an advertising message to all
nodes in the network using a CSMA MAC protocol. Each
node transmits a unite request message to the CH as an
acknowledgment. Using this CH forms a headset. The
headset is followed by TDMA schedule and transmits
this schedule to the nodes in the cluster. In this data
transfer phase, all the non-cluster head nodes will
collect the information and transmit it into the headset.
Then the headset transmits or sends it into the base
station. The next new round all the nodes are taken as a
normal node and the process will continue further.

EAPHRN (Energy aware PEGASIS based
Hierarchical routing protocol) [12] is a hierarchical chain
based routing protocol. In EAPHRN, the nodes can
select randomly forms a group of possible nodes but
within the distance threshold DT. In EAPHRN divided
into two phases. In the first phase chain set up, each
node must be calculate the local DT (LDT). It is an
average distance between the node and the
neighboring node in the network. LDT threshold is
computed, after that, the node sends to the BS. BS
collects all the LDT from the number of nodes and
calculated the DT. Then it sends the DT to the number of
nodes in the WSN to start forming the chain. Finally,
when the chain formed, choosing a chain leader is
based on the leader is a closest node to the BS. Once
chain leader received the data it aggregates and sends
it in to BS.

[-LEACH (Improved LEACH) [13] is enhanced
from the leach protocol. I-leach solves the problem of
node heterogeneity. In |-leach the selection of cluster
head is based on the residual energy rather than
probability. If the nodes have different initial energy
levels instead of uniform initial energy level, they
selection of cluster head can be prepared effectively. |-
Leach each node will have a CH in their neighborhood.
It improves the lifetime of the network.

I11. PROTOCOL PERFORMANCE

a) LEACH Protocol

Low-energy adaptive clustering hierarchy
(LEACH) is one of the most popular hierarchical routing
algorithms for wireless sensor networks. Is protocol
architecture for micro sensor networks that combine the
ideas of energy-efficient cluster-based routing and
media access together with application-specific data
aggregation to achieve good performance in terms of
system lifetime, latency, and production cost.

Calculate the distance (dy) by using energy per

bit (Efs) divide energy per area (Emp).
_ Efs
do= 322 1)



i. Cluster Heads Selection Algorithrm
P

neaG

T(n)= (1—P*mod (r,round (1/P))> )

0

With P is the cluster-head probability, r is the
number of the round and G is the set of node. This
algorithm ensures that every node becomes a cluster-
head exactly once within rounds. Although the
randomization of electing cluster head nodes can
distribute the load among the network. Cluster heads
have changed randomly over time in order to balance
the energy dissipation of nodes. This decision is made
by the nodes are choosing a randomly the values of
each node between 0 and 1. If random < 7 (1), means
the sensor node becomes the cluster-head, otherwise it
is a cluster member.

a. Minimum Distance
Find the minimum distance for the election of an
associated cluster head for by mg.
In LEACH we need to find the minimum

distance in order to send data from the base station to
cluster head.

my=+/(XR()—C(c). xd)2+(YR()—C(c).yd)? (3)

If the minimum distance greater than the initial energy
Ey=E4—(ETX *(cpl) + Eppy * cpl * (mg*)  (4)

In the Eq. (4) Ey is the initial energy of each
node. The ETX is the transmitted the energy. Length of

packet (cpl) sends the packet between the base
stations to the cluster head.

Length of packet (p/) sends the packet between
the base station to cluster head.

Eq=E;—(ETX * (p) + Ep, * pl * (mg*) ()

Two types of transmitting amplifier, first one Efs
and second one Emp_ Efs is the energy per bit and
Emp is the energy per area.

If the minimum distance less than the initial energy

Eq=E;—(ETX * (cpl) +Ezs * cpl * (my*)  (6)
Ed:Ed_ (ETX * (pl)+Emp * pl * (mdz) (7)

b) New Profocol

The main aim of the new protocol is the
hierarchical routing is to efficiently maintain the energy
consumption and increasing the energy efficiency of
sensor nodes by performing data aggregation and data
fusion in order to decrease the number of transmitted
between the cluster head and the base station. All
sensor nodes are identical and charged with the same

Otherwise

amount of initial energy. The new protocol can achieve
energy efficiency, reduces energy consumption and
increasing the number of alive nodes in each on every
round than existing algorithms.

Protocol based dynamic clustering method.
Dynamic routing allows routing is to change the possible
routes. In case of wireless sensor networks dynamic
routing is employed because nodes may frequently
change their position and die at any moment.

i. Cluster Head Selection Algorithm
In the EqQ. (8), p is the percentage of cluster
heads over all nodes in the network, i.e., the probability
(0.05) that a node is selected as a cluster head; r the
number of rounds of selection; and G is the set of nodes
that are not selected in round 1/p. Eyis the initial energy

(0.5 J) divided by the number of nodes and multiply the
X is the optimal cluster head number. As we can see
here, the selection of cluster heads is totally random.

T(n)=

P — (Boy ®)
(1—P*mod (r,round (1/P))) (n = X)

n 22
X = <E*7*do*sqrt(M/dbs)> ©)

Where X'is the optimal cluster head number, n
is the total number of sensor nodes, M (10) is the length
of nodes distributing fields, d,, (30) /s the distance

between the nodes and the Base Station.

Fig. 1 First select particular node, that node is
known as cluster head and joining the number of nodes
with cluster head. Number of individual nodes are
connected is known as clustering. All clusters are having
one cluster head which performs data collection and
data fusion. Clustering is the method by which sensor
nodes in a network organize themselves into hierarchical
structures. Cluster head provides data communication
and data aggregation also. It is the number of nodes
that sends data to the sink directly after aggregating the
data.
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Figure 7. Communication between all the nodes in Cluster Head and Cluster Head for Base Station

CH-Cluster Head

n-node
o)
@
<
Each on every node sends the data to its own a.  Minimum Distance

cluster head. There are two steps in Data transmission.  Asinimum Distance for only nodes:
Firstly, data are transmitted to cluster head nodes and  The minimum distance is called based on Eq. (3)

second step the data aggregation takes place from  pAnimum distance from cluster head:
cluster head to base station.

Ey — (ETX + Eppp xmy*) my > do
Ba=1E, — (ETX + Efs * mg*) otherwise (10)

In the Eq. (4) E4 is the initial energy of each  (E7X, ERX), ETX and RTX (5 x1078) are the transmit
node. The £7Xis the transmit energy (5 x1078). Two energy and receive energy, In Eq.11 using the receive

types of transmitting amplifier, first one Ef; and second ~ ©N€r9Y: [ Is the length of the packet (6400) are
multiplied when the minimum distance greater than zero
otherwise using cl is the length of control packet (200),

the initial energy is divided by residual energy. They are
distance from cluster head. C,,, Is the initial energy for  using transmit the packet between cluster head to the

a minimum distance of the cluster. Two types energy ~ Pase station.

one Ey,. Efs Is the energy per bit (10~ and Enyp is

the energy per area (1.3 x 10_15). my Is the minimum

(ERX * | x my * Eo/res) (mg > 0) } (11)

Cma = {(ERX x cl*my * Eo/res) otherwise

In Eg. 12 using the receive energy (ERX), the  distance otherwise using the energy per bit for increase

. . -8 the number of alive nodes in each round.
receive energy is 5 x 107° and energy per area are

multiplied when the minimum distance is greater than

(ERX * By % Mg * Eo/res) (my > dy) 12)
md = (ERX * Epg % mg * Eo/res) otherwise
considered in X axis and the number of alive nodes
[V.  SIMULATION RESULT (N=100) in Y axis.

The performance of new protocol was analyzed
using MATLAB. The number of rounds(r=10,000) is
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Figure 2 shows the energy efficiency of the
LEACH algorithm. Rounds increases from 0 to 10,000.
The number of alive nodes was calculated for each
round in order to find the energy efficiency of the
network. The existing algorithm increasing the number of
alive is 20 percentages. Figure 3 shows the energy
efficiency of the new algorithm. Rounds increases from
0 to 10,000. The number of alive nodes was calculated
for each round in order to find the energy efficiency of

the networks. In the new protocol of heterogeneous
system is number of alive nodes is increased near to
60% than the leach heterogeneous system and lifetime
of the networks also increased. From the comparative
analysis of figure 4, we analyze that the number of alive
nodes is increasing in newer protocol than LEACH
protocol.
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V. CONCLUSION

LEACH protocol is one of the routing protocols
based on clustering algorithm to calculate the energy
efficiency of the network. A new protocol was proposed
based on existing LEACH protocol to save the energy of
the network. Energy efficiency was analyzed by
calculating the number of alive nodes in the network by
considering the number of rounds. The performance
analysis using MATLAB shows that the number of alive
nodes is increasing in each round than exiting algorithm.
Thus the new protocol is suitable to save the energy of
the network, increasing the number of alive nodes and
enerqy efficient.
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Approval for reproduction/modification of any information (including figures and tables) published elsewhere must be obtained by the
authors/copyright holders before submission of the manuscript. Contributors (Authors) are responsible for any copyright fee involved.

3. SUBMISSION OF MANUSCRIPTS

Manuscripts should be uploaded via this online submission page. The online submission is most efficient method for submission of
papers, as it enables rapid distribution of manuscripts and consequently speeds up the review procedure. It also enables authors to
know the status of their own manuscripts by emailing us. Complete instructions for submitting a paper is available below.

Manuscript submission is a systematic procedure and little preparation is required beyond having all parts of your manuscript in a given
format and a computer with an Internet connection and a Web browser. Full help and instructions are provided on-screen. As an author,

you will be prompted for login and manuscript details as Field of Paper and then to upload your manuscript file(s) according to the
instructions.
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To avoid postal delays, all transaction is preferred by e-mail. A finished manuscript submission is confirmed by e-mail immediately and
your paper enters the editorial process with no postal delays. When a conclusion is made about the publication of your paper by our
Editorial Board, revisions can be submitted online with the same procedure, with an occasion to view and respond to all comments.

Complete support for both authors and co-author is provided.

4. MANUSCRIPT’S CATEGORY

Based on potential and nature, the manuscript can be categorized under the following heads:
Original research paper: Such papers are reports of high-level significant original research work.
Review papers: These are concise, significant but helpful and decisive topics for young researchers.
Research articles: These are handled with small investigation and applications.

Research letters: The letters are small and concise comments on previously published matters.

5. STRUCTURE AND FORMAT OF MANUSCRIPT

The recommended size of original research paper is less than seven thousand words, review papers fewer than seven thousands words
also.Preparation of research paper or how to write research paper, are major hurdle, while writing manuscript. The research articles and
research letters should be fewer than three thousand words, the structure original research paper; sometime review paper should be as
follows:

Papers: These are reports of significant research (typically less than 7000 words equivalent, including tables, figures, references), and
comprise:

(a)Title should be relevant and commensurate with the theme of the paper.

(b) A brief Summary, “Abstract” (less than 150 words) containing the major results and conclusions.

(c) Up to ten keywords, that precisely identifies the paper's subject, purpose, and focus.

(d) An Introduction, giving necessary background excluding subheadings; objectives must be clearly declared.

(e) Resources and techniques with sufficient complete experimental details (wherever possible by reference) to permit repetition;
sources of information must be given and numerical methods must be specified by reference, unless non-standard.

(f) Results should be presented concisely, by well-designed tables and/or figures; the same data may not be used in both; suitable
statistical data should be given. All data must be obtained with attention to numerical detail in the planning stage. As reproduced design
has been recognized to be important to experiments for a considerable time, the Editor has decided that any paper that appears not to
have adequate numerical treatments of the data will be returned un-refereed;

(g) Discussion should cover the implications and consequences, not just recapitulating the results; conclusions should be summarizing.
(h) Brief Acknowledgements.
(i) References in the proper form.

Authors should very cautiously consider the preparation of papers to ensure that they communicate efficiently. Papers are much more
likely to be accepted, if they are cautiously designed and laid out, contain few or no errors, are summarizing, and be conventional to the
approach and instructions. They will in addition, be published with much less delays than those that require much technical and editorial
correction.
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The Editorial Board reserves the right to make literary corrections and to make suggestions to improve briefness.
It is vital, that authors take care in submitting a manuscript that is written in simple language and adheres to published guidelines.
Format

Language: The language of publication is UK English. Authors, for whom English is a second language, must have their manuscript
efficiently edited by an English-speaking person before submission to make sure that, the English is of high excellence. It is preferable,
that manuscripts should be professionally edited.

Standard Usage, Abbreviations, and Units: Spelling and hyphenation should be conventional to The Concise Oxford English Dictionary.
Statistics and measurements should at all times be given in figures, e.g. 16 min, except for when the number begins a sentence. When
the number does not refer to a unit of measurement it should be spelt in full unless, it is 160 or greater.

Abbreviations supposed to be used carefully. The abbreviated name or expression is supposed to be cited in full at first usage, followed
by the conventional abbreviation in parentheses.

Metric Sl units are supposed to generally be used excluding where they conflict with current practice or are confusing. For illustration,
1.4 | rather than 1.4 x 10-3 m3, or 4 mm somewhat than 4 x 10-3 m. Chemical formula and solutions must identify the form used, e.g.
anhydrous or hydrated, and the concentration must be in clearly defined units. Common species names should be followed by
underlines at the first mention. For following use the generic name should be constricted to a single letter, if it is clear.

Structure
All manuscripts submitted to Global Journals Inc. (US), ought to include:

Title: The title page must carry an instructive title that reflects the content, a running title (less than 45 characters together with spaces),
names of the authors and co-authors, and the place(s) wherever the work was carried out. The full postal address in addition with the e-
mail address of related author must be given. Up to eleven keywords or very brief phrases have to be given to help data retrieval, mining
and indexing.

Abstract, used in Original Papers and Reviews:
Optimizing Abstract for Search Engines

Many researchers searching for information online will use search engines such as Google, Yahoo or similar. By optimizing your paper for
search engines, you will amplify the chance of someone finding it. This in turn will make it more likely to be viewed and/or cited in a
further work. Global Journals Inc. (US) have compiled these guidelines to facilitate you to maximize the web-friendliness of the most
public part of your paper.

Key Words

A major linchpin in research work for the writing research paper is the keyword search, which one will employ to find both library and
Internet resources.

One must be persistent and creative in using keywords. An effective keyword search requires a strategy and planning a list of possible
keywords and phrases to try.

Search engines for most searches, use Boolean searching, which is somewhat different from Internet searches. The Boolean search uses
"operators," words (and, or, not, and near) that enable you to expand or narrow your affords. Tips for research paper while preparing

research paper are very helpful guideline of research paper.

Choice of key words is first tool of tips to write research paper. Research paper writing is an art.A few tips for deciding as strategically as
possible about keyword search:
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e  One should start brainstorming lists of possible keywords before even begin searching. Think about the most
important concepts related to research work. Ask, "What words would a source have to include to be truly
valuable in research paper?" Then consider synonyms for the important words.

e It may take the discovery of only one relevant paper to let steer in the right keyword direction because in most
databases, the keywords under which a research paper is abstracted are listed with the paper.

e  One should avoid outdated words.

Keywords are the key that opens a door to research work sources. Keyword searching is an art in which researcher's skills are
bound to improve with experience and time.

Numerical Methods: Numerical methods used should be clear and, where appropriate, supported by references.

Acknowledgements: Please make these as concise as possible.

References

References follow the Harvard scheme of referencing. References in the text should cite the authors' names followed by the time of their
publication, unless there are three or more authors when simply the first author's name is quoted followed by et al. unpublished work
has to only be cited where necessary, and only in the text. Copies of references in press in other journals have to be supplied with
submitted typescripts. It is necessary that all citations and references be carefully checked before submission, as mistakes or omissions
will cause delays.

References to information on the World Wide Web can be given, but only if the information is available without charge to readers on an
official site. Wikipedia and Similar websites are not allowed where anyone can change the information. Authors will be asked to make
available electronic copies of the cited information for inclusion on the Global Journals Inc. (US) homepage at the judgment of the
Editorial Board.

The Editorial Board and Global Journals Inc. (US) recommend that, citation of online-published papers and other material should be done
via a DOI (digital object identifier). If an author cites anything, which does not have a DOI, they run the risk of the cited material not
being noticeable.

The Editorial Board and Global Journals Inc. (US) recommend the use of a tool such as Reference Manager for reference management
and formatting.

Tables, Figures and Figure Legends

Tables: Tables should be few in number, cautiously designed, uncrowned, and include only essential data. Each must have an Arabic
number, e.g. Table 4, a self-explanatory caption and be on a separate sheet. Vertical lines should not be used.

Figures: Figures are supposed to be submitted as separate files. Always take in a citation in the text for each figure using Arabic numbers,
e.g. Fig. 4. Artwork must be submitted online in electronic form by e-mailing them.

Preparation of Electronic Figures for Publication

Even though low quality images are sufficient for review purposes, print publication requires high quality images to prevent the final
product being blurred or fuzzy. Submit (or e-mail) EPS (line art) or TIFF (halftone/photographs) files only. MS PowerPoint and Word
Graphics are unsuitable for printed pictures. Do not use pixel-oriented software. Scans (TIFF only) should have a resolution of at least 350
dpi (halftone) or 700 to 1100 dpi (line drawings) in relation to the imitation size. Please give the data for figures in black and white or
submit a Color Work Agreement Form. EPS files must be saved with fonts embedded (and with a TIFF preview, if possible).

For scanned images, the scanning resolution (at final image size) ought to be as follows to ensure good reproduction: line art: >650 dpi;
halftones (including gel photographs) : >350 dpi; figures containing both halftone and line images: >650 dpi.

Color Charges: It is the rule of the Global Journals Inc. (US) for authors to pay the full cost for the reproduction of their color artwork.
Hence, please note that, if there is color artwork in your manuscript when it is accepted for publication, we would require you to
complete and return a color work agreement form before your paper can be published.
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Figure Legends: Self-explanatory legends of all figures should be incorporated separately under the heading 'Legends to Figures'. In the
full-text online edition of the journal, figure legends may possibly be truncated in abbreviated links to the full screen version. Therefore,
the first 100 characters of any legend should notify the reader, about the key aspects of the figure.

6. AFTER ACCEPTANCE

Upon approval of a paper for publication, the manuscript will be forwarded to the dean, who is responsible for the publication of the
Global Journals Inc. (US).

6.1 Proof Corrections

The corresponding author will receive an e-mail alert containing a link to a website or will be attached. A working e-mail address must
therefore be provided for the related author.

Acrobat Reader will be required in order to read this file. This software can be downloaded
(Free of charge) from the following website:

www.adobe.com/products/acrobat/readstep2.html. This will facilitate the file to be opened, read on screen, and printed out in order for
any corrections to be added. Further instructions will be sent with the proof.

Proofs must be returned to the dean at dean@globaljournals.org within three days of receipt.

As changes to proofs are costly, we inquire that you only correct typesetting errors. All illustrations are retained by the publisher. Please
note that the authors are responsible for all statements made in their work, including changes made by the copy editor.

6.2 Early View of Global Journals Inc. (US) (Publication Prior to Print)

The Global Journals Inc. (US) are enclosed by our publishing's Early View service. Early View articles are complete full-text articles sent in
advance of their publication. Early View articles are absolute and final. They have been completely reviewed, revised and edited for
publication, and the authors' final corrections have been incorporated. Because they are in final form, no changes can be made after
sending them. The nature of Early View articles means that they do not yet have volume, issue or page numbers, so Early View articles
cannot be cited in the conventional way.

6.3 Author Services

Online production tracking is available for your article through Author Services. Author Services enables authors to track their article -
once it has been accepted - through the production process to publication online and in print. Authors can check the status of their
articles online and choose to receive automated e-mails at key stages of production. The authors will receive an e-mail with a unique link
that enables them to register and have their article automatically added to the system. Please ensure that a complete e-mail address is
provided when submitting the manuscript.

6.4 Author Material Archive Policy

Please note that if not specifically requested, publisher will dispose off hardcopy & electronic information submitted, after the two
months of publication. If you require the return of any information submitted, please inform the Editorial Board or dean as soon as
possible.

6.5 Offprint and Extra Copies

A PDF offprint of the online-published article will be provided free of charge to the related author, and may be distributed according to
the Publisher's terms and conditions. Additional paper offprint may be ordered by emailing us at: editor@globaljournals.org .

You must strictly follow above Author Guidelines before submitting your paper or else we will not at all be responsible for any
corrections in future in any of the way.
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Before start writing a good quality Computer Science Research Paper, let us first understand what is Computer Science Research Paper?
So, Computer Science Research Paper is the paper which is written by professionals or scientists who are associated to Computer Science
and Information Technology, or doing research study in these areas. If you are novel to this field then you can consult about this field
from your supervisor or guide.

TECHNIQUES FOR WRITING A GOOD QUALITY RESEARCH PAPER:

1. Choosing the topic: In most cases, the topic is searched by the interest of author but it can be also suggested by the guides. You can
have several topics and then you can judge that in which topic or subject you are finding yourself most comfortable. This can be done by
asking several questions to yourself, like Will | be able to carry our search in this area? Will | find all necessary recourses to accomplish
the search? Will | be able to find all information in this field area? If the answer of these types of questions will be "Yes" then you can
choose that topic. In most of the cases, you may have to conduct the surveys and have to visit several places because this field is related
to Computer Science and Information Technology. Also, you may have to do a lot of work to find all rise and falls regarding the various
data of that subject. Sometimes, detailed information plays a vital role, instead of short information.

2. Evaluators are human: First thing to remember that evaluators are also human being. They are not only meant for rejecting a paper.
They are here to evaluate your paper. So, present your Best.

3. Think Like Evaluators: If you are in a confusion or getting demotivated that your paper will be accepted by evaluators or not, then
think and try to evaluate your paper like an Evaluator. Try to understand that what an evaluator wants in your research paper and
automatically you will have your answer.

4. Make blueprints of paper: The outline is the plan or framework that will help you to arrange your thoughts. It will make your paper
logical. But remember that all points of your outline must be related to the topic you have chosen.

5. Ask your Guides: If you are having any difficulty in your research, then do not hesitate to share your difficulty to your guide (if you
have any). They will surely help you out and resolve your doubts. If you can't clarify what exactly you require for your work then ask the
supervisor to help you with the alternative. He might also provide you the list of essential readings.

6. Use of computer is recommended: As you are doing research in the field of Computer Science, then this point is quite obvious.
7. Use right software: Always use good quality software packages. If you are not capable to judge good software then you can lose

quality of your paper unknowingly. There are various software programs available to help you, which you can get through Internet.

8. Use the Internet for help: An excellent start for your paper can be by using the Google. It is an excellent search engine, where you can
have your doubts resolved. You may also read some answers for the frequent question how to write my research paper or find model
research paper. From the internet library you can download books. If you have all required books make important reading selecting and
analyzing the specified information. Then put together research paper sketch out.

9. Use and get big pictures: Always use encyclopedias, Wikipedia to get pictures so that you can go into the depth.

10. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right! It is a good habit, which helps to
not to lose your continuity. You should always use bookmarks while searching on Internet also, which will make your search easier.

11. Revise what you wrote: When you write anything, always read it, summarize it and then finalize it.
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12. Make all efforts: Make all efforts to mention what you are going to write in your paper. That means always have a good start. Try to
mention everything in introduction, that what is the need of a particular research paper. Polish your work by good skill of writing and
always give an evaluator, what he wants.

13. Have backups: When you are going to do any important thing like making research paper, you should always have backup copies of it
either in your computer or in paper. This will help you to not to lose any of your important.

14. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. Using several
and unnecessary diagrams will degrade the quality of your paper by creating "hotchpotch." So always, try to make and include those
diagrams, which are made by your own to improve readability and understandability of your paper.

15. Use of direct quotes: When you do research relevant to literature, history or current affairs then use of quotes become essential but
if study is relevant to science then use of quotes is not preferable.

16. Use proper verb tense: Use proper verb tenses in your paper. Use past tense, to present those events that happened. Use present
tense to indicate events that are going on. Use future tense to indicate future happening events. Use of improper and wrong tenses will
confuse the evaluator. Avoid the sentences that are incomplete.

17. Never use online paper: If you are getting any paper on Internet, then never use it as your research paper because it might be
possible that evaluator has already seen it or maybe it is outdated version.

18. Pick a good study spot: To do your research studies always try to pick a spot, which is quiet. Every spot is not for studies. Spot that
suits you choose it and proceed further.

19. Know what you know: Always try to know, what you know by making objectives. Else, you will be confused and cannot achieve your
target.

20. Use good quality grammar: Always use a good quality grammar and use words that will throw positive impact on evaluator. Use of
good quality grammar does not mean to use tough words, that for each word the evaluator has to go through dictionary. Do not start
sentence with a conjunction. Do not fragment sentences. Eliminate one-word sentences. Ignore passive voice. Do not ever use a big
word when a diminutive one would suffice. Verbs have to be in agreement with their subjects. Prepositions are not expressions to finish
sentences with. It is incorrect to ever divide an infinitive. Avoid clichés like the disease. Also, always shun irritating alliteration. Use
language that is simple and straight forward. put together a neat summary.

21. Arrangement of information: Each section of the main body should start with an opening sentence and there should be a
changeover at the end of the section. Give only valid and powerful arguments to your topic. You may also maintain your arguments with

records.

22. Never start in last minute: Always start at right time and give enough time to research work. Leaving everything to the last minute
will degrade your paper and spoil your work.

23. Multitasking in research is not good: Doing several things at the same time proves bad habit in case of research activity. Research is
an area, where everything has a particular time slot. Divide your research work in parts and do particular part in particular time slot.

24. Never copy others' work: Never copy others' work and give it your name because if evaluator has seen it anywhere you will be in
trouble.

25. Take proper rest and food: No matter how many hours you spend for your research activity, if you are not taking care of your health
then all your efforts will be in vain. For a quality research, study is must, and this can be done by taking proper rest and food.

26. Go for seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.
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27. Refresh your mind after intervals: Try to give rest to your mind by listening to soft music or by sleeping in intervals. This will also
improve your memory.

28. Make colleagues: Always try to make colleagues. No matter how sharper or intelligent you are, if you make colleagues you can have
several ideas, which will be helpful for your research.

29. Think technically: Always think technically. If anything happens, then search its reasons, its benefits, and demerits.

30. Think and then print: When you will go to print your paper, notice that tables are not be split, headings are not detached from their
descriptions, and page sequence is maintained.

31. Adding unnecessary information: Do not add unnecessary information, like, | have used MS Excel to draw graph. Do not add
irrelevant and inappropriate material. These all will create superfluous. Foreign terminology and phrases are not apropos. One should
NEVER take a broad view. Analogy in script is like feathers on a snake. Not at all use a large word when a very small one would be
sufficient. Use words properly, regardless of how others use them. Remove quotations. Puns are for kids, not grunt readers.
Amplification is a billion times of inferior quality than sarcasm.

32. Never oversimplify everything: To add material in your research paper, never go for oversimplification. This will definitely irritate the
evaluator. Be more or less specific. Also too, by no means, ever use rhythmic redundancies. Contractions aren't essential and shouldn't
be there used. Comparisons are as terrible as clichés. Give up ampersands and abbreviations, and so on. Remove commas, that are, not
necessary. Parenthetical words however should be together with this in commas. Understatement is all the time the complete best way
to put onward earth-shaking thoughts. Give a detailed literary review.

33. Report concluded results: Use concluded results. From raw data, filter the results and then conclude your studies based on
measurements and observations taken. Significant figures and appropriate number of decimal places should be used. Parenthetical
remarks are prohibitive. Proofread carefully at final stage. In the end give outline to your arguments. Spot out perspectives of further
study of this subject. Justify your conclusion by at the bottom of them with sufficient justifications and examples.

34. After conclusion: Once you have concluded your research, the next most important step is to present your findings. Presentation is
extremely important as it is the definite medium though which your research is going to be in print to the rest of the crowd. Care should
be taken to categorize your thoughts well and present them in a logical and neat manner. A good quality research paper format is
essential because it serves to highlight your research paper and bring to light all necessary aspects in your research.

INFORMAL GUIDELINES OF RESEARCH PAPER WRITING

Key points to remember:

®  Submit all work in its final form.
e  Write your paper in the form, which is presented in the guidelines using the template.
®  Please note the criterion for grading the final paper by peer-reviewers.

Final Points:

A purpose of organizing a research paper is to let people to interpret your effort selectively. The journal requires the following sections,
submitted in the order listed, each section to start on a new page.

The introduction will be compiled from reference matter and will reflect the design processes or outline of basis that direct you to make
study. As you will carry out the process of study, the method and process section will be constructed as like that. The result segment will
show related statistics in nearly sequential order and will direct the reviewers next to the similar intellectual paths throughout the data
that you took to carry out your study. The discussion section will provide understanding of the data and projections as to the implication
of the results. The use of good quality references all through the paper will give the effort trustworthiness by representing an alertness
of prior workings.
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Writing a research paper is not an easy job no matter how trouble-free the actual research or concept. Practice, excellent preparation,
and controlled record keeping are the only means to make straightforward the progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general guidelines.

To make a paper clear

- Adhere to recommended page limits
Mistakes to evade

e |[nsertion a title at the foot of a page with the subsequent text on the next page
e  Separating a table/chart or figure - impound each figure/table to a single page
e Submitting a manuscript with pages out of sequence

In every sections of your document
- Use standard writing style including articles ("a", "the," etc.)

- Keep on paying attention on the research topic of the paper

- Use paragraphs to split each significant point (excluding for the abstract)

- Align the primary line of each section

- Present your points in sound order

- Use present tense to report well accepted

- Use past tense to describe specific results

- Shun familiar wording, don't address the reviewer directly, and don't use slang, slang language, or superlatives
- Shun use of extra pictures - include only those figures essential to presenting results

Title Page:

Choose a revealing title. It should be short. It should not have non-standard acronyms or abbreviations. It should not exceed two printed
lines. It should include the name(s) and address (es) of all authors.
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Abstract:

The summary should be two hundred words or less. It should briefly and clearly explain the key findings reported in the manuscript--
must have precise statistics. It should not have abnormal acronyms or abbreviations. It should be logical in itself. Shun citing references
at this point.

An abstract is a brief distinct paragraph summary of finished work or work in development. In a minute or less a reviewer can be taught
the foundation behind the study, common approach to the problem, relevant results, and significant conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet written?
Wealth of terminology is very essential in abstract. Yet, use comprehensive sentences and do not let go readability for briefness. You can
maintain it succinct by phrasing sentences so that they provide more than lone rationale. The author can at this moment go straight to
shortening the outcome. Sum up the study, with the subsequent elements in any summary. Try to maintain the initial two items to no
more than one ruling each.

Reason of the study - theory, overall issue, purpose
®  Fundamental goal
®  To the point depiction of the research

e  Consequences, including definite statistics - if the consequences are quantitative in nature, account quantitative data; results
of any numerical analysis should be reported

e Significant conclusions or questions that track from the research(es)

Approach:
. Single section, and succinct
®  Asaoutline of job done, it is always written in past tense
e A conceptual should situate on its own, and not submit to any other part of the paper such as a form or table
e  Center on shortening results - bound background information to a verdict or two, if completely necessary
¢  What you account in an conceptual must be regular with what you reported in the manuscript

®  Exact spelling, clearness of sentences and phrases, and appropriate reporting of quantities (proper units, important statistics)
are just as significant in an abstract as they are anywhere else

Introduction:

The Introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background information to be
capable to comprehend and calculate the purpose of your study without having to submit to other works. The basis for the study should
be offered. Give most important references but shun difficult to make a comprehensive appraisal of the topic. In the introduction,
describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the reviewer will have no attention in your
result. Speak in common terms about techniques used to explain the problem, if needed, but do not present any particulars about the
protocols here. Following approach can create a valuable beginning:

Explain the value (significance) of the study

®  Shield the model - why did you employ this particular system or method? What is its compensation? You strength remark on its
appropriateness from a abstract point of vision as well as point out sensible reasons for using it.

®  Present a justification. Status your particular theory (es) or aim(s), and describe the logic that led you to choose them.
® Very for a short time explain the tentative propose and how it skilled the declared objectives.

Approach:

®  Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job is
done.

®  Sort out your thoughts; manufacture one key point with every section. If you make the four points listed above, you will need a
least of four paragraphs.
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®  Present surroundings information only as desirable in order hold up a situation. The reviewer does not desire to read the
whole thing you know about a topic.

e  Shape the theory/purpose specifically - do not take a broad view.

®  Asalways, give awareness to spelling, simplicity and correctness of sentences and phrases.

Procedures (Methods and Materials):

This part is supposed to be the easiest to carve if you have good skills. A sound written Procedures segment allows a capable scientist to
replacement your results. Present precise information about your supplies. The suppliers and clarity of reagents can be helpful bits of
information. Present methods in sequential order but linked methodologies can be grouped as a segment. Be concise when relating the
protocols. Attempt for the least amount of information that would permit another capable scientist to spare your outcome but be
cautious that vital information is integrated. The use of subheadings is suggested and ought to be synchronized with the results section.
When a technique is used that has been well described in another object, mention the specific item describing a way but draw the basic
principle while stating the situation. The purpose is to text all particular resources and broad procedures, so that another person may
use some or all of the methods in one more study or referee the scientific value of your work. It is not to be a step by step report of the
whole thing you did, nor is a methods section a set of orders.

Materials:

®  Explain materials individually only if the study is so complex that it saves liberty this way.
®  Embrace particular materials, and any tools or provisions that are not frequently found in laboratories.
® Do not take in frequently found.

e |[f use of a definite type of tools.
®  Materials may be reported in a part section or else they may be recognized along with your measures.
Methods:

®  Report the method (not particulars of each process that engaged the same methodology)

Describe the method entirely

To be succinct, present methods under headings dedicated to specific dealings or groups of measures

e Simplify - details how procedures were completed not how they were exclusively performed on a particular day.
If well known procedures were used, account the procedure by name, possibly with reference, and that's all.

Approach:

® |t is embarrassed or not possible to use vigorous voice when documenting methods with no using first person, which would
focus the reviewer's interest on the researcher rather than the job. As a result when script up the methods most authors use
third person passive voice.

®  Use standard style in this and in every other part of the paper - avoid familiar lists, and use full sentences.

What to keep away from

®  Resources and methods are not a set of information.
®  Skip all descriptive information and surroundings - save it for the argument.
®  |leave out information that is immaterial to a third party.

Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part a entirely objective details of the
outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Carry on to be to the point, by means of statistics and
tables, if suitable, to present consequences most efficiently.You must obviously differentiate material that would usually be incorporated

in a study editorial from any unprocessed data or additional appendix matter that would not be available. In fact, such matter should not
be submitted at all except requested by the instructor.
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Content

Sum up your conclusion in text and demonstrate them, if suitable, with figures and tables.
In manuscript, explain each of your consequences, point the reader to remarks that are most appropriate.
Present a background, such as by describing the question that was addressed by creation an exacting study.
Explain results of control experiments and comprise remarks that are not accessible in a prescribed figure or table, if
appropriate.

&  Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or in manuscript form.
What to stay away from

® Do not discuss or infer your outcome, report surroundings information, or try to explain anything.
L] Not at all, take in raw data or intermediate calculations in a research manuscript.

® Do not present the similar data more than once.
®  Manuscript should complement any figures or tables, not duplicate the identical information.

e Never confuse figures with tables - there is a difference.
Approach

e Asforever, use past tense when you submit to your results, and put the whole thing in a reasonable order.
e  Put figures and tables, appropriately numbered, in order at the end of the report

e |f you desire, you may place your figures and tables properly within the text of your results part.
Figures and tables

e |f you put figures and tables at the end of the details, make certain that they are visibly distinguished from any attach appendix
materials, such as raw facts

®  Despite of position, each figure must be numbered one after the other and complete with subtitle
®  |n spite of position, each table must be titled, numbered one after the other and complete with heading

e Allfigure and table must be adequately complete that it could situate on its own, divide from text
Discussion:

The Discussion is expected the trickiest segment to write and describe. A lot of papers submitted for journal are discarded based on
problems with the Discussion. There is no head of state for how long a argument should be. Position your understanding of the outcome
visibly to lead the reviewer through your conclusions, and then finish the paper with a summing up of the implication of the study. The
purpose here is to offer an understanding of your results and hold up for all of your conclusions, using facts from your research and
generally  accepted information, if  suitable.  The implication of  result  should be  visibly  described.
Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact you must explain mechanisms
that may account for the observation. If your results vary from your prospect, make clear why that may have happened. If your results
agree, then explain the theory that the proof supported. It is never suitable to just state that the data approved with prospect, and let it
drop at that.

®  Make a decision if each premise is supported, discarded, or if you cannot make a conclusion with assurance. Do not just dismiss
a study or part of a study as "uncertain."

®  Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results that
you have, and take care of the study as a finished work

®  You may propose future guidelines, such as how the experiment might be personalized to accomplish a new idea.

®  Give details all of your remarks as much as possible, focus on mechanisms.

®  Make a decision if the tentative design sufficiently addressed the theory, and whether or not it was correctly restricted.
®  Tryto present substitute explanations if sensible alternatives be present.

®  One research will not counter an overall question, so maintain the large picture in mind, where do you go next? The best
studies unlock new avenues of study. What questions remain?

e  Recommendations for detailed papers will offer supplementary suggestions.
Approach:

®  When you refer to information, differentiate data generated by your own studies from available information
®  Submit to work done by specific persons (including you) in past tense.
= Submit to generally acknowledged facts and main beliefs in present tense.
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ADMINISTRATION RULES LISTED BEFORE
SUBMITTING YOUR RESEARCH PAPER TO GLOBAL JOURNALS INC. (US)

Please carefully note down following rules and regulation before submitting your Research Paper to Global Journals Inc. (US):

Segment Draft and Final Research Paper: You have to strictly follow the template of research paper. If it is not done your paper may get

rejected.

. The major constraint is that you must independently make all content, tables, graphs, and facts that are offered in the paper.
You must write each part of the paper wholly on your own. The Peer-reviewers need to identify your own perceptive of the
concepts in your own terms. NEVER extract straight from any foundation, and never rephrase someone else's analysis.

e Do not give permission to anyone else to "PROOFREAD" your manuscript.

®  Methods to avoid Plagiarism is applied by us on every paper, if found guilty, you will be blacklisted by all of our collaborated
research groups, your institution will be informed for this and strict legal actions will be taken immediately.)

®  To guard yourself and others from possible illegal use please do not permit anyone right to use to your paper and files.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after

CRITERION FOR GRADING A RESEARCH PAPER (COMPILATION)
BY GLOBAL JOURNALS INC. (US)

decision of Paper. This report will be the property of Global Journals Inc. (US).

Abstract

Introduction

Methods
Procedures

Discussion

References

XIX

Grades

Clear and concise with
appropriate content, Correct

format. 200 words or below

Containing all background
details with clear goal and
appropriate  details, flow
specification, no grammar
and spelling mistake, well
organized sentence and

paragraph, reference cited

Clear and to the point with
well arranged paragraph,
precision and accuracy of
facts and figures, well

organized subheads

Well organized, Clear and
specific, Correct units with
precision, correct data, well
structuring of paragraph, no
grammar and spelling
mistake

Well organized, meaningful
specification, sound
conclusion, logical and
concise explanation, highly

structured paragraph
reference cited
Complete and correct

format, well organized

Unclear summary and no
specific data, Incorrect form

Above 200 words

Unclear and confusing data,
appropriate format, grammar
and spelling errors with
unorganized matter

Difficult to comprehend with
embarrassed text, too much
explanation but completed

Complete and embarrassed
text, difficult to comprehend

Wordy, unclear conclusion,
spurious

Beside the point, Incomplete

E-F

No specific data with ambiguous
information

Above 250 words

Out of place depth and content,
hazy format

Incorrect  and unorganized

structure with hazy meaning

Irregular format with wrong facts
and figures

Conclusion is not  cited,
unorganized, difficult to

comprehend

Wrong format and structuring
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