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Replication in Mobile Ad-hoc Network using Hopfield Network      
By Tanu Chawla  & Dr. Mukesh Kumar                                                                                       

 The Technological Institute of Textile & Sciences, India 

Abstract- Mobile Ad hoc Network (MANET) is a network comprises of mobile nodes connected 
without any centralized administration. Each node in the network has the ability to share a large 
number of objects with other nodes. The nodes are connected with other nodes to forward a 
message to other nodes until the search for node that desire meets. This paper represents a new 
replication method to recover the performance in distributed system. Objects are replicated on 
different nodes in the network to minimize the search for an object. It is observed that mobility of 
nodes predicted using SOM (Self Organizing Maps) technique provides less accuracy. This paper 
represents an algorithm that uses the network parameters as input condition to replicate objects into 
the nodes. The decision for each node will be taken by gathering the input conditions and feed to the 
Hopfield Neural Network. It is view that it will provide more accuracy and improve the performance.            
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Replication in Mobile Ad-hoc Network Using 
Hopfield Network 

Tanu Chawla α & Dr. Mukesh Kumar σ

Abstract-  Mobile Ad hoc Network (MANET) is a network 
comprises of mobile nodes connected without any centralized 
administration. Each node in the network has the ability to 
share a large number of objects with other nodes. The nodes 
are connected with other nodes to forward a message to other 
nodes until the search for node that desire meets. This paper 
represents a new replication method to recover the 
performance in distributed system. Objects are replicated on 
different nodes in the network to minimize the search for an 
object. It is observed that mobility of nodes predicted using 
SOM (Self Organizing Maps) technique provides less 
accuracy. This paper represents an algorithm that uses the 
network parameters as input condition to replicate objects into 
the nodes. The decision for each node will be taken by 
gathering the input conditions and feed to the Hopfield Neural 
Network. It is view that it will provide more accuracy and 
improve the performance. 
Keywords: hop field network, mobile ad hoc networks, 
neural networks, replication, routing, routing protocols. 

I. Introduction 

ue to increase in the demand of the computers in 
our daily life, it increases the demand of 
connectivity. Through connectivity of various 

nodes in the network, these nodes in the network can 
easily share their data or objects. Wired network have 
been used for a long time. Due to some restrictions of 
wired network, requirement for the wireless network has 
been increased for sending messages, emails and 
communicate with other. So Mobile Ad-hoc Network 
(MANET) have been developed which comprises of a 
large number of nodes. In mobile ad-hoc network, 
nodes can communicates with the other nodes without 
any need of central administration or base station [2]. 
MANET is commonly used for all purpose like offices for 
doing    work    and    colleges    for    maintain    details. 
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So today demand for the ad-hoc network 
enhances. Mobile Ad-hoc Network is an autonomous 
system of mobile routers which are connected with the 
wireless links and easily communicate with each other. 
Each node has the ability to move freely in the network 
at any place. In Mobile ad-hoc network, each node 
communicates with its neighbours by forward a query 
message and establishes the communication between 
them [3]. 

 

This shows that every node acts as a host as 
well as a router [4]. Such a network may be used for the 
large number of nodes. So this network is a multi-hoped 
communication network. In this network, the routing 
protocols are used to transmit the data between the 
nodes in the network. MANET is used in many 
applications such as military services, healthcare [1]. 
Inside the wired network, when one node goes outside 
from the network, then it disturbs the whole network and 
the problem will not easily solved. So these days, 
people prefers to wireless network

 

 

Figure 

 

2 : 

  

Block Diagram of Mobile nodes that are act 
as a host as well as router.

 

Mobile ad-hoc network is a wireless network 
topology which is commonly used now-a-days. It 
consists of a large number of nodes that are linked with 
each other and share the objects between them. There 
are a large number of characteristics of MANET [2]. 
Some of these are summarized as below:

 

D 

Figure 1 : Example of Mobile Ad hoc Network with 
having five nodes.
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i. Nodes can perform the role of host as well as 
router.

ii. There is no need of centralized controller and 
infrastructure.

iii. MANET provides limited security.
iv. This network can be set up anywhere.
v. MANET is a dynamic network topology.
vi. Communication is done without the need of wires.

ii. verview On ata eplication

Data replication is a most useful technique is 
commonly used today. It is used for improving reliability, 

O D R



 
 

 
 

  
  
  
  

  

scalability, fault-tolerance and accessibility of data 
services [6]. It is a technique stored on the multiple 
locations which reduce the search size. To be most 
useful, data replication should be invisible to the user. 
The main improvement of using replication is that if you 
change only single copy of the data that presents in one 
node then data available on other nodes changes 
automatically. This solves a large number of problems. 
So replication is commonly used. 

 

Maintaining various copies of data is one of the 
most successful ways to stay away from database 
availability problems. After failure produced in one 
database, then you have the ability to use

 

another local 
copy of the database or you can also competent of use 
the copy of the database that are present on other site. 
In networking, replication is well thought-out as a most 
important method to extend reliability [7]. 

 

III.

 

Overview on Artificial Neural 
Network

 

Artificial Neural Network (ANN) is a computing 
system consists of a large number of processing 
elements which are used to take inputs and then 
processing takes place and then gives response to the 
inputs [8]. A large Neural Network consists of a large 
number of processing elements [9]. 

 

Neural network is made up of a number of 
layers. Layers are prepared by a number of 
interconnected nodes which include an activation 
function. Patterns are represented in the network as the 
input layer, which has links to one or more 'hidden 
layers' and input layer communicates with middle layer 
known as hidden layer. In the hidden layer, processing 
is done through a number of weighted connections. The 
hidden layer directly linked to an output layer which has 
the capability to gives response to all the inputs [10].

 

IV.

 

Role of Replication in Manet

 

Replication is one of the most important 
techniques is most commonly used in MANET which 
allow the nodes to come apart the objects between 
them. The objective of this technique is to care for a 
number of object replicas in excess of the time before a 
node exits in decentralized and amorphous environment 
[11]. That is the reason that shows the need to replicate 
objects on the number of nodes that are linked to one 
another in the network, which is necessary [13].

 

 

 

Figure 3 : 

  

Shows the replication of nodes in the 
network.

 

V.

 

Related Work

 

We observe a large number of replication 
techniques that are most commonly used. Some of 
them are: reactive and proactive replication. Reactive 
replication is the generally used algorithm.  In reactive 
replication, the requesting node has the copy of the 
object from the source node. After completion of the 
search, a copy of object is produced into the node 
where the query was generated. In this type of 
replication overhead is higher. But the main advantage 
of using this technique is that it minimizes the storage 
for replicas, so it provides better results. The only 
problem with this replication method is more overhead.

 

In proactive replication,

 

the object is replicated 
from the node that is requested to the node that is 
provided only in the selected nodes. Sometimes it is 
copied along the complete path of the successful query 
from source node to requested node. It is called as the 
path replication. After the completion of the query, 
replication of object is takes place in the complete path 
from source node to

 

node that are requested [13]. 
Beyond that a new third type of replication algorithm is 
developed known as “random replication”. In random 
replication, beyond the enquiry is completed, the 
objects are copied randomly in selective nodes along 
the path from the requester to the requested node.

 

VI.

 

Problem Overview

 

A network consists of a large number of nodes. 
Each node in the network has the ability to share their 
objects with other nodes [1]. By using one of the 
different kinds of search techniques, the location of the 
data is retrieved. A query for the certain object is 
initiated to perform the search among nodes. These 
nodes are linked with one another forward a request 
message from one node to another node until a search 
for a certain object is completed. The

 

queries were 

© 2013   Global Journals Inc.  (US)
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processed on each node from source node to 
requested node. The message passes to the various 
nodes through connection between them until the node 
that is requested is determined. The nodes which are 

Replication in Mobile Ad-hoc Network Using Hopfield Network



used to forward a message from source node to request 
node is known as the path. The shorter path length has 
more performance than a longer path.

 

Replication method is the one of the method to 
get a good performance in a search on a distributed 
system [13]. This paper also calculates the predictability 
of the nodes. The main benefit of mobility prediction is 
to assign next access point before the mobile terminal 
leaves its current one which reduces the intrusion time in 
communication between terminal mobiles. Prediction is 
implemented using SOM (Self Organizing Maps) 
technique [13]. But that offers less accuracy. This paper 
implements new prediction technique which is Hopfield 
Neural Network technique used in MANET that will offer 
high accuracy and provide high performance.

 

VII.

 

Proposed Algorithm

 

This algorithm is used to replicate the objects 
randomly on the nodes after the successful search to 
reduce our search and time and improve the 
performance of the system. This algorithm depends 
upon the theory of finding the conditions of the nodes 
that are moves out of network. According to this 
scheme, when a request for a certain object is created, 
and previously it is to be found then this algorithm is 
used to randomly replicate the objects along the path 
from source node to the node that is requested. The 
proposed algorithm uses the hops as an input condition 
to make the decision for replicate objects into the 
nodes. The decision made by gathering the input 
parameters of each node and feed this input parameters 
into the Hopfield Network technique.

 

The various steps of the proposed algorithm are 
as follows:

 

1.

 

Firstly, a set of input parameters such as packet 
ratio, energy and E2E delay are gathered as inputs.

 

2.

 

Then the algorithm has to choose the nodes that are 
needed to replicate.

 

3.

 

Then it checks the state of the node using Hopfield 
Network algorithm.

 

4.

 

The output “0” is for nodes about to leave the 
network and “1” for those who have enough time to 
stay in the network.

 

5.

 

Once a nodes category is specified, the copy of the 
requested object is placed for those nodes whose 
category is set to “1”. 

 

6.

 

On the other hand, those nodes which contains the 
“0” category, the replication scheme ignores the 
replication of object on that node.

 

7.

 

Then the category for the next node to be evaluated.

 

8.

 

The method keeps on going until the requesting 
node in the random replication is reached.

 

  data is trained using the supervised learning.

 

So it gives 
better performance than using SOM Algorithm.

 

Flow Chart of the proposed algorithm is

 
 
  

 

 

 

 

   

                                         

 

                                                     

 

 

                                                     No              

 

                 Yes

 

                                                                    

 

                                                                

 

                 

   

          Yes

 

               

 

                        No        

  
    

 

A set of input parameters are fed into Hopfield 
algorithm as input for each node to classify the input 
data into the groups. Only two categories of output are 
produced by Hopfield network for making decisions for 
the nodes. These are either “0” or “1”. The number “0” 
indicates the nodes about to leave the network and “1” 
for those who are not going out from the network. When 
the search for all the data completed, then the random 
replication is used to replicate the objects randomly 
from the source node to requested node. It firstly checks 
the category of each node along the path by using the 
Hopfield algorithm. After the category for each node is 
explained, then replication scheme randomly copy the 
requested object for those nodes whose category is set 
to “1”. On the other hand, the nodes which contain the 
“0” category, the replication scheme will not produce the 
replication of object for that node and check the 
category for the next node. The method keeps on going 

Energy

 

Packet Ratio

 

End to End 

 
Input parameters

 Choose Nodes to Replicate

 

 

Check Node State Using 
Hopfield Algorithm

 Is Leaving?

 Replicate Object

 More Nodes?

 End

 

VIII. Hopfield Network

Hopfield Network is a neural recurrent network 
which is used to classify input data into groups. The 

© 2013   Global Journals Inc.  (US)
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until the requesting node in the random replication is 
produced.

Replication in Mobile Ad-hoc Network Using Hopfield Network



 
 

 

 

 
Figure 

 

4 :

 

  Example of input parameters are given to the 
algorithm and produces only two outputs 0 and 1.

 
The inputs parameters for the nodes are 

distance energy and round trip time (RTT) and output 
contains only two values 0 or 1. This process is used for 
each node until the node that is requested is reached.

 
a)

 

Distance

 
In the Mobile Ad-hoc Network, each node must 

be able to send a message to another node and able to 
establish the communication between them. Each node 
in the network sends the message to a node that it is 
linked is called initial node. The distance between two 
nodes is intended by using the simple equation which is 
expressed as:

 D= √[�𝑥𝑥(𝑖𝑖) − 𝑥𝑥(𝑖𝑖 + 1)�
2

+ �𝑦𝑦(𝑖𝑖) − 𝑦𝑦(𝑖𝑖 + 1)�2

 

]

 Here D shows the distance between two nodes and i 
shows the initial node from which we want to calculate 
the distance and sqrt is a square root function which is 
used to calculate the square root of given value.

 b)

 

Round Trip Time (RTT) 

 
The Round Trip Time is the return time 

measured by sending a packet from the local node to 
the isolated node. In this paper, this time is used to 
calculate the performance of the algorithm which is 
proposed. The Round Trip Time is evaluated by solving 
the simple equation which is expressed as:

 
RTT= (2*D)/C

 Here RTT shows the Round Trip Time and D shows the 
distance between two nodes and C indicates the 
velocity of light and the velocity of light has the value 
3*108

c)

 

Energy

 

 

m/s. 

 Each node in the network wants to 
communicate with the neighbouring nodes. Each node 
contains some energy. When the nodes communicate 
with neighbouring nodes, they consume some energy. 
Here energy factor is used to calculate the energy which 
is consumed when the nodes communicates with 
another nodes.

 IX.

 

Results

 The performance evaluation of SOM and 
Hopfield Network was carried out using NS-2.34. For the 
experiments performed, a variable-size network of size 
300 sq m was randomly generated with number of 
nodes typically in the range of 10-100. The power of the 

sensor radio transmitter was set so that any node within 
a 20 meter radius is within communication range and is 
called a neighbour of the sensor. Hopfield network 
provides better result than SOM Network.

 

 
Figure 

 

5 :

  

Indicates the packet delivery ratio produced 
by SOM and Compare it with the packet ratio of new 

proposed Hopfield Algorithm.

 

 
Figure 

 

6 :

  

Indicates the packets received by SOM and 
Compare it with the packets received by new proposed 

Hopfield Algorithm.
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Replication in Mobile Ad-hoc Network Using Hopfield Network

Table 1

For 100 Nodes in a
Network

Packet 
Delivery Ratio

End to End 
Delay

Existing Algorithm 98.8202 474.827
Proposed Algorithm 99.1743 362.867

It shows the packet delivery ratio and E2E Delay 
generated by SOM Algorithm using 100 nodes and 
compares it with the packet delivery ratio and E2E Delay 
generated by Hopfield Algorithm.



 

 
 
 
 
 
 
 
 
 
 
 

It shows the Generated and Received Packets 
by SOM Algorithm using 100 nodes and compares it 
with the Generated and Received Packets by Hopfield 
Algorithm.

 

X.

 

Conclusion and Future work

 

This paper has proposed a scheme that is used 
for replicating objects on various nodes in a shapeless, 
self-configuring and self-motivated network, which 
randomly replicate the objects by determining the states 
of the node. If the status of the node is 1, which means 
that object is replicated for that node and status 0 
indicates that object is not replicated for that node. For 
this, we proposed a new algorithm. The proposed 
algorithm tries to increase the accuracy and enhance 
the performance in MANET. As a result, data will be 
available at more nodes and it will be accessible vastly.  
Due to this, it will improve the performance of the 
network and provides more accuracy.
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Efficient use of Mobile Agents for Network 
Security & Management 
S. V. Patil α , Dr. S. D. Khamitkar σ & S. N. Lokhande ρ

Abstract-  Mobile agents have special characteristics which 
can help intrusion detection in several ways. The use of mobile 
codes and mobile agent based computing paradigms has 
been proposed in several researches till date. In this paper we 
try to present a scope for the possible association of Mobile 
Agents in the field of network security and management.  
Keywords: mobile agent, network security, intrusion 
detection. 

I. Introduction 

obile Agents are composition of computer 
software and data which migrates from one 
computer to another. While doing this, they 

continue their itinerary up to the home computer. 
Autonomy and mobility are main features of mobile 
agents, specifically mobile agent is a process where 
mobile agent moves from one environment to another 
environment, with remains data intact. Mobile agent it 
self decides when and where to move. When a mobile 
agent decides to move then they save their own state 
and this state transport to another host. Mobile agents 
are specific about mobile code and they are choose the 
host and also active in respect of execution [1,4]. 

Mobile agents have special characteristics 
which can help intrusion detection in several ways. The 
use of mobile code and mobile agents computing 
paradigms have been proposed in several researches. 
The advantages include: overcoming network latency, 
reducing network load, executing asynchronously and 
autonomously, adapting dynamically, operating in 
heterogeneous environments, and having robust and 
fault-tolerant behavior. Moreover implementation of 
mobile agents in languages such as JAVA, provides 
mobile agents with system and platform independence 
and considerable security features [1,7].  

As computer network is a collection of 
autonomous connected computers and other 
communication devices used for sharing resources or 
computers uses wired or wireless links as transmission 
media. Network security is an important task that must 
be seriously considered when designing a network. 
Network   security   is    defined   as    the   policies   and  
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procedures followed by a network administrator to 
protect the network devices from threats and simultan- 
eously the unauthorized users must be prevented from 
accessing the network[2]. Maintaining Network security 
is a broad subject means securing our network from 
unauthorized entity or Mal ware. The unauthorized entity 
may modify the information or accessing the network 
through remote computer may harm the network.  
Following are some network security measures, 
1. Availability : The term Availability means that a node 

should maintain its ability to provide all the designed 
services regardless of the security state of it. 

2. Integrity : Integrity guarantees the identity of the 
messages when they are transmitted. 

3. Confidentiality : Confidentiality means that certain 
information is only accessible to those who have 
been authorized to access it. 

4. Authenticity : Authenticity is essentially assurance 
that participants in communication are genuine and 
not impersonators. 

5. Non repudiation : Non repudiation ensures that the 
sender and the receiver of a message cannot 
disavow that they have ever sent or received such a 
message. 

6. Authorization : Authorization is a process in which 
an entity is issued a credential, which specifies the 
privileges and permissions it has and cannot be 
falsified, by the certificate authority. 

II. Literature Review and Findings 

In this section we are reviewing some literature 
related with Mobile agent and Network management 
and security. Once the mobile agent has migrated, the 
connection between the client and server is 
disconnected, later when mobile agent finishes its job at 
the server, then it will reconnect to the client or host. This 
clearly saves the network bandwidth especially in the 
wireless environment where disconnection is frequent 
and bandwidth play a major role[3]. A Mobile agent 
(MA) is a composition of computer software and data 
which is able to migrate (move) from one computer to 
another autonomously and continue its execution on the 
destination computer. Taking the recent development 
i.e. going to this field, mobile agent based intrusion 
detection system is an efficient way to the intrusion 
detection in the distributed environment. [4] . Mobile 
agents perform a task by migrating and executing on 

M 
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several hosts connected to the network. For the sniffer 



detection, the network administrator sends some special 
types of mobile agents in the network and collects 
information from different nodes. After analyzing this 
information the network administrator can identify the 
computer system running in promiscuous mode. [5] In 
[1] evaluate the implications of applying mobile agent 
technology to the field of intrusion detection and present 
a distributed intrusion detection system (IDS) based on 
mobile agents that considers large-scale network 
environment in order to monitor multiple hosts 
connected via a network as well as the network itself. 
Once system will be operational it will be the first 
comprehensive real–life application using mobile agents 
that will not only provide security to network resources 
but also provide security and protection to the mobile 
agents system itself. The system efficiently solves 
several problems with the existing IDS/IPS solutions: it 
can detect new vulnerabilities, it can process and filter 
large volumes of logs, it reacts to intrusions in real–

 time, provides protection against unknown attacks, 
supports and improves IDS/IPS commercial products by 
different vendors, and handles software patches. The 
system not only improves the existing IDS/IPS solutions, 
but it also eliminates several of their core problems. In 
addition, it is self protected by full encryption, both 
mobile agents and their platforms, and therefore not 
vulnerable to attacks against its own components and 
resources. [6]

 
III.

 
Discussions on Network Security

 
& 

Management using Mobile Agents
 

There exist many contemporary approaches for 
network security categorized as Host based and 
Network based. However, they work for Intrusion 
detection and not for overall security management. As 
mentioned earlier, Mobile Agents can be useful in such 
places where we need network security as well as 
network management. We can use different mobile 
agents for securing the network from the threats as well 
as detect the threats. For example, network sniffing 
detector mobile agent used to find the network sniffer 
program in the network. Mobile agents can be used in 
above context as follows:

 a)
 

Network load Reducing
 

:
 

Due to the multiple 
interactions in network, it creates excess network 
traffic. A mobile agent through the package 
conversation they dispatches the packets on the 
destination host at that time locally interaction 
happens and it helps to reduce the network load.

 b)
 

Overcome Network Latency
 
:
 
In real time systems, 

with the help of mobile agents overcome the 
network latency, because mobile agents dispatches 
from central controller and acts locally.

 c)
 

Tolerant to Network Faults
 

:
 

Without active 
connection between clients and server mobile 
agents can operate.

 d)
 

Encapsulate Protocols
 

:  When data is being 
exchanged in network at that time every host has a 
code, for this code needs protocols e.g. incoming 
and outgoing. When these protocols needs security 
at that time protocol code becomes heavy and 
creates problems. Mobile agents move on the 
remote host and using specific channels creates 
new protocols.

 e)
 

Execute Asynchronously and Autonomously
 
:
  

It is 
possible to embedded different tasks in the mobile 
agents and may be dispatched on the hosts. When 
agents are dispatched they becomes independent 
from the process and due to this mobile agents 
become asynchronous and autonomous.

 f)
 

Adapt Dynamically
 
:
  

Mobile agents have their own 
sense about execution environment, because they 
reacts autonomously with the changes. They solve 
specific problem in the network by their own.

 g)
 

They are Naturally Heterogeneous :
 

Network 
computing is itself heterogeneous in respect of 
hardware

 
and software; therefore mobile agents are 

also heterogeneous in nature. [7]
 

In case of network management, the Mobile 
agents assist to the network administrator to manage 
the network security. For security management mobile 
agent's team launched in the network this team visits to 
all the computers in the network and different services 
security software analyzes and install. For this mobile 
agents uses following techniques 
1. Connectivity and states of remote hosts are 

checked and reported. 
2. Configuration of remote hosts are cheeked and 

recorded. 
3. Security configuration management related tasks 

are applied. 
4. Mapping of snort rules and identified vulnerabilities. 

For completing the above four function mobile 
agents team automating launched, these teams interact 
with the all system and install security tools on the 
remote hosts and complete the desired network security 
management tasks. 

Similarly we can detect intrusions also. Intrusion 
detection is implemented by an intrusion detection 
system and today there are many commercial intrusion 
detection systems available. In 1987 Dorothy E. Denning 
proposed intrusion detection as is an approach to 
counter the computer and networking attacks and 
misuses. In general, most of these commercial 
implementations are relative ineffective and insufficient, 
which gives rise to the need for research on more 
dynamic intrusion detection systems[8].Mobile agents 
plays very important role in the network security. Mobile 
agent searches the malicious activity in the network, for 
these work mobile agents provides following three 
groups. 
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 1.
 

Analysis of large volume of data in various logs 
generation of effective reports.

 2.
 

Detection of and reaction to host based intrusion 
attempts in real time.

 3.
 

Detection of and reaction in real time of distributed 
intrusion attempts.

 
For completing the above three functions the 

different mobile agent teams assembled and launched. 
The capacity of these teams to analyses the logs, these 
logs created from sensors e.g. Snort, Osiris and MS 
Windows firewall which are present on the host 
computers.[6] Mobile agent reaches on the remote 
hosts, analyses the logs and if any serious problem then 
reports to the security administrator. At the same time 
second team of mobile agent reaches on the remote 
host and continuously snorts, monitor and analyze, if 
this team finds any suspicious activity calls the new 
mobile agents and lastly the third team of mobile agents 
detects intrusion activity.

 Above case can be extended for Distributed 
systems also. Today, computer system has evolved into 
a distributed computing machine, nothing is static now, 
not even the security threats and attacks. The security 
issues are of high concern today. In the world of open 
environment problem faced widely by the computer 
system and network is

 
the network intrusion. [4] 

Intrusion detection system is the security mechanism 
that gathers and analyses the information to detect 
unwanted attempts of accessing and manipulating the 
user and system activities and report it to the 
management section. 

 As
 
an example, MAIDS was developed by Lowa 

State University is a distributed IDS based on mobile 
agent technology. It build a model for an intrusion 
activity with software fault tree analysis (SFTA), and 
transform the SFTA model into intrusion detection by the 
use of Colored Petri net (CPN). Intrusion detection in 
MADIS is not only relied on direct linked neighbors of a 
particular host but also other hosts in the network. In this 
way the original host can obtain more information to 
achieve a more accurate decision. Mobile agent may 
enhance the performance of IDS and even offer IDS 
some new capabilities, however these benefits is not 
easy obtained. We could learn from these existing 
system that there are three main research areas in IDS  
with mobile agent technologies, MAIDS can gather 
information not only from neighbors of the compromised 
hosts but from more other hosts in the network that can 
lead to more accurate final decision.[9]  

 
IV.

 
Conclusion

 
Mobile agent provides an interestingly new way 

of network security & management. However, the 
security, infrastructure and standardizing issues still 
represent significant constraints. The main thing from 

our findings is that mobile agent has the potential in 
increasing the performance of network management. 
Due to its nature of being an innovative way from the 
programming environment, but some work is still 
required. 
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PEGASIS-E: Power Efficient Gathering in Sensor 
Information System Extended 

Vibha Nehra α & Ajay K. Sharma σ

Abstract-  In this paper, an improved energy efficient PEGASIS 
based protocol (PEGASIS-E) has been proposed. PEGASIS-E 
uses average distance among the sensor nodes as the criteria 
for chaining, thereby providing better performance in terms of 
energy dissipation and amount of information sent to BS. The 
simulation results obtained show that PEGASIS-E gives an 
increase in the network lifetime as compared to PEGASIS. 

I. Introduction 

dvances in wireless communication have made 
possible the development of wireless sensor 
networks consisting of devices called sensor 

nodes. Sensor nodes are low power, small size & cheap 
devices, capable of sensing, wireless communication 
and computation [1,2]. Applications of wireless sensor 
network include monitoring of harsh inhospitable, 
remote geographical locations like toxic urban industrial 
locations or a surveillance field. Other applications may 
include office automation, robot control, smart homes, 
interactive toys, identification and personalization [3]. 

A sensor network consists of hundreds & 
thousands of sensor nodes deployed in a geographical 
region. These nodes collectively form a high level 
description of event being sensed, which is further 
forwarded to a distant base station (BS), so that end 
user can access the available information. Energy 
awareness and computational feasibility are the key 
parameters that need to be addressed while designing 
protocols in resource constrained sensor networks. 
Variation in distance of nodes from BS and differences 
in internodal distances are primary antecedents causing 
unequal energy dissipation among the nodes. Thus, 
energy difference among the nodes increases with time 
resulting in deterioration of  network performance [4]. 
PEGASIS (Power Efficient GAthering in Sensor 
Information System)  is a chain based protocol [5] which 
has certain deficiencies like long chaining time in the 
process of greedy chain formation, inevitability of long 
links as well as abrupt death pattern of nodes in the 
network. 

In recent years, researchers have proposed 
numerous improved algorithms based on PEGASIS 
such as PEG-ant [6], EEPB [7], IEEPB [8]. Among these  
 
Author α : Department of Computer Science & Engineering, Sharda 
University, Greater Noida, India. e-mail: Vibha.nehra@sharda.ac.in 
Author σ : Department of Computer Science & Engineering, National 
Institute of Technology, Jalandhar, India.  
e-mail: sharmaajayk@nitj.ac.in  

EEPB adopts a threshold for chain formation to avoid 
the formation of long links LL, but this threshold is still 
uncertain and complex to determine, which induces LL, 
if not valued appropriately [7]. Likewise, IEEPB 
compares distance between the nodes twice, finds the 
shortest path to link two adjacent nodes & avoids the 
formation of LL between the neighbors [8]. The work in 
this paper introduces a PEGASIS based routing protocol 
called PEGASIS-E. PEGASIS-E computes average 
distance among the nodes and sets it as radio range for 
the farthest node from the BS. Then, it chains all the 
nodes in the radio range. Further, it compares the 
distance of all the chained nodes to find the nearest next 
end node to continue the chaining process. The 
simulation results show that PEGASIS-E outperforms 
PEGASIS. 

The rest of the paper is organized as follows: 
section II explains the radio energy dissipation model, 
section III gives the network model and assumptions 
used followed by section IV which describes PEGASIS-
E. Section V lists the performance metrics used for the 
simulation. Section VI describes the results obtained. 
Section VII concludes the paper. 

II. Radio Energy Dissipation Model 

In the radio energy model [9, 10], the 
transmitter dissipates energy to run the radio electronics 
and the power amplifier, and the receiver dissipates 
energy to run the radio electronics as shown in Figure 1. 

 
Figure 1 :  Radio Energy Dissipation Model 

Here both the free space (d2 power loss) and 
the multipath fading (d4 power loss) channel models are 
used, depending on the distance between the 
transmitter and receiver [9, 10]. Power control can be 
used to invert this loss by appropriately setting the 
power amplifier—if the distance is less than a threshold 
do, the free space model is used; otherwise, the 
multipath model is used. Thus, to transmit an L-bit 
message a distance, the radio expends 

A 
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                              L. Eelect + L. Efs.d2          if d<d
E

o 

Tx

                              L. E
 (L, d) = 

elect+ L. Eamp. d4        if d>=do

The electronics energy, E
  

elec, depends on 
factors such as the digital coding, modulation, filtering, 
and spreading of the signal, whereas the amplifier 
energy, Efs.d2

 or Eamp.d4, depends on the distance to the 
receiver and the acceptable bit-error rate [9, 10]. Value 
of threshold distance do

d

 is given by 

o= (Efs/Emp

And to receive this message, the radio expends energy 
equivalent to 

) 

Erx (L) = L X E

III. Network Model 

elec 

Our sensor network consists of 100 nodes in a 
100 x 100 sensor field as shown in Figure 2 

 
For Simplicity, we have taken following Assumptions   

[2, 8]: 

•
 

All nodes are static.
 

•
 

All nodes have power control capabilities, and each 
node can change the power level and communicate 
with BS directly.

 

•
 

BS is located far away from the sensor field and at a 
fixed location.

 

•
 

For a given signal to noise ratio, symmetric radio 
channel, making the energy required to transmit 
from one point to another and in reverse direction 
identical.

 

•
 

Nodes always have data to send.
 

•
 

Every sensor node generates a fixed size packet 
and forwards it to next node in the chain.

 

•
 

BS schedules transmission based on TDMA to 
avoid collision.

 

IV. PEGASIS-E 

PEGASIS-E is a improved chain based routing 
algorithm which operates in rounds. It consists of 3 
stages: (1) Chain construction phase, (2) leader 
selection phase, (3) data transmission phase. 

a) Chain Construction Phase 

The algorithm uses the following steps to form a chain: 

a) Initialize the network parameters. Determine the 
number of nodes, initial energy, BS location 
information et al. Then, the chain construction starts. 

b) BS broadcasts the whole network a hello message 
to obtain basic network information such as ID of 
nodes alive, distance of each node to BS, and 
distance among the nodes. 

c) Set the node farthest from BS as end node, it joins 
the chain first and is labeled as node 1. 

d) Calculate average distance between the alive 
nodes, Davg

e) Join all the nodes to the chain which have not joined 
the network and lies in the radio range. 

  and set it as the radio range for end 
node. 

f) Compare distance of all nodes joined in the chain to 
calculate the minimum distance node. 

g) Set the selected node as new end node. 
h) Repeat steps e), f), g) till all the nodes have joined 

the chain. 

The chain building scenario in PEGASIS-E for a 
network of 100 nodes randomly arranged is shown in 
figure 3. 

 
Figure 3 : The chain formed in PEGASIS-E 

 

b) Leader Selection Phase 

Leader selection in PEGASIS-E is same as that 
of PEGASIS [5]. Node which transmits the data from the 
chain is called a leader. Leader will be in some random 
position j on the chain. Nodes take turns transmitting to 
the BS, and will use node number i mod N ( N 
represents the number of nodes) to transmit to the BS in 
round i. Therefore, the leader in each round of 
communication will be at a random position on the 
chain, for node deaths at random locations. This 
concept of random node deaths on the chain ensures 
robustness of the network towards failures. 
 

c) Data Transmission Phase 

Data transmission starts on successful 
construction of chain and leader node selection. Leader 
node initiates a token passing approach to start data 
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transmission from nodes which have just one link. Each 
node delivers its own sensed data to its neighbor node 
in the chain during their time slots assigned by TDMA 
mechanism. Then, the neighbor nodes fuse the received 
data with their own data & forwards further towards the 
leader. One round will end until BS receives data from 
the leader. In addition, it is assumed that chain is rebuilt 
when a node of the chain dies during simulation of 
experiment. 

V. Performance Metrics 

The number of Nodes Alive, number of Packets received 
at BS, Energy consumed per round & Total Residual 
Energy of the sensor network are the performance 
parameters that have been used to study and evaluate 
the performance of the proposed protocol. 

• Number of alive nodes : This instantaneous 
measure reflects the total number of nodes and that 
of each type that has not yet expended all of their 
energy. 

• Data Packets received at base station : It is total 
number of data packets or messages that are 
received by the base station. This is also a measure 
of amount of information sent to BS from the sensor 
field. This measure varies linearly for all protocols. 

• Energy consumed : It measures the instantaneous 
amount of energy being consumed in the network 
per round. This is simply the energy difference from 
the beginning till the end of a round. 

• Network residual energy : It measures the total 
remaining energy of the network. It is calculated at 
each transmission round of the protocol. 

The metrics used allow us to conclude about 
the stability of the network which is the time interval from 
the start of network operation until the death of the last 
sensor node. The lifetime of the network defined as the 
number of rounds until the last node die is simply the 
operational period of the network that is the period for 
which the network continues to provide information to 
the BS. 

VI. Results And Discussions 

Table 1 :  System parameters value 

Parameter Value 
Network Size 100 X 100 meter2 

Sink (50,300) 
Number of Nodes 100 

Initial Energy of Node 0.50 J 
E 50 nJ/bit elect 
E 10 pJ/bit/mfs 

2 
E 0.0013 pJ/bit/mmp 

4 
E 5 nJ/bit/message fusion 

Data Packet 2000 bits 
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This paper uses MATLAB as simulator to 
evaluate the performance of PEGASIS-E. The system 

parameters used in the simulation are shown in the table 
1 [1,5,9, 10].

Figure 4 : Number of nodes a live
Figure 4 depicts the number of alive nodes in 

the network. It is observed that PEGASIS-E has a stable 
lifetime as compared to PEGASIS. The lifetime period of 
PEGASIS-E before the death of first node is less, but it 
continues to provide information about the sensor field 
for a longer period of time. PEGASIS shows abrupt 
death of nodes due to almost same energy dissipation 
in all nodes, as they consume same amount of energy in 
each round. While in PEGASIS-E, energy dissipation is 
different in every round. It is higher for end node.  

Figure 5 : Number of Packets to BS
Figure 5. indicates a clear gain of 34% in 

number of Packets sent to BS for PEGASIS-E as 
compared to PEGASIS. This is because death pattern of 
nodes in PEGASIS-E is such that a sub section of 
sensor field is not clearly cut-off after the death of 
certain nodes, leading to the availability of sensed data 
for a longer period of time.

Figure 6. shows energy consumption of 
PEGASIS-E. It is concluded that PEGASIS-E consumes 
less energy compared to PEGASIS because the number 
of nodes to be covered becomes less due to death of 
nodes with simulation time.
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Figure 6 : Energy consumed over time. 
Figure 7 depicts that PEGASIS-E has a 

balanced energy dissipation and more stable lifetime. 

 
Figure 7 : Total residual energy 

VII. Conclusion 

This paper proposes an improved energy-
efficient PEGASIS based protocol PEGASIS-E, which not 
only provides a set threshold, Davg for chaining but also 
simplifies the complexity of chain construction. 
Moreover, the chaining speed of PEGASIS-E is faster 
than PEGASIS. The novel algorithm avoids the formation 
of LL and provides a stable and balanced lifetime to the 
network. The simulation results prove that PEGASIS-E 
outperforms PEGASIS by achieving higher energy-
efficiency extending lifetime of network. 

References Références Referencias 

1. I.F. Akyildiz et.al.,” Wireless sensor networks: a 
survey.” Computer Networks, 2002, 38 (4) pp:393-
422. 

2. Jamal N. Al-Karaki, Ahmed E. Kamal,          “Routing 
Techniques in Wireless Sensor Networks: A Survey”, 

IEEE Wireless Communications, Volume: 11, Issue: 
6, 26-28, December 2004. 

3. Ahmed A. Ahmed, Hongchi Shi & Yi Shang, “A 
Survey on Network Protocols for Wireless Sensor 
Networks”, IEEE 2003. 

4. Yunxia Chen and Qing Zhao, “On the Lifetime of 
Wireless Sensor Networks”, Communications 
Letters, IEEE, Volume 9, Issue 11, pp:976–978, 
Digital Object Identifier 
10.1109/LCOMM.2005.11010., Nov. 2005. 

5. S. Lindsey, C.S. Raghavendra,” PEGASIS: Power-
efficient gathering in sensor information systems”, 
IEEE Aerospace and Electronic Systems Society, 
Proc of the IEEE Aerospace Conf, Montana, 
2002:1125-1130. 

6. GUO Wen-yu, ZHANG Wei, and LU Gang, 
“PEGASIS protocol in wireless sensor network 
based on an improved ant colony algorithm,” 
Second International Workshop on Education 
Technology and Computer Science, 2010, pp.64-
67. 

7. YU Yong-chang, WEI Gang, “An improved PEGASIS 
Algorithm in Wireless Sensor Networks”, Acta 
Electronica Sinica, Vol. 36, pp. 1309-1313, July 
2008. 

8. Feng Sen, Qi Bing, Tang Liangrui, “An Improved 
Energy Efficient PEGASIS Based Protocol in 
Wireless Sensor Networks”, IEEE 2011 Eighth 
International Conference on Fuzzy Systems and 
Knowledge Discovery (FSKD). 

9. W. Heinzelman, A. Chandrakasan, and H. 
Balakrishnan,”Energy-efficient communication 
protocols for wireless microsensor networks,” 
Proceedings of the 33rd lnternational  Conference 
on System Sciences (HICS ’00), January 2000. 

10. W. Heinzelman, A. Chandrakasan, and H. 
Balakrishnan, “An application-specific protocol 
architecture for wireless microsensor  networks”, 
IEEE Transactions on Wireless Communications, 
Vol. 1, No. 4, pp. 660-670, October 2002.  

 

0 500 1000 1500 2000 2500 3000 3500
0

0.005

0.01

0.015

0.02

0.025

0.03

0.035

0.04

0.045

Number of rounds

E
ne

rg
y 

co
ns

um
ed

 (i
n 

Jo
ul

es
)

 

 

PEGASIS
PEGASIS-E

0 500 1000 1500 2000 2500 3000 3500
0

5

10

15

20

25

30

35

40

45

50

Number of rounds

To
ta

l r
es

id
ua

l e
ne

rg
y 

(in
 J

ou
le

s)

 

 
PEGASIS
PEGASIS-E



© 2013. Dr. Prerna Mahajan & Abhishek Sachdeva. This is a research/review paper, distributed under the terms of the Creative 
Commons Attribution-Noncommercial 3.0 Unported License http://creativecommons.org/licenses/by-nc/3.0/), permitting all non-
commercial use, distribution, and reproduction inany medium, provided the original work is properly cited. 

  
Global Journal of Computer Science and Technology 
Network, Web & Security  
Volume 13 Issue 15 Version 1.0 Year 2013 
Type: Double Blind Peer Reviewed International Research Journal 
Publisher: Global Journals Inc. (USA) 
Online ISSN: 0975-4172 & Print ISSN: 0975-4350 

 

A Study of Encryption Algorithms AES, DES and RSA for 
Security       

By Dr. Prerna Mahajan & Abhishek Sachdeva                                                                                        
 IITM, India 

Abstract- In recent years network security has become an important issue. Encryption has come up 
as a solution, and plays an important role in information security system. Many techniques are 
needed to protect the shared data. The present work focus on cryptography to secure the data while 
transmitting in the network. Firstly the data which is to be transmitted from sender to receiver in the 
network must be encrypted using the encryption algorithm in cryptography. Secondly, by using 
decryption technique the receiver can view the original data. In this paper we implemented three 
encrypt techniques like AES, DES and RSA algorithms and compared their performance of encrypt 
techniques based on the analysis of its stimulated time at the time of encryption and decryption. 
Experiments results are given to analyses the effectiveness of each algorithm.             

Keywords: DES, RSA, AES, encryption, decryption, private key encryption, public key encryption, 
cryptography.            

GJCST-E Classification :  E.3 

AStudyofEncryptionAlgorithmsAESDESandRSAforSecurity
 

                                                                        
 

 
 
 

Strictly as per the compliance and regulations of: 

 



A Study of Encryption Algorithms AES, DES and 
RSA for Security 

Dr. Prerna Mahajan α & Abhishek Sachdeva 

Abstract-  In recent years network security has become an 
important issue. Encryption has come up as a solution, and 
plays an important role in information security system. Many 
techniques are needed to protect the shared data. The present 
work focus on cryptography to secure the data while 
transmitting in the network. Firstly the data which is to be 
transmitted from sender to receiver in the network must be 
encrypted using the encryption algorithm in cryptography. 
Secondly, by using decryption technique the receiver can view 
the original data. In this paper we implemented three encrypt 
techniques like AES, DES and RSA algorithms and compared 
their performance of encrypt techniques based on the analysis 
of its stimulated time at the time of encryption and decryption. 
Experiments results are given to analyses the effectiveness of 
each algorithm. 

σ 

Keywords: DES, RSA, AES, encryption, decryption, 
private key encryption, public key encryption, 
cryptography. 

I. Introduction 

any encryption algorithms are widely available 
and used in information security. They can be 
categorized into Symmetric (private) and 

Asymmetric (public) keys encryption. In Symmetric keys 
encryption or secret key encryption, only one key is 
used to encrypt and decrypt data. In Asymmetric keys, 
two keys are used; private and public keys [1]. Public 
key is used for encryption and private key is used for 
decryption (e.g. RSA). Public key encryption is based on 
mathematical functions, computationally intensive. 
There are many examples of strong and weak keys of 
cryptography algorithms like DES, AES. DES uses one 
64-bits key while AES uses various 128,192,256 bits 
keys [2]. 

Asymmetric key encryption or public key 
encryption is used to solve the problem of key 
distribution. In Asymmetric keys, two keys are used; 
private and public keys. Public key is used for 
encryption and private key is used for decryption (E.g. 
RSA and Digital Signatures). Because users tend to use 
two keys: public key, which is known to the public and 
private key which is known only to the user[2]. There is 
no need for distributing them prior to transmission. 
However, public key encryption is based on 
mathematical functions, computationally intensive and is 
not very efficient for small mobile devices [3]. 
Asymmetric   encryption  techniques   are   almost  1000  
  
Authors   α   σ : e-mail: aabhi616@yahoo.in  

times slower than Symmetric techniques, because they 
require more computational processing power [4]. 

This study evaluates three different encryption 
algorithms namely; AES, DES and RSA. The 
performance measure of encryption schemes will be 
conducted in terms of encryption and decryption time 
such as text or document[5].  

II. Encryption Algorithms 

Encryption is a well known technology for 
protecting sensitive data. Use of the combination of 
Public and Private Key encryption to hide the sensitive 
data of users, and cipher text retrieval [6]. 

a) Data Encryption Standard (DES) 
DES (Data Encryption Standard) algorithm 

purpose is to provide a standard method for protecting 
sensitive commercial and unclassified data. In this same 
key used for encryption and decryption process [7]. 
DES algorithm consists of the following steps 

i. Encryption  

1. DES accepts an input of 64-bit long plaintext and 
56-bitkey (8 bits of parity) and produce output of 
64 bit block.  

2. The plaintext block has to shift the bits around.  

3. The 8 parity bits are removed from the key by 
subjecting the key to its Key Permutation.  

4. The plaintext and key will processed by following  

i.
 
The key is split into two 28 halves 

 

ii.
 
Each half of the key is shifted (rotated) by one or 
two bits, depending on the round. 

 

iii.
 
The halves are recombined and subject to a 
compression permutation to reduce the

 
key from 56 

bits to 48 bits. This compressed keys used to 
encrypt this round’s plaintext block.

 

iv.
 
The rotated key halves from step 2 are used in next 
round.

 

v.
 
The data block is split into two 32-bit halves.

 

vi.
 
One half is subject to an expansion permutation to 
increase its size to 48 bits.

 

vii.
 
Output of step 6 is exclusive-OR’ed with the 48-
itcompressed key from step 3.

 

viii.
 
Output of step 7 is fed into an S-box, which 
substitutes key bits and reduces the 48-bit block 
back down to 32-bits.

 

ix.
 
Output of step 8 is subject to a P-box to permute 
the bits.

 

M 
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x. The output from the P-box is exclusive-OR’ed with 
other half of the data block. k. The two data halves 
are swapped and become the next round’s input. 
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Figure 1 : Diagram of DES Algorithm

b) Advanced Encryption Standard (AES)
Advanced Encryption Standard (AES) algorithm 

not only for security but also for great speed. Both 
hardware and software implementation are faster still. 
New encryption standard recommended by NIST to 
replace DES. Encrypts data blocks of 128 bits in 10, 12 
and 14 round depending on key size as shown in Figure 
- 2. It can be implemented on various platforms specially 
in small devices. It is carefully tested for many security 
applications.

i. Algorithm Steps : These steps used to encrypt
128-bit block

1. The set of round keys from the cipher key.
2. Initialize state array and add the initial round key 

to the starting state array.
3. Perform round = 1 to 9 : Execute Usual Round.
4. Execute Final Round.
5. Corresponding cipher text chunk output of Final 

Round Step

A Study of Encryption Algorithms AES, DES and RSA for Security



  

 

 

     
 

  
 

 
      
    
   

 

ii.

 

Usual Round

 

:

  

Execute the following operations 
which are described above.

 

1.

 

Sub

 

Bytes

 

2.

 

Shift

 

Rows

 

3.

 

Mix

 

Columns

 

4.

 

Add

 

Round

 

Key , using

 

K(round)

 

iii.

 

Final

 

Round:

 

Execute the following operations 
which are described above.

 

1.

 

Sub

 

Bytes

 

2.

 

Shift

 

Rows

 

3.

 

Add

 

Round

 

Key, using

 

K(10)

 

iv.

 

Encryption :

 

Each round consists of the following 
four steps:

 

i

 

Sub

 

Bytes : The first transformation, Sub

 

Bytes, is 
used at the encryption site. To substitute a byte, 
we interpret the byte as two hexadecimal digits.

 

ii

 

Shift

 

Rows : In the encryption, the transformation 
is called Shift

 

Rows.

 

iii

 

Mix

 

Columns : The Mix

 

Columns transformation 
operates at the column level; it transforms each 
column of the state to a new column. 

 

iv

 

Add

 

Round

 

Key : Add

 

Round

 

Key proceeds one 
column at a time.  Add

 

Round

 

Key adds a round 
key word with each state column matrix;

 

the 
operation in Add

 

Round

 

Key is matrix addition.

 

The last step consists of XO

 

Ring the output of 
the previous three steps with four words from the key 
schedule. And the last round for encryption does not 
involve the “Mix columns” step.  [8]

 

v.

 

Decryption: Decryption involves reversing all the 
steps taken in encryption using inverse functions 
like a) Inverse shift rows, b) Inverse substitute 
bytes, c) Add round key, and  d) Inverse mix 
columns.

 

The third step consists of XO

 

Ring the output of 
the previous two steps with four words from the key 
schedule. And the last round for decryption does not 
involve the “Inversemix columns” step.
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Figure 2 : AES Encryption and Decryption
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c)

 

Rivest-Shamir-Adleman

 

(RSA)

 

RSA is widely used Public-Key algorithm. RSA 
firstly described in 1977. In our proposed work, we are 
using RSA algorithm to encrypt the data to provide 
security so

 

that only the concerned user can access it.

 

RSA algorithm involves these steps:

 

1. Key Generation

 

2. Encryption

 

3. Decryption

 

i

 

Key Generation

 

Before the data is encrypted, Key generation 
should be done. [9]

 

Steps:

 

Generate a public/private key pair :

 

1. Generate two large distinct primes p and q

 

2. Compute n = pq and φ

 

= (p − 1)(q − 1)

 

3. Select an e, 1 < e < φ, relatively prime to φ.

 

4. Compute the unique integer d, 1 < d < φ

 

where ed 
≡φ

 

1.

 

5. Return public key (n, e) and private key d  

 

ii

 

Encryption

 

Encryption is the process of converting original 
plain text (data) into cipher text (data).

 

Encryption with key (n , e)
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1. Represent the message as an integer m € {0, . . . , n 
− 1}
2. Compute c = me 

iii Decryption

mod n

Decryption is the process of converting the 
cipher text (data) to the original plain text(data). [10]
Decryption with key d: compute m = cd mod n

A Study of Encryption Algorithms AES, DES and RSA for Security

http://en.wikipedia.org/wiki/Ron_Rivest�
http://en.wikipedia.org/wiki/Leonard_Adleman�


 

  
 

  

 

  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 3 : RSA Encryption and Decryption Flowchart
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III. Comparision 
In the table below a comparative study between AES, 
DES and RSA is presented in to eighteen factors, which 
are Key Size, Block Size, Ciphering & Deciphering key, 
Scalability, Algorithm, Encryption, Decryption, Power 

Consumption, Security, Deposit of keys, Inherent 
Vulnerabilities, Key used, Rounds, Stimulation Speed, 
Trojan Horse, Hardware & Software Implementation and 
Ciphering & Deciphering Algorithm. 

Table 1: Comparison between AES, DES and RSA 

IV. Experimental Design 
The four text files of different sizes are used to 

conduct four experiments, where a comparison of  three 
algorithms AES, DES and RSA is performed. 

 
Performance of encryption algorithm is 

evaluated considering the following parameters. 
A. Encryption Time 
B. Decryption Time 

The encryption time is considered the time that 
an encryption algorithm takes to produces a cipher text  

 

from a plain text. Encryption time is used to calculate the 
throughput of an encryption scheme, is calculated as 
the total plaintext in bytes encrypted divided by the 
encryption time.  Comparisons analyses of the results of 
the selected different encryption scheme are performed. 
[11] 

V. Experimental Results And Analysis 

Experimental result for Encryption algorithm 
AES, DES and RSA are shown in table-2, which  shows 
the comparison of three algorithm AES, DES and RSA 
using same text file for four  experiment. 

Table 2 2 :  Comparisons of DES, AES and RSA of Encryption and Decryption Time 

S.NO Algorithm Packet Size (KB) Encryption Time (Sec) Decryption  Time (Sec)  

1 

AES 

153 

1.6 1  

DES 3.0 1.1  

 RSA  7.3 4.9  

Factors
 

AES
 

DES
 

RSA
 Developed

 
2000

 
1977

 
1978

 Key Size
 

128, 192, 256 bits
 

56 bits
 

>1024 bits
 Block Size

 
128 bits

 
64 bits

 
Minimum 512 bits

 Ciphering & deciphering 
key

 

Same
 

Same
 

Different
 

Scalability
 

Not Scalable
 

It is scalable algorithm 
due to varying the key 
size and Block size.

 
 

Not Scalable
 

Algorithm
 

Symmetric Algorithm
 

Symmetric Algorithm
 

Asymmetric Algorithm
 

Encryption
 

Faster
 

Moderate
 

Slower
 Decryption

 
Faster

 
Moderate

 
Slower

 Power Consumption
 

Low
 

Low
 

High
 Security

 
Excellent Secured

 
Not Secure Enough

 
Least Secure

 Deposit of keys
 

Needed
 

Needed
 

Needed
 Inherent

 Vulnerabilities
 

Brute Forced Attack
 

Brute Forced,
 Linear and

 differential
 cryptanalysis

 attack
 

Brute Forced
 and Oracle

 attack
 

Key Used
 

Same key used for Encrypt 
and Decrypt

 

Same key used for Encrypt 
and Decrypt

 

Different key used for 
Encrypt and Decrypt

 Rounds
 

10/12/14
 

16
 

1
 Stimulation Speed

 
Faster

 
Faster

 
Faster

 Trojan Horse
 

Not proved
 

No
 

No
 Hardware & Software 

Implementation
 

Faster
 

Better in hardware than in 
software

 

Not Efficient
 

Ciphering & Deciphering 
Algorithm

 

Different
 

Different
 

Same
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a) Evaluation Parameters



      

2 

AES 

196 

1.7 1.4  

DES 2.0 1.24  

 RSA  8.5 5.9  

      

3 

AES 

312 

1.8 1.6  

DES 3.0 1.3  

 RSA  7.8 5.1  

      

4 

AES 

868 

2.0 1.8  

DES 4.0 1.2  

 RSA  8.2 5.1  

By analyzing table-2, Time taken by RSA algorithm for both encryption and decryption process is much 
higher compare to the time taken by AES and DES algorithm. 

 

Figure 4 : Comparison of Encryption Time among AES, DES and RSA 

 
Figure 5 : Comparison of Decryption Time among AES, DES and RSA 

By analyzing Fig-4 , Fig-5 which shows time 
taken for encryption and decryption on various size of 

file by three algorithms. RSA algorithm takes much 
longer time compare to time taken by AES and DES 
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algorithm. AES and DES algorithm show very minor 
difference in time taken for encryption and decryption 
process. 

VI. Conclusion 

Encryption algorithm plays very important role in 
communication security. Our research work surveyed 
the performance of existing encryption techniques like 
AES, DES and RSA algorithms.  

Based on the text files used and the 
experimental result it was concluded that AES algorithm 
consumes least encryption and RSA consume longest 
encryption time. 

We also observed that Decryption of AES 
algorithm is better than other algorithms.   

From the simulation result, we evaluated that 
AES algorithm is much better than DES and RSA 
algorithm. 

Our future work will focus on compared and 
analysed existing cryptographic algorithm like AES, DES 
and RSA. It will include experiments on image and audio 
data and focus will be to improve encryption time and 
decryption time. 
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2. Ethical Guidelines, 

3. Submission of Manuscripts, 

4. Manuscript’s Category, 

5. Structure and Format of Manuscript, 

6. After Acceptance. 

1. GENERAL 

 Before submitting your research paper, one is advised to go through the details as mentioned in following heads. It will be beneficial, 
while peer reviewer justify your paper for publication. 

Scope 

The Global Journals Inc. (US) welcome the submission of original paper, review paper, survey article relevant to the all the streams of 
Philosophy and knowledge. The Global Journals Inc. (US) is parental platform for Global Journal of Computer Science and Technology, 
Researches in Engineering, Medical Research, Science Frontier Research, Human Social Science, Management, and Business organization. 
The choice of specific field can be done otherwise as following in Abstracting and Indexing Page on this Website. As the all Global 
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Journals Inc. (US) are being abstracted and indexed (in process) by most of the reputed organizations. Topics of only narrow interest will 
not be accepted unless they have wider potential or consequences. 

2. ETHICAL GUIDELINES 

 Authors should follow the ethical guidelines as mentioned below for publication of research paper and research activities. 

Papers are accepted on strict understanding that the material in whole or in part has not been, nor is being, considered for publication 
elsewhere. If the paper once accepted by Global Journals Inc. (US) and Editorial Board, will become the copyright of the Global Journals 
Inc. (US). 

Authorship: The authors and coauthors should have active contribution to conception design, analysis and interpretation of findings. 
They should critically review the contents and drafting of the paper. All should approve the final version of the paper before 
submission 

The Global Journals Inc. (US) follows the definition of authorship set up by the Global Academy of Research and Development. According 
to the Global Academy of R&D authorship, criteria must be based on: 

1) Substantial contributions to conception and acquisition of data, analysis and interpretation of the findings. 

2) Drafting the paper and revising it critically regarding important academic content. 

3) Final approval of the version of the paper to be published. 

All authors should have been credited according to their appropriate contribution in research activity and preparing paper. Contributors 
who do not match the criteria as authors may be mentioned under Acknowledgement. 

Acknowledgements: Contributors to the research other than authors credited should be mentioned under acknowledgement. The 
specifications of the source of funding for the research if appropriate can be included. Suppliers of resources may be mentioned along 
with address. 

Appeal of Decision: The Editorial Board’s decision on publication of the paper is final and cannot be appealed elsewhere. 

Permissions: It is the author's responsibility to have prior permission if all or parts of earlier published illustrations are used in this 
paper. 

Please mention proper reference and appropriate acknowledgements wherever expected. 

If all or parts of previously published illustrations are used, permission must be taken from the copyright holder concerned. It is the 
author's responsibility to take these in writing. 

Approval for reproduction/modification of any information (including figures and tables) published elsewhere must be obtained by the 
authors/copyright holders before submission of the manuscript. Contributors (Authors) are responsible for any copyright fee involved. 

3. SUBMISSION OF MANUSCRIPTS 

 Manuscripts should be uploaded via this online submission page. The online submission is most efficient method for submission of 
papers, as it enables rapid distribution of manuscripts and consequently speeds up the review procedure. It also enables authors to 
know the status of their own manuscripts by emailing us. Complete instructions for submitting a paper is available below. 

Manuscript submission is a systematic procedure and little preparation is required beyond having all parts of your manuscript in a given 
format and a computer with an Internet connection and a Web browser. Full help and instructions are provided on-screen. As an author, 
you will be prompted for login and manuscript details as Field of Paper and then to upload your manuscript file(s) according to the 
instructions. 
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To avoid postal delays, all transaction is preferred by e-mail. A finished manuscript submission is confirmed by e-mail immediately and 
your paper enters the editorial process with no postal delays. When a conclusion is made about the publication of your paper by our 
Editorial Board, revisions can be submitted online with the same procedure, with an occasion to view and respond to all comments. 

Complete support for both authors and co-author is provided. 

4. MANUSCRIPT’S CATEGORY 

Based on potential and nature, the manuscript can be categorized under the following heads: 

Original research paper: Such papers are reports of high-level significant original research work. 

Review papers: These are concise, significant but helpful and decisive topics for young researchers. 

Research articles: These are handled with small investigation and applications. 

Research letters: The letters are small and concise comments on previously published matters. 

5. STRUCTURE AND FORMAT OF MANUSCRIPT 

The recommended size of original research paper is less than seven thousand words, review papers fewer than seven thousands words 
also.Preparation of research paper or how to write research paper, are major hurdle, while writing manuscript. The research articles and 
research letters should be fewer than three thousand words, the structure original research paper; sometime review paper should be as 
follows: 

 Papers: These are reports of significant research (typically less than 7000 words equivalent, including tables, figures, references), and 
comprise: 

(a)Title should be relevant and commensurate with the theme of the paper. 

(b) A brief Summary, “Abstract” (less than 150 words) containing the major results and conclusions. 

(c) Up to ten keywords, that precisely identifies the paper's subject, purpose, and focus. 

(d) An Introduction, giving necessary background excluding subheadings; objectives must be clearly declared. 

(e) Resources and techniques with sufficient complete experimental details (wherever possible by reference) to permit repetition; 
sources of information must be given and numerical methods must be specified by reference, unless non-standard. 

(f) Results should be presented concisely, by well-designed tables and/or figures; the same data may not be used in both; suitable 
statistical data should be given. All data must be obtained with attention to numerical detail in the planning stage. As reproduced design 
has been recognized to be important to experiments for a considerable time, the Editor has decided that any paper that appears not to 
have adequate numerical treatments of the data will be returned un-refereed; 

(g) Discussion should cover the implications and consequences, not just recapitulating the results; conclusions should be summarizing. 

(h) Brief Acknowledgements. 

(i) References in the proper form. 

Authors should very cautiously consider the preparation of papers to ensure that they communicate efficiently. Papers are much more 
likely to be accepted, if they are cautiously designed and laid out, contain few or no errors, are summarizing, and be conventional to the 
approach and instructions. They will in addition, be published with much less delays than those that require much technical and editorial 
correction. 
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The Editorial Board reserves the right to make literary corrections and to make suggestions to improve briefness. 

It is vital, that authors take care in submitting a manuscript that is written in simple language and adheres to published guidelines. 

 Format 

Language: The language of publication is UK English. Authors, for whom English is a second language, must have their manuscript 
efficiently edited by an English-speaking person before submission to make sure that, the English is of high excellence. It is preferable, 
that manuscripts should be professionally edited. 

Standard Usage, Abbreviations, and Units: Spelling and hyphenation should be conventional to The Concise Oxford English Dictionary. 
Statistics and measurements should at all times be given in figures, e.g. 16 min, except for when the number begins a sentence. When 
the number does not refer to a unit of measurement it should be spelt in full unless, it is 160 or greater. 

Abbreviations supposed to be used carefully. The abbreviated name or expression is supposed to be cited in full at first usage, followed 
by the conventional abbreviation in parentheses. 

Metric SI units are supposed to generally be used excluding where they conflict with current practice or are confusing. For illustration, 
1.4 l rather than 1.4 × 10-3 m3, or 4 mm somewhat than 4 × 10-3 m. Chemical formula and solutions must identify the form used, e.g. 
anhydrous or hydrated, and the concentration must be in clearly defined units. Common species names should be followed by 
underlines at the first mention. For following use the generic name should be constricted to a single letter, if it is clear. 

Structure 

All manuscripts submitted to Global Journals Inc. (US), ought to include: 

Title: The title page must carry an instructive title that reflects the content, a running title (less than 45 characters together with spaces), 
names of the authors and co-authors, and the place(s) wherever the work was carried out. The full postal address in addition with the e-
mail address of related author must be given. Up to eleven keywords or very brief phrases have to be given to help data retrieval, mining 
and indexing. 

 Abstract, used in Original Papers and Reviews: 

Optimizing Abstract for Search Engines 

Many researchers searching for information online will use search engines such as Google, Yahoo or similar. By optimizing your paper for 
search engines, you will amplify the chance of someone finding it. This in turn will make it more likely to be viewed and/or cited in a 
further work. Global Journals Inc. (US) have compiled these guidelines to facilitate you to maximize the web-friendliness of the most 
public part of your paper. 

Key Words 

A major linchpin in research work for the writing research paper is the keyword search, which one will employ to find both library and 
Internet resources. 

One must be persistent and creative in using keywords. An effective keyword search requires a strategy and planning a list of possible 
keywords and phrases to try. 

Search engines for most searches, use Boolean searching, which is somewhat different from Internet searches. The Boolean search uses 
"operators," words (and, or, not, and near) that enable you to expand or narrow your affords. Tips for research paper while preparing 
research paper are very helpful guideline of research paper. 

Choice of key words is first tool of tips to write research paper. Research paper writing is an art.A few tips for deciding as strategically as 
possible about keyword search: 
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One should start brainstorming lists of possible keywords before even begin searching. Think about the most 
important concepts related to research work. Ask, "What words would a source have to include to be truly 
valuable in research paper?" Then consider synonyms for the important words. 
It may take the discovery of only one relevant paper to let steer in the right keyword direction because in most 
databases, the keywords under which a research paper is abstracted are listed with the paper. 
One should avoid outdated words. 

Keywords are the key that opens a door to research work sources. Keyword searching is an art in which researcher's skills are 
bound to improve with experience and time. 

 Numerical Methods: Numerical methods used should be clear and, where appropriate, supported by references. 

Acknowledgements: Please make these as concise as possible. 

 References 

References follow the Harvard scheme of referencing. References in the text should cite the authors' names followed by the time of their 
publication, unless there are three or more authors when simply the first author's name is quoted followed by et al. unpublished work 
has to only be cited where necessary, and only in the text. Copies of references in press in other journals have to be supplied with 
submitted typescripts. It is necessary that all citations and references be carefully checked before submission, as mistakes or omissions 
will cause delays. 

References to information on the World Wide Web can be given, but only if the information is available without charge to readers on an 
official site. Wikipedia and Similar websites are not allowed where anyone can change the information. Authors will be asked to make 
available electronic copies of the cited information for inclusion on the Global Journals Inc. (US) homepage at the judgment of the 
Editorial Board. 

The Editorial Board and Global Journals Inc. (US) recommend that, citation of online-published papers and other material should be done 
via a DOI (digital object identifier). If an author cites anything, which does not have a DOI, they run the risk of the cited material not 
being noticeable. 

The Editorial Board and Global Journals Inc. (US) recommend the use of a tool such as Reference Manager for reference management 
and formatting. 

 Tables, Figures and Figure Legends 

Tables: Tables should be few in number, cautiously designed, uncrowned, and include only essential data. Each must have an Arabic 
number, e.g. Table 4, a self-explanatory caption and be on a separate sheet. Vertical lines should not be used. 

Figures: Figures are supposed to be submitted as separate files. Always take in a citation in the text for each figure using Arabic numbers, 
e.g. Fig. 4. Artwork must be submitted online in electronic form by e-mailing them. 

 Preparation of Electronic Figures for Publication 

Even though low quality images are sufficient for review purposes, print publication requires high quality images to prevent the final 
product being blurred or fuzzy. Submit (or e-mail) EPS (line art) or TIFF (halftone/photographs) files only. MS PowerPoint and Word 
Graphics are unsuitable for printed pictures. Do not use pixel-oriented software. Scans (TIFF only) should have a resolution of at least 350 
dpi (halftone) or 700 to 1100 dpi (line drawings) in relation to the imitation size. Please give the data for figures in black and white or 
submit a Color Work Agreement Form. EPS files must be saved with fonts embedded (and with a TIFF preview, if possible). 

For scanned images, the scanning resolution (at final image size) ought to be as follows to ensure good reproduction: line art: >650 dpi; 
halftones (including gel photographs) : >350 dpi; figures containing both halftone and line images: >650 dpi. 

Color Charges: It is the rule of the Global Journals Inc. (US) for authors to pay the full cost for the reproduction of their color artwork. 
Hence, please note that, if there is color artwork in your manuscript when it is accepted for publication, we would require you to 
complete and return a color work agreement form before your paper can be published. 
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Figure Legends: Self-explanatory legends of all figures should be incorporated separately under the heading 'Legends to Figures'. In the 
full-text online edition of the journal, figure legends may possibly be truncated in abbreviated links to the full screen version. Therefore, 
the first 100 characters of any legend should notify the reader, about the key aspects of the figure. 

6. AFTER ACCEPTANCE

 
Upon approval of a paper for publication, the manuscript will be forwarded to the dean, who is responsible for the publication of the 
Global Journals Inc. (US). 

 

6.1 Proof Corrections

 
The corresponding author will receive an e-mail alert containing a link to a website or will be attached. A working e-mail address must 
therefore be provided for the related author. 

Acrobat Reader will be required in order to read this file. This software can be downloaded 

(Free of charge) from the following website: 

www.adobe.com/products/acrobat/readstep2.html. This will facilitate the file to be opened, read on screen, and printed out in order for 
any corrections to be added. Further instructions will be sent with the proof. 

Proofs must be returned to the dean at dean@globaljournals.org within three days of receipt. 

As changes to proofs are costly, we inquire that you only correct typesetting errors. All illustrations are retained by the publisher. Please 
note that the authors are responsible for all statements made in their work, including changes made by the copy editor. 

 

6.2 Early View of Global Journals Inc. (US) (Publication Prior to Print)

 
The Global Journals Inc. (US) are enclosed by our publishing's Early View service. Early View articles are complete full-text articles sent in 
advance of their publication. Early View articles are absolute and final. They have been completely reviewed, revised and edited for 
publication, and the authors' final corrections have been incorporated. Because they are in final form, no changes can be made after 
sending them. The nature of Early View articles means that they do not yet have volume, issue or page numbers, so Early View articles 
cannot be cited in the conventional way. 

 

6.3 Author Services

 
Online production tracking is available for your article through Author Services. Author Services enables authors to track their article - 
once it has been accepted - through the production process to publication online and in print. Authors can check the status of their 
articles online and choose to receive automated e-mails at key stages of production. The authors will receive an e-mail with a unique link 
that enables them to register and have their article automatically added to the system. Please ensure that a complete e-mail address is 
provided when submitting the manuscript. 

 

6.4 Author Material Archive Policy

 
Please note that if not specifically requested, publisher will dispose off hardcopy & electronic information submitted, after the two 
months of publication. If you require the return of any information submitted, please inform the Editorial Board or dean as soon as 
possible. 

 

6.5 Offprint and Extra Copies

 
A PDF offprint of the online-published article will be provided free of charge to the related author, and may be distributed according to 
the Publisher's terms and conditions. Additional paper offprint may be ordered by emailing us at: editor@globaljournals.org . 

                   

You must strictly follow above Author Guidelines before submitting your paper or else we will not at all be responsible for any
corrections in future in any of the way.
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2. Evaluators are human: First thing to remember that evaluators are also human being. They are not only meant for rejecting a paper. 
They are here to evaluate your paper. So, present your Best. 

3. Think Like Evaluators: If you are in a confusion or getting demotivated that your paper will be accepted by evaluators or not, then 
think and try to evaluate your paper like an Evaluator. Try to understand that what an evaluator wants in your research paper and 
automatically you will have your answer. 

4. Make blueprints of paper: The outline is the plan or framework that will help you to arrange your thoughts. It will make your paper 
logical. But remember that all points of your outline must be related to the topic you have chosen.  

5. Ask your Guides: If you are having any difficulty in your research, then do not hesitate to share your difficulty to your guide (if you 
have any). They will surely help you out and resolve your doubts. If you can't clarify what exactly you require for your work then ask the 
supervisor to help you with the alternative. He might also provide you the list of essential readings. 

6. Use of computer is recommended: As you are doing research in the field of Computer Science, then this point is quite obvious. 

 

7. Use right software: Always use good quality software packages. If you are not capable to judge good software then you can lose 
quality of your paper unknowingly. There are various software programs available to help you, which you can get through Internet. 

 

8. Use the Internet for help: An excellent start for your paper can be by using the Google. It is an excellent search engine, where you can 
have your doubts resolved. You may also read some answers for the frequent question how to write my research paper or find model 
research paper. From the internet library you can download books. If you have all required books make important reading selecting and 
analyzing the specified information. Then put together research paper sketch out. 

9. Use and get big pictures: Always use encyclopedias, Wikipedia to get pictures so that you can go into the depth. 

 

10. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right! It is a good habit, which helps to 
not to lose your continuity. You should always use bookmarks while searching on Internet also, which will make your search easier. 

 

 

Before start writing a good quality Computer Science Research Paper, let us first understand what is Computer Science Research Paper? 
So, Computer Science Research Paper is the paper which is written by professionals or scientists who are associated to Computer Science 
and Information Technology, or doing research study in these areas. If you are novel to this field then you can consult about

 
this field 

from your supervisor or guide.
 

TECHNIQUES FOR WRITING A GOOD QUALITY RESEARCH PAPER:
 

1. Choosing the topic:
 
In most cases, the topic is searched by the interest of author but it can be also suggested by the guides. You can 

have several topics and then you can judge that in which topic or subject you are finding yourself most comfortable. This can
 
be done by 

asking several questions to yourself, like Will I be able to carry our search in this area? Will I find all necessary recourses to accomplish 
the search? Will I be able to find all information in this field area? If the answer of these types of questions will be "Yes" then you can 
choose that topic. In most of the cases, you may have to conduct the surveys and have to visit several places because this field is related 
to Computer Science and Information Technology. Also, you may have to do a lot of work to find all rise and falls regarding the various 
data of that subject. Sometimes, detailed information plays a vital role, instead of short information.

 

 

11. Revise what you wrote: When you write anything, always read it, summarize it and then finalize it. 
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16. Use proper verb tense: Use proper verb tenses in your paper. Use past tense, to present those events that happened. Use present 
tense to indicate events that are going on. Use future tense to indicate future happening events. Use of improper and wrong tenses will 
confuse the evaluator. Avoid the sentences that are incomplete. 

17. Never use online paper: If you are getting any paper on Internet, then never use it as your research paper because it might be 
possible that evaluator has already seen it or maybe it is outdated version.  

18. Pick a good study spot:  To do your research studies always try to pick a spot, which is quiet. Every spot is not for studies. Spot that 
suits you choose it and proceed further. 

19. Know what you know: Always try to know, what you know by making objectives. Else, you will be confused and cannot achieve your 
target. 

 

20. Use good quality grammar: Always use a good quality grammar and use words that will throw positive impact on evaluator. Use of 
good quality grammar does not mean to use tough words, that for each word the evaluator has to go through dictionary. Do not start 
sentence with a conjunction. Do not fragment sentences. Eliminate one-word sentences. Ignore passive voice. Do not ever use a big 
word when a diminutive one would suffice. Verbs have to be in agreement with their subjects. Prepositions are not expressions to finish 
sentences with. It is incorrect to ever divide an infinitive. Avoid clichés like the disease. Also, always shun irritating alliteration. Use 
language that is simple and straight forward. put together a neat summary. 

21. Arrangement of information: Each section of the main body should start with an opening sentence and there should be a 
changeover at the end of the section. Give only valid and powerful arguments to your topic. You may also maintain your arguments with 
records. 

 

22. Never start in last minute: Always start at right time and give enough time to research work. Leaving everything to the last minute 
will degrade your paper and spoil your work. 

23. Multitasking in research is not good: Doing several things at the same time proves bad habit in case of research activity. Research is 
an area, where everything has a particular time slot. Divide your research work in parts and do particular part in particular time slot. 

 

24. Never copy others' work: Never copy others' work and give it your name because if evaluator has seen it anywhere you will be in 
trouble. 

 

25. Take proper rest and food: No matter how many hours you spend for your research activity, if you are not taking care of your health 
then all your efforts will be in vain. For a quality research, study is must, and this can be done by taking proper rest and food.  

 

26. Go for seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources. 

 

12. Make all efforts: Make all efforts to mention what you are going to write in your paper. That means always have a good start. Try to 
mention everything in introduction, that what is the need of a particular research paper. Polish your work by good skill of writing and 
always give an evaluator, what he wants. 

13. Have backups: When you are going to do any important thing like making research paper, you should always have backup copies of it 
either in your computer or in paper. This will help you to not to lose any of your important. 

14. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. Using several 
and unnecessary diagrams will degrade the quality of your paper by creating "hotchpotch." So always, try to make and include those 
diagrams, which are made by your own to improve readability and understandability of your paper. 

15. Use of direct quotes: When you do research relevant to literature, history or current affairs then use of quotes become essential but 
if study is relevant to science then use of quotes is not preferable.  
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sufficient. Use words properly, regardless of how others use them. Remove quotations. Puns are for kids, not grunt readers. 
Amplification is a billion times of inferior quality than sarcasm. 

32. Never oversimplify everything: To add material in your research paper, never go for oversimplification. This will definitely irritate the 
evaluator. Be more or less specific. Also too, by no means, ever use rhythmic redundancies. Contractions aren't essential and shouldn't 
be there used. Comparisons are as terrible as clichés. Give up ampersands and abbreviations, and so on. Remove commas, that are, not 
necessary. Parenthetical words however should be together with this in commas. Understatement is all the time the complete best way 
to put onward earth-shaking thoughts. Give a detailed literary review. 

33. Report concluded results: Use concluded results. From raw data, filter the results and then conclude your studies based on 
measurements and observations taken. Significant figures and appropriate number of decimal places should be used. Parenthetical

 

remarks are prohibitive. Proofread carefully at final stage. In the end give outline to your arguments. Spot out perspectives of further 
study of this subject. Justify your conclusion by at the bottom of them with sufficient justifications and examples. 

 

34. After conclusion: Once you have concluded your research, the next most important step is to present your findings. Presentation is 
extremely important as it is the definite medium though which your research is going to be in print to the rest of the crowd. Care should 
be taken to categorize your thoughts well and present them in a logical and neat manner. A good quality research paper format is 
essential because it serves to highlight your research paper and bring to light all necessary aspects in your research.

 

Key points to remember:  

Submit all work in its final form. 
Write your paper in the form, which is presented in the guidelines using the template. 
Please note the criterion for grading the final paper by peer-reviewers. 

Final Points:  

A purpose of organizing a research paper is to let people to interpret your effort selectively. The journal requires the following sections, 
submitted in the order listed, each section to start on a new page.  

The introduction will be compiled from reference matter and will reflect the design processes or outline of basis that direct you to make 
study. As you will carry out the process of study, the method and process section will be constructed as like that. The result segment will 
show related statistics in nearly sequential order and will direct the reviewers next to the similar intellectual paths throughout the data 
that you took to carry out your study. The discussion section will provide understanding of the data and projections as to the implication 
of the results. The use of good quality references all through the paper will give the effort trustworthiness by representing an alertness 
of prior workings. 

 

27. Refresh your mind after intervals: Try to give rest to your mind by listening to soft music or by sleeping in intervals. This will also 
improve your memory. 

28. Make colleagues: Always try to make colleagues. No matter how sharper or intelligent you are, if you make colleagues you can have 
several ideas, which will be helpful for your research. 

Think technically: Always think technically. If anything happens, then search its reasons, its benefits, and demerits. 

30. Think and then print: When you will go to print your paper, notice that tables are not be split, headings are not detached from their 
descriptions, and page sequence is maintained.  

31. Adding unnecessary information: Do not add unnecessary information, like, I have used MS Excel to draw graph. Do not add 
irrelevant and inappropriate material. These all will create superfluous. Foreign terminology and phrases are not apropos. One should 
NEVER take a broad view. Analogy in script is like feathers on a snake. Not at all use a large word when a very small one would be                    

29.
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Separating a table/chart or figure - impound each figure/table to a single page 
Submitting a manuscript with pages out of sequence 

In every sections of your document 

· Use standard writing style including articles ("a", "the," etc.) 

· Keep on paying attention on the research topic of the paper 

 

· Use paragraphs to split each significant point (excluding for the abstract) 

 

· Align the primary line of each section 

 

· Present your points in sound order 

 

· Use present tense to report well accepted  

 

· Use past tense to describe specific results  

 

· Shun familiar wording, don't address the reviewer directly, and don't use slang, slang language, or superlatives  

 

· Shun use of extra pictures - include only those figures essential to presenting results 

 

Title Page: 

 

Choose a revealing title. It should be short. It should not have non-standard acronyms or abbreviations. It should not exceed two printed 
lines. It should include the name(s) and address (es) of all authors. 

 
 

 

 

 

Writing a research paper is not an easy job no matter how trouble-free the actual research or concept. Practice, excellent preparation, 
and controlled record keeping are the only means to make straightforward the progression.  

General style: 

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general guidelines. 

To make a paper clear 

· Adhere to recommended page limits 

Mistakes to evade 

Insertion a title at the foot of a page with the subsequent text on the next page 
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shortening the outcome. Sum up the study, with the subsequent elements in any summary. Try to maintain the initial two items to no 
more than one ruling each.  

Reason of the study - theory, overall issue, purpose 
Fundamental goal 
To the point depiction of the research 
Consequences, including definite statistics - if the consequences are quantitative in nature, account quantitative data; results 
of any numerical analysis should be reported 
Significant conclusions or questions that track from the research(es) 

Approach: 

Single section, and succinct 
As a outline of job done, it is always written in past tense 
A conceptual should situate on its own, and not submit to any other part of the paper such as a form or table 
Center on shortening results - bound background information to a verdict or two, if completely necessary 
What you account in an conceptual must be regular with what you reported in the manuscript 
Exact spelling, clearness of sentences and phrases, and appropriate reporting of quantities (proper units, important statistics) 
are just as significant in an abstract as they are anywhere else 

Introduction:  

 

The Introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background information to be 
capable to comprehend and calculate the purpose of your study without having to submit to other works. The basis for the study should 
be offered. Give most important references but shun difficult to make a comprehensive appraisal of the topic. In the introduction, 
describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the reviewer will have no attention in your 
result. Speak in common terms about techniques used to explain the problem, if needed, but do not present any particulars about the 
protocols here. Following approach can create a valuable beginning: 

Explain the value (significance) of the study  
Shield the model - why did you employ this particular system or method? What is its compensation? You strength remark on its 
appropriateness from a abstract point of vision as well as point out sensible reasons for using it. 
Present a justification. Status your particular theory (es) or aim(s), and describe the logic that led you to choose them. 
Very for a short time explain the tentative propose and how it skilled the declared objectives. 

Approach: 

Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job is 
done.  
Sort out your thoughts; manufacture one key point with every section. If you make the four points listed above, you will need a

 

least of four paragraphs. 

 

 

Abstract: 

The summary should be two hundred words or less. It should briefly and clearly explain the key findings reported in the manuscript--
must have precise statistics. It should not have abnormal acronyms or abbreviations. It should be logical in itself. Shun citing references 
at this point. 

An abstract is a brief distinct paragraph summary of finished work or work in development. In a minute or less a reviewer can be taught 
the foundation behind the study, common approach to the problem, relevant results, and significant conclusions or new questions.  

Write your summary when your paper is completed because how can you write the summary of anything which is not yet written? 
Wealth of terminology is very essential in abstract. Yet, use comprehensive sentences and do not let go readability for briefness. You can 
maintain it succinct by phrasing sentences so that they provide more than lone rationale. The author can at this moment go straight to 
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principle while stating the situation. The purpose is to text all particular resources and broad procedures, so that another person may 
use some or all of the methods in one more study or referee the scientific value of your work. It is not to be a step by step report of the 
whole thing you did, nor is a methods section a set of orders. 

 

Materials: 

Explain materials individually only if the study is so complex that it saves liberty this way. 
Embrace particular materials, and any tools or provisions that are not frequently found in laboratories.  
Do not take in frequently found. 
If use of a definite type of tools. 
Materials may be reported in a part section or else they may be recognized along with your measures. 

Methods:  

Report the method (not particulars of each process that engaged the same methodology) 
Describe the method entirely 
To be succinct, present methods under headings dedicated to specific dealings or groups of measures 
Simplify - details how procedures were completed not how they were exclusively performed on a particular day.  
If well known procedures were used, account the procedure by name, possibly with reference, and that's all.  

Approach:  

It is embarrassed or not possible to use vigorous voice when documenting methods with no using first person, which would 
focus the reviewer's interest on the researcher rather than the job. As a result when script up the methods most authors use 
third person passive voice. 
Use standard style in this and in every other part of the paper - avoid familiar lists, and use full sentences. 

What to keep away from 

Resources and methods are not a set of information. 
Skip all descriptive information and surroundings - save it for the argument. 
Leave out information that is immaterial to a third party. 

Results: 

 
 

The principle of a results segment is to present and demonstrate your conclusion. Create this part a entirely objective details of the 
outcome, and save all understanding for the discussion. 

 

The page length of this segment is set by the sum and types of data to be reported. Carry on to be to the point, by means of statistics and 
tables, if suitable, to present consequences most efficiently.You must obviously differentiate material that would usually be incorporated 
in a study editorial from any unprocessed data or additional appendix matter that would not be available. In fact, such matter should not 
be submitted at all except requested by the instructor. 

 

Present surroundings information only as desirable in order hold up a situation. The reviewer does not desire to read the 
whole thing you know about a topic. 
Shape the theory/purpose specifically - do not take a broad view. 
As always, give awareness to spelling, simplicity and correctness of sentences and phrases. 

Procedures (Methods and Materials): 

This part is supposed to be the easiest to carve if you have good skills. A sound written Procedures segment allows a capable scientist to 
replacement your results. Present precise information about your supplies. The suppliers and clarity of reagents can be helpful bits of 
information. Present methods in sequential order but linked methodologies can be grouped as a segment. Be concise when relating the 
protocols. Attempt for the least amount of information that would permit another capable scientist to spare your outcome but be
cautious that vital information is integrated. The use of subheadings is suggested and ought to be synchronized with the results section. 
When a technique is used that has been well described in another object, mention the specific item describing a way but draw the basic 
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Do not present the similar data more than once. 
Manuscript should complement any figures or tables, not duplicate the identical information. 
Never confuse figures with tables - there is a difference. 

Approach 
As forever, use past tense when you submit to your results, and put the whole thing in a reasonable order.
Put figures and tables, appropriately numbered, in order at the end of the report  
If you desire, you may place your figures and tables properly within the text of your results part. 

Figures and tables 
If you put figures and tables at the end of the details, make certain that they are visibly distinguished from any attach appendix 
materials, such as raw facts 
Despite of position, each figure must be numbered one after the other and complete with subtitle  
In spite of position, each table must be titled, numbered one after the other and complete with heading 
All figure and table must be adequately complete that it could situate on its own, divide from text 

Discussion: 

 

The Discussion is expected the trickiest segment to write and describe. A lot of papers submitted for journal are discarded based on
problems with the Discussion. There is no head of state for how long a argument should be. Position your understanding of the outcome
visibly to lead the reviewer through your conclusions, and then finish the paper with a summing up of the implication of the study. The
purpose here is to offer an understanding of your results and hold up for all of your conclusions, using facts from your research and
generally accepted information, if suitable. The implication of result should be visibly described. 
Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact you must explain mechanisms
that may account for the observation. If your results vary from your prospect, make clear why that may have happened. If your results
agree, then explain the theory that the proof supported. It is never suitable to just state that the data approved with prospect, and let it
drop at that. 

Make a decision if each premise is supported, discarded, or if you cannot make a conclusion with assurance. Do not just dismiss
a study or part of a study as "uncertain." 
Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results that
you have, and take care of the study as a finished work  
You may propose future guidelines, such as how the experiment might be personalized to accomplish a new idea. 
Give details all of your remarks as much as possible, focus on mechanisms. 
Make a decision if the tentative design sufficiently addressed the theory, and whether or not it was correctly restricted. 
Try to present substitute explanations if sensible alternatives be present. 
One research will not counter an overall question, so maintain the large picture in mind, where do you go next? The best
studies unlock new avenues of study. What questions remain? 
Recommendations for detailed papers will offer supplementary suggestions.

Approach:  

When you refer to information, differentiate data generated by your own studies from available information 
Submit to work done by specific persons (including you) in past tense.  
Submit to generally acknowledged facts and main beliefs in present tense.  

Content 

Sum up your conclusion in text and demonstrate them, if suitable, with figures and tables.  
In manuscript, explain each of your consequences, point the reader to remarks that are most appropriate. 
Present a background, such as by describing the question that was addressed by creation an exacting study. 
Explain results of control experiments and comprise remarks that are not accessible in a prescribed figure or table, if 
appropriate. 
Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or in manuscript form. 

What to stay away from 
Do not discuss or infer your outcome, report surroundings information, or try to explain anything. 
Not at all, take in raw data or intermediate calculations in a research manuscript.                    
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Do not give permission to anyone else to "PROOFREAD" your manuscript. 

Methods to avoid Plagiarism is applied by us on every paper, if found guilty, you will be blacklisted by all of our collaborated
research groups, your institution will be informed for this and strict legal actions will be taken immediately.) 
To guard yourself and others from possible illegal use please do not permit anyone right to use to your paper and files. 

The major constraint is that you must independently make all content, tables, graphs, and facts that are offered in the paper.
You must write each part of the paper wholly on your own. The Peer-reviewers need to identify your own perceptive of the
concepts in your own terms. NEVER extract straight from any foundation, and never rephrase someone else's analysis. 

Please carefully note down following rules and regulation before submitting your Research Paper to Global Journals Inc. (US):  

Segment Draft and Final Research Paper: You have to strictly follow the template of research paper. If it is not done your paper may get
rejected.  
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading 
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after 
decision of Paper. This report will be the property of Global Journals Inc. (US).

Topics Grades

A-B C-D E-F

Abstract

Clear and concise with 
appropriate content, Correct 
format. 200 words or below 

Unclear summary and no 
specific data, Incorrect form

Above 200 words 

No specific data with ambiguous 
information

Above 250 words

Introduction

Containing all background 
details with clear goal and 
appropriate details, flow 
specification, no grammar 
and spelling mistake, well 
organized sentence and 
paragraph, reference cited

Unclear and confusing data, 
appropriate format, grammar 
and spelling errors with 
unorganized matter

Out of place depth and content, 
hazy format

Methods and 
Procedures

Clear and to the point with 
well arranged paragraph, 
precision and accuracy of 
facts and figures, well 
organized subheads

Difficult to comprehend with 
embarrassed text, too much 
explanation but completed 

Incorrect and unorganized 
structure with hazy meaning

Result

Well organized, Clear and 
specific, Correct units with 
precision, correct data, well 
structuring of paragraph, no 
grammar and spelling 
mistake

Complete and embarrassed 
text, difficult to comprehend

Irregular format with wrong facts 
and figures

Discussion

Well organized, meaningful 
specification, sound 
conclusion, logical and 
concise explanation, highly 
structured paragraph 
reference cited 

Wordy, unclear conclusion, 
spurious

Conclusion is not cited, 
unorganized, difficult to 
comprehend 

References
Complete and correct 
format, well organized

Beside the point, Incomplete Wrong format and structuring
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